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Abstract Large Language Models (LLMs) have gained widespread use across various fields due to their exceptional
performance. However, these models are vulnerable to generating inappropriate or incorrect outputs when exposed to
carefully designed jailbreak prompts, which has sparked significant concerns about their ethical implications and safety.
Attackers can exploit these models by crafting specific prompt statements that elicit unintended or harmful content, with-
out needing to understand the models' internal workings or security mechanisms. In fact, researchers in the field have iden-
tified the inherent vulnerabilities of LLMs and developed automated jailbreak methods that are both highly effective and
difficult for humans to detect. To mitigate the risks associated with these malicious jailbreak attacks, researchers have
proposed comprehensive defense strategies that encompass the entire lifecycle of LLMs, from their training phases to de-
ployment, aiming to strengthen model security. However, existing reviews of LLM security are primarily focused on de-
scribing jailbreak attack methods, often neglecting a detailed examination of the characteristics and interrelationships of
these various techniques. Moreover, the lack of a thorough evaluation framework has hindered the advancement of robust
defenses in this area. This paper seeks to fill that gap by providing an exhaustive review of current jailbreak attacks and
defense mechanisms for LLMs. It begins with an introduction to the fundamental concepts and principles related to LLMs
and jailbreak attacks, highlighting their importance in the context of model security and the potential threats they pose. The

BiITEE: Z=5t4n, -, RHIFFST 5, Email: Lijingzhi@iie.ac.cn.
AHEAT B B K H AR RHE R 4100 H (No. 62306308, No. 62025604) % Bl o
R F1399: 2024-04-01; 505 H 3: 2024-08-23; 5EH H 11 2024-08-26



R A ) KV R (B G S B E £5A 57

paper then delves into existing attack generation strategies, evaluating their strengths and weaknesses, particularly in how
they exploit specific vulnerabilities within the models. Additionally, it offers a comprehensive summary of defense strate-
gies across the different stages of LLMs and presents a detailed evaluation benchmark, discussing the metrics and method-
ologies used to assess the effectiveness of these defenses. Finally, the paper addresses the current challenges and outlines
potential future research directions, emphasizing the need for ongoing attention to key issues to enhance the security and
reliability of large language models. By providing a detailed and structured overview, this paper aims to guide the devel-
opment of more secure, trustworthy, and ethically aligned LLMs.
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Table 3 Summary of common jailbreak datasets

i)l

EUEIE =S 1E# - o de A ik
AdvBench Zou % T R T e
HandCraft Prompts Liu % 3k AR % 8 /> ChatGPT W25 -5t BT ChatGPT BRI 7T 1 £cd 52
Masterkey Deng %5 A 850 BRI ARV, SCAR X 4 T PoC HE AR

Bianchi % A\ 20k BEFRICB)

Malicious Instructions

e B 480 Ay 3 4 - A 3
ANFEY AL G, B8

AN I R A A R A
ST RLHF AF 2 BRI I T

i - i i AN
Anthropic red-teaming ~ Anthropic 40k ZHEBA KB, FARYN G/
P B Sk 1 2CS \ ‘ y
MS MARCO BT M ;é; ZE”M%E*HH*W SRRSO A, W,

5 JFMEE

H B S A7 AE 1 2 BOR Bk AR 28 7 7%, A
[F 7 EEEAT T8 M LLMs A8 b SeEURIPEAY, 7
TUHBRAHARRE o PRI, e 6 R ek RT3 0 7 v
RE T IR 9R 55 A AN ] ZAR I ) . AN FE it
A R BSR IS5 AT 55 v H I FH AR 4, 2 SR AR Y,
VRO T bm FH BT K 4
51 HiE&E

AT AL B T O BRI A 45 R
IEHREE . 2 3 TR A T LR e i 2, XL
i B vt TR SR R R B, A B
SRTE S BRI A [RGB I S HF o Hiod A2 55 KT
PUEE B 55 (I “ AdvBench” ) B & 2% % 1 & 4t (U
“ Anthropic red-teaming” )] V2 FEA . BB AL
AR BRI T T BA I, 5 A M DR o (1) 22 4 )
1, “HandCraft Prompts” %1 X} ChatGPT 11251137
5, 1M “MS MARCO” WU T4 fit A 5875 = B
(PIFERI SR o TR, Tl TRV 4 1 ok 25 T 5 s 4
5.1.1 AdvBench 54

4 H T, AdvBench 2"l Zou 25 A\ 321,
SERRRAE 55 B IR o LI FH e P R A 4
AdvBench 05 WEEAE, J3 0 B AT 5 45 H B
M AT Bk o RSk, A3 A7 B Buh A HI I
i 500 N5 FH N BRI FAF R4, a0
s BRI JUETTEE SRR ENEE . HEATA
Bl A th 500 /) EZH B, T4 LLMs
P H T
5.1.2 HandCraft Prompts ##E5

HandCraft Prompts $04E4EV* H1 Liu 258 N2,
TS — AT ChatGPT USRI Hda 5. 15
NI A O B M 5 KK ChatGPT ARk

HE AT AOBORREI AR I 3 O B2 T BN T Py T AT (1
WteR, d— L@ TR Akl 17 78 ML
T ChatGPT [FJBRTE R, JRdk th ke s it —
A B GR AL PO E TR AR N, AR UEE R I 2
FEP: . HandCraft Prompts 0442405 3120 AR
8, BT 8 A ChatGPT [4k 1375,
5.1.3 Masterkey H#EEE

Masterkey %4 4ER7) B Deng 25 A3RH . BUR
F A A ST S (S I UE (PoC) B IR AR B, 1 5
AT T HHm o . IO A IR T A B S s AR
AT TR AR TE 40 B8 FH 214 (W1 “OpenAl”
Mk “developer” , “ChatGPT” 454 “you” ), Ff
FI R LLMs(ChatGPT) 4= il i Bdls 2T F 3345 2,
T8 e SCAS UK e 48t 1) 7 AR AT T i it . Tl DA
775X, Masterkey Hils 4 3k43 78 R AF R A PE B
R IRTRASE LA S W 7y 1) 22 R o
5.1.4 Malicious Instructions #(#E %

Malicious Instructions ¥4 4E" " i1 Bianchi % A
T Ti D U N W B 07 ol N E =R i G
HEE AN A B AL [ BHE N GPT-3.5-turbo 4=
S 2 2 i I (DT S0 A A A PR 4R b ), N LR A
M 52 LA DA B 87 () R P PR 0 2 o BE—20 (1), 1%L
VEXE AT T S 2 SCAR e 48 Ay 484 - A S ARk
T8 F$8 2184 - Malicious Instructions 28545 £
T AR KRR RS R AR TR S g
WO R 2 (O T M RS IR A5 4 TR R 11 48 2 ) AL
TN 2 AR on R O FE BT AT A 4R 4
5.1.5 Anthropic red-teaming #{#E %

Anthropic red-teaming ¥#i 4" 1 Anthropic £
df, JE ANl AN s AL 2% 2] (RLHF)E by %
BRI IR 2L B 4R o LUk 2 Wiy (1) 20 A%k
Pl AR, IEBul S KRR T T Hdli 2, % 38961



R A ) KV R (B G S B E £5A

AN, HARAS L HR 2 N 2R N TR RE X1 1) 5T
AL o O 1) SI A9 A 4 21 BA S 52 0] 18 SCAR I 22
W7 AR, AT T EEVE Sy, VB SRR 2
KRR, 2T BN 5 0 A TRl DR I VP 43 S K A
B . Malicious Instructions Z#E £ X} T W 5% Fll e itk
LLMs )24 P3R4t 1R H 345 w8
5.1.6 MS MARCO ¥4

MS MARCO"™ iy i/ wl Bl gk, AN K
HARTE & B S 4, b Tt )8R 2 Bing b
RS P A, B S T H TR &
AT AR LS I (1 25 S RS SR, LSz #2 Fh NLP
1145, WHEMBATS . SORHES . EE S, BT
U K g 42 B A B A ok B B P R, B gk
FR7 S PP AR e R L G A e 4 5 A O 3
5.2 iEMNiEER

[ A - F LLMs Bk THE, 1R
P Tl DUAR B 6 55 7 3 A 7 L 5 . AT 2y
BA2H LLMs BRBRAT 45 rp o IR ek VAl i B R

77

VPR . 2K 4 VER MG LE T H T & LLMs 76
BB 5 D s h K PERE VR HR bR . X 48 S AR
AR A LU LSS @RI Bk it # . &%
R B A R R AR Y .
PEASE U F5 B (e A G 00 Ty E AN g 1 I %) T v E T
IR UE A0 N 15 W AL 8 I 2 A vk, i B T A
(ASR) HL#4 H Bk SIS (1 AL . R br RV &
&8 A PR SK () 1 B2 RN SRR 6, 5 7 1 1 % (DPR)
AR P T8 o # (BPRYF AT L, J5 WY& PR R GEAE X
ks RV AT RE Sy . BRAh, A2 Benl N 5
i (GRQ) W PE Al Z g fa th ) N 28 B, T R [ml
MIHERBPERITE 2P o $2 R, FAT TR TE 41 il i 25 T
L AN IR
5.2.1 U RAFERE

AT 1R Bk PEAG i bs =BT LA A iR, 43 il
s T 4 PR AN BROR 4 2 2 15 B L) BOBR (Property
Cheking Function, Property Tester)!' RISk B 77
LA 3P (Attack Success Rate, Efficiency)s

x4 BRBIOTEIERD S

Table 4 Summary of common jailbreak evaluation matrics

Vi RELA WLGEE N B
o P FR AN R I STE S T )
R R T e Propertychecking Function 17 2R R R 1{&‘3%}:%&%1 H A AT (L F T4 T4 ik
I7 2 Ko
JE P A Property Tester POt IR VPG FEE S —A~ LLM B i) il
Yok ) % Attack Success Rate (ASR) A e ks (A Ak ANIE s R Wt Yok
s Efficiency B W R A T By 2R i i Yt
X ) s N ASL 52 I o 1 25 .
P % . 2 ﬂ@i“ o : |—|L° ’ o
55 A E i R Defense Passing Rate (DPR) S R G AE B 1L T RN T TH R ) R RS b 197 41
EBERA . . R ZR ZE T A, .
% Benign Passing Rate (BPR) SR G AR T AR s A
R 5 Generated Response SR W A A 8 R RO (R . R S MR W AT LR B

Quality(GRQ)

Property Cheking Function R] 37 A J& PEAS I bR
B P(y, p.x,T), ek TPA S B p(ih
BNSCA p,x PRI IEAE T REES T IR %
FARR G, XA D A2 o B i L AT 190 15 B P R
FeAb s, DABIEIX o2 i 2 AT 452Kk . o
XA LS 4
Lif W3 p i m by AR5 T

P(y,px,T)= (D)
0, otherwise

Hrh, 1 Rttt y fFEE5 TINEER, BSRTE 4

BRI, 0 FRRATTE, MBIRTE Bk B ) o
Property Tester & fli H 73—~ LLM H&! (Ul

ChatGPT-4) 1 A7 4 By 1 a8 11 Al 245 o 388 1k &5 4 B Jeg 2k

oW - Pt AR AT 55y Hh, O M0 In) X 8T 55 a2
TIENGAT S5 Hobr o 5l By e A 0 255 30 1o 2 A B AT
25 A 45 SO0 g Ok B H BEAT AR, AT B AL BER
PPl .

Attack Success Rate (ASR)TEHRATSSH )€ X
K BUE ) R ¢ 55 1) /UL n I LL 2R, ASR TR I
A, ASR BOEBR S, 1 BBk B A Ak
iy . A F s

ASR=S<. )
n

Efficiency & SC o il Th g A B (1 B A 25 9 4
g ST o A g, HAEHAR R
NSRS BT ECRANR A o W TR AT S, AR



78 Journal of Cyber Security 15 F\V% 4244, 2024 £ 9 H, HF o4, HFH 5

(Efficiency)sAb T Bl A i A7 24t . Efficiency
e, OB A A A . A R PR

n=_1. 3)
o

5.2.2 BifAvEAsAERE

BEXSBORBI T %, R 3 AN RFRVED &
S8 S M I A A Y S P, 22 WA Defense Passing
Rate(DPR), Benign Passing Rate(BPR)F! Generated
Response Quality(GRO)!"'.

Defense Passing Rate(DPR)E Xk V545 17 73
N TG B RN (O AL BN B (m) 2
DPR B, 15 R G 1% 2 A 7 & B L
Jy RIS o AR

pPr=_. ()
m

Benign Passing Rate(BPR)E Xy J Iyt ik [ £
APESS RS R s AN TS EL ¢ EH,
BPR EHHECR BRGNP RS AR HIVE, BPR B
RWTEZ 505 OFH AR EEE L B L e ds, RiR
AR I F A DAL SRS DL AR, RE%
() FH P ARG SE i, % R g8 n] FHPERE W 5/ o BPR 1)
AFANF e

BPR :;. (5)

DPR 1 BPR A fibrn] LA Bl $ 1) R 48 2 4k
FURT R PR Z ) P4, S BRAR IS Dt DPR R,
BPRWJSHAR, BELRIE T 22404, Xtk T REIE
A o

Generated Response Quality(GRO)H T VFAl il i
W77 0oL g S A RSP I R 5 o HG SR A P 97 A
ORI =ga Y L IV EE = SEN 3 Y it T)VAE s
p 5 B AT S ) GRQ, Sl R [ 5
SEAR, W GRO IR [A| BEARAIE «

53 WEHIELE

WAL T HAT A 19 LLMs BBRT; T HAE,
A 3 Bk By TRARM 2 AT T ALE.

5.3.1 Tricking LLMs into Disobedience

Tricking LLMs into Disobedience!' 3= 2144 )
ZIFP M LLMs B8 (5 GPT-3.5. OPT.
BLOOM #l FLAN-TS-XXL %)t 7 ANBRAR B 7572
A, RS TRIRE. SR8, SIS
MRS A K 4 AMESS, B 3700 BTG 2. T
H PR Fa bR BRI i BT % (ASR) .
5.3.2 Jailbreaking ChatGPT via Prompt

Jailbreaking ChatGPT via Prompt!’" 3 %2 ¥ f

GPT3.5-Turbo I GPT-4 AL rh O (FBk Bt 77
TRIAT RN . TR RS ) L RSB E s —
EHAT T Tk, BIET 31200 MG ANEGE <
8 MR x 78 MR x5 % x2 4> GPT £lY).
U TR PPN AR BB Bt % (ASR)
5.3.3 Latent Jailbreak

Latent Jailbreak!"'” = HPPfl 3 4~ LLMs BiRY
(ChatGLM2-6B, BELLE-7B2M il ChatGPT-3.5)"7F
BHPEAT 55 T RBR B J7 i AT Rt . e T BT
FAR PR DOE- BRI S5, 7R T B3k 416 ]
REMVE AL BRI R o B T R Tl 7 2880 A
DA e = 1 VA RS A 7 G I N v RN YA N
RoBERT!M LAHAT H 8briE . M T H MPP b A2
AR Bt Y M e B R (ASR) A R PRI 1 % (BPR) o
5.3.4 Jailbreak Attack vs. Defense

Jailbreak Attack vs. Defense* EHL T 9 AMEfR L
T ITEEM 4 ANYHETTEAE 3 AN KIS S AR (Vicuna
LLaMA FI GPT3.5 Turbo) 1T VFAli. Al HIERARHE 4
H T LIEFEN 150 AN A#, I 1000 434N Y
S5 AT T LARVE . PR HRAR BT 0Bk B ok A I e
i BT A (ASR) M B il 3% (Efficiency), #Xf BOk B
{EV D)7 #1382 #5(DPR), R 38 0L %8 (BPR) AL i wig 3
Jii £ (GRQ)s
5.3.5 JailbreakBench

JailbreakBench!" 2 ] T34t KM i 35 #8 (LLMs)
PR R Mo R AR SR . BFSU S T 3 ARG T
2 H0 2 AP E NS, JFAE Vicuna. LLaMA-2. GPT-3.5
Al GPT-4 MR FgbAT TR, A M PEASFE bR
FEBGE I (ASR) AWHLL Sam] oo, ANt
TR S RIS A TV R A TR A
54 MBAMEREEEXTLE

A Af A JailbreakBench HEZE!'2I7E JBB-
Behaviors #la4E I, ) 22 B U5 A Ok Moot 711 5 180
FEMEHEAT T VER I E B VPl . PPl IR a1 2 M8
M AR BN Vicuna Il LLaMA 57 DL 725 1)
GPT A, 5 A6 TR & A TR A [l F5 AR v IR
e VERE R I . XL N H T 2 R EOR AL P SR
W%, W SmoothLM FI Perplexity filter, %[ ] 112K A
5 HAE R 235t FINBi R

S R O FR AR B S BU D (ASR) KA A AE
IS 1977 A0 S e i ) Bk e D %, XA R T % Fh
B3 A8 7 VAR BH AT A TP OR, IE S T R
MRS N B M g5 P ol IX Ry 2, SER AN
N T BB R A TN R B N B BN R ), ik 2
A EOE T AN RIS BRI S )32 22 4 W T iy 1 3



R A ) KV R (B G S B E £5A

o BEAR, SEIG S AR IRANSRNT T AR & Fh Bt A
Bt 37 st R I ZE 5, O SR K IR ABE R e v TS £
SRS LA B T 5 D AR SHF A DL fide .
5.4.1 BRBE

K5 TEMER TEARSE RS N, X E Lk
BRI Vicuna-13B Hl LLaMA-2-7B)FI7E £ (4
GPT-4-Turbo-110 FiI GPT-3.5-Turbo-1106) ¥ JTJEHk

79

Wi 7 PR RE R I o SIG PEAL T AN 7] Ak B SR W
PAIR. GCG Fl AIM XX LR K52 md . 51, Vi-
cuna-13B 7EN ] LLMs FfiBhAbEE S i B0 s %o
82%, 1M E K i 5 SH3:(GCG) I & & 58%. 341,
EF%) LLaMA-2-7B B R PFAk Sl /s WA 1) B0 1
3K, W PAIR Sl N AT 4% . 7E LR GPT-4-Turbo-
110 7t PAIR HH& N or HA I 50% B0 il 2

x5 BRUMBEAZEEERSE
Table S Quantitative summary of common jailbreak attack methods

A Yirid JE AR HE A IR ik B #(%)
PAIR REVi ] LLMs fih ¥t 60 82
Vicuna-13 GCG & JE 48Tt 256 T KT i 442k 58
AIM £y ] — — 79
""""""""""" PAIR  wgyiWo LLMsEmB%E 22080 4
LLaMA-2-7B GCG Ekeeil] Ja 8T, 256 T E ) 12.8M 2
AIM v — — 0
N T weave o LLMs filyscd 1206 50
GPT-4-Turbo-1106 ~ GCG 5%t Vicuna-13B [\ A&V M TG R4 MG, 256 T-k#x — 1
AIM BT — — 0
""""""""""" PAIR W&y LLMsHB%E 604 76
GPT-3.5-Turbo-1106 ~ GCG  FEFXF Vicuna-13B [ A& Ui MIFEBBE R4, 256 TIREH — 34
AIM BVl — — 0

AR 5, FATATLAG 458 (1) BEALZ IR
Witk z= . RS R, Vicuna-13B #i7Y
TR ARG A i (W Bk e h %, el ZEAT ] LLMs
D AL S SR I, T P 2 Ik 82%, Iz i 1ALt
PR, IX I Vicuna FAE Y1195 AEINCE T v g
B2 5 52 BRSO S . (2) AR ik ik
RSB E AT B R, PAIR 7958508 R
m BT S, I ERX) Vicuna-13B Al GPT-
3.5-Turbo-1106 F&#! . {5111, Vicuna-13B 7E PAIR 7772
THIBGE I E R 82%, it T Al S . X W]
PAIR SfEM&AEIXSLAA Lo 472k, FIRE T A
BRI M Bt T B (3) BRI A ik 5 Bt ik
Th# 2 [AAFAE IR Vicuna-13B 1/ — ANl a8
R R LTI R, 7F R oo (I PAIR) R 2
7 H A R A B B e, 2R LT RES TR e R
(AR 0 o B R 0K o T A G 5 B AN ) B A [ A
A, W LLaMA-2-7B, 7&K Z A g T R T8
RIBH TR, R LLaMA-2-7B i T K&
LANTE, T R AE
5.4.2 EARBI1E

R 6 TEANRETR T AEAL FH P Fh FRISROR B A8 77 v
SmoothLLM A1 Perplexity filter HJ, XA [H] ¥ 254k
RS FNAE 22 A58 (1 Vicuna-13B, LLaMA-2-7B, GPT-

4-Turbo-1106, GPT-3.5-Turbo-1106) I, PAIR. GCG-

AIM AN [R] By 7 vE 6 B A P e . i, A
SmoothLLM J7¥%[f] Vicuna-13B £F PAIR Bl B
TR IR O BUh O Z)IE 2 82%, TMitE GCG Bt
K 58%, Gz SmoothLLM fEALFE PAIR i)
AR FEAEH Perplexity filter J77AR, AH [R5
& PAIR Hiki IR e D AR FFE 82%, {HX)
GCG M AIM BB EH N B 1hah, X T
LLaMA-2-7B #i%!, /| SmoothLLM J5yki, JLT-
A Bt 7 VR TR 7 4 R ) 2R A AR, R e A
PAIR Bt MK 4%, XKW LLaMA-2-7B 1£ 441
B AN IO T BOR B A S -

M 6 IE s T LISt LR LA ghie: (1) Bt
JIER R R R i 2R 0 7 o SmoothLLM  7F
Vicuna-13B #7_F5%F PAIR Boehi 20 HH 485 i 1) 915 A1
B, MAE LLaMA-2-7B F8 b R 7 o iX R W B 1)
JIE R BEAAAE T I EAR G, 382 B ARE
PERIBC B[ 5200 . (2) Perplexity filter [ 7126 B
o, R Perplexity filter R4 & BB N I
T R Al EA U SmoothLLM A A SR HY, {H'E4E
Z PR FN B R AR S it T S I i B AR
W, F GPT-3.5-Turbo-1106 I, JGi& &%} PAIR i
& GCG Hifi, Perplexity filter ¥4 B8 4k 45 £2 2 1 5



80

Journal of Cyber Security 15 F\V% 4244, 2024 £ 9 H, HF o4, HFH 5

®6 HIBIBEEE

Table 6 Quantitative summary of common jailbreak defense methods
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