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Abstract With the rapid development of information technology, the modularization and industrialization trends of
software have become increasingly prominent, leading to a continuous increase in the complexity of software construction
process, thereby exposing more attack surfaces and triggering multiple software supply chain attack events. The security of
software supply chain not only features low thresholds of attacks, diverse attack methods, and strong concealment of at-
tacks, but also can affect the security of the downstream of the software supply chain, significantly expanding the scope of
attacks, thus becoming a focus of widespread concern in the industry. Consequently, the issue of software supply chain
security has become a focal point of attention in the industry. Firstly, this paper introduces the background of software
supply chain security, taking the related concepts of large models and software supply chain security as the starting point,
and describes the development process of software supply chain security protection. Then, this paper focuses on the appli-
cation research of large models in the security protection of the software development supply chain. Through systemati-
cally reviewing and analyzing existing research results, it introduces the current research status of large models enabling
software supply chain security protection technology from four dimensions: top-level sources, dependencies, software
package artifacts, and their construction process. On this basis, this article focuses on analyzing the advantages and oppor-
tunities of leveraging large models to enhance the security of software supply chain development processes, by comparing
it with the techniques and methods of traditional software supply chain security protection. Finally, based on the investiga-
tion and analysis of the current research status, this paper summarizes the challenges faced by large models in software
supply chain security protection technologies, including dataset construction, model training and fine-tuning, model stabil-
ity, and the introduction of new supply chain security issues, and proposes possible future research directions accordingly,
aiming to provide useful references and inspirations for promoting the continuous development in this field.
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