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Abstract To address the challenges faced by current malware detection and classification methods in terms of feature
extraction and detection accuracy, a malware detection and classification method based on API block reconstruction and
image representation was proposed. First, the API categories invoked by malware during the malware runtime were num-
bered uniformly and aggregate the APIs with the same code into the same API block, and the API blocks were reordered
according to the invocation order of each API, the number of entries in each API block was recorded as the devotion of
such API. After reconstruction, each API block is organized in order, and its order is the order in which each type of API is
called by the software sample. The order within each API block is the order in which the software sample calls the indi-
vidual APIs. The ordered API block sequence helps to represent the API instruction sequence information pictorially. The
API codes were extracted as the global feature list, the API devotion as the local feature list, and the API sequential in-
dexes as the temporal feature list, and the feature lists were normalized and zero-padded to transform into feature arrays.
The API code clearly identifies the API category, the API devotion characterizes how frequently the API is called, and the
API sequential index distinguishes the order in which each API is called. Then, the 3 channels of the RGB image were
filled with the 3 types of feature arrays to generate the feature image of API code devotion and sequential index
(FimgCDS). Finally, the FimgCDS feature image was fed into a self-built lightweight malware feature image convolu-
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tional neural network (MficNN) classifier for malware detection and classification. The experimental results show that the
detection and classification accuracies of the method are 98.66% and 98.35% on the two datasets, and the method has high
detection and classification performance indicators and speed for malware.
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Figure 1 The overall architecture of the malware detection method
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Figure 2 An example of API instruction sequence grouping and reconstruction process
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Figure 4 An example of the ArrayAC generation process
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771 4 | LdrGetProcedureAddress| 2524 | 127 E i
771 4 | NtProtectVirtualMemory | 2524 | 121 [~~~ f -
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771 4 RegOpenKeyExA 2668 | 178
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Figure 5 An example of the ListAD generation process
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Figure 6 An example of the ArrayAD generation process
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|
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771 4 RegOpenKeyExA 2668 | 200
771 4 NtQuerryDirectoryFile | 2680 | 66
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B 7 ListAS & B d 52 =l
Figure 7 An example of the ListAS generation process
(3) TG REA [ #B S Array AS
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Figure 8 An example of the ArrayAS generation process
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(2) 7TV HAFFEAR IR 53 Array AD
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Figure 9 Example of 3 channel filling process of FimgCDS feature image
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Figure 10 FimgCDS feature images for each software category in dataset 1
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Figure 11 FimgCDS feature images corresponding to each software category after image enhancement in dataset 1
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Figure 12 The network structure of the MficNN classifier
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Table 4 Detection and classification performance indicators of different combinations of image enhancement

methods

B RV Ak A 2
WE | AEE Py moE R@E | AR FLEr R
With-BSR 0.9869 0.9865 0.9867 0.9866 0.9874 0.9879 0.9876 0.9835
Base 0.9145 0.9173 0.9159 0.9195 0.9364 0.9060 0.9210 0.8963
With-B 0.9375 0.9362 0.9368 0.9343 0.9480 0.9385 0.9432 0.9247
With-S 0.9418 0.9360 0.9388 0.9488 0.9446 0.9436 0.9441 0.9255
With-BS 0.9653 0.9612 0.9632 0.9691 0.9616 0.9515 0.9565 0.9424
With-BR 0.9633 0.9642 0.9637 0.9649 0.9688 0.9564 0.9625 0.9504
With-SR 0.9663 0.9581 0.9622 0.9680 0.9709 0.9569 0.9639 0.9522
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Table 5 Detection and classification performance indicators of different combinations of different methods
R A7 He A
K Hlm=R F1 P53 iRk it HIA[R F1 i¥43 R
FimgCDS 0.9869 0.9865 0.9867 0.9866 0.9874 0.9879 0.9876 0.9835
SGDNet 0.9870 0.9820 0.9850 0.9730 0.9850 0.9779 0.9814 0.9753
LSTM 0.9703 0.9615 0.9659 0.9734 0.9818 0.9656 0.9736 0.9651
SLAM 0.9863 0.9863 0.9863 0.9723 0.9862 0.9764 0.9812 0.9751
CNN-LSTM 0.9307 0.9265 0.9286 0.9344 — — — —
LGMal 0.8776 0.8808 0.8779 0.8788 0.9256 0.8836 0.9041 0.8750
CruParamer — — — — 0.9863 0.9841 0.9852 0.9852
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Table 6 Detection and classification performance indicators of different network models

P £ A 7Y A A2
R EEJCIES F1 V743 ERIES RS FEEES F1 i¥4y TR
MficNN 0.9869 0.9865 0.9867 0.9866 0.9874 0.9879 0.9876 0.9835
AlexNet 0.9669 0.9668 0.9667 0.9668 0.9834 0.9706 0.9770 0.9695
VGG16 0.9592 0.9592 0.9590 0.9592 0.9784 0.9396 0.9586 0.9459
ResNet 0.5966 0.6351 0.5287 0.6351 0.8473 0.6016 0.7036 0.6621
DenseNet 0.3307 0.5078 0.4005 0.5078 0.7602 0.5016 0.6044 0.5632
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Figure 13 Detection and classification performance
indicator values improved by each network model
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