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Abstract The Android operating system has maintained a high market share since its release, and because of the large
number of Android applications, their many functions, and their complex behavioral semantics, attackers can adopt a vari-
ety of means to hide their true attack intent within legitimate functionality. However, existing detection solutions often
identify only limited types of malicious applications and behaviors. To solve this problem, we use heterogeneous infor-
mation networks to highly abstract existing representative detection schemes, and use multi-view representation learning
and multi-view fusion methods to deeply mine and collaboratively fuse them, in order to fully unleash the detection poten-
tial of different schemes and build a more accurate and comprehensive malicious application detection system. To achieve
the above purpose, this paper proposes and implements a multi-view representation learning based Android malicious ap-
plication detection system MVFDroid. In this system, we first fully observe Android applications from three perspectives:
sensitive data flow, suspicious control conditions and permissions, so as to build a heterogenecous information network to
describe the execution logic of application behaviors and the association relationships among behaviors; then we adopt a
view-based wandering approach to sample the heterogeneous information network to generate application behavior repre-
sentation vectors under different views; finally, we use a multi-view fusion-based Android malicious application detection
method to fuse the representation vectors and feed them into a deep neural network (DNN) classifier to comprehensively
determine the maliciousness of its target applications from different perspectives. Experiments show that the proposed
method can effectively detect Android malicious applications with an accuracy of 96.57% and an F1 value of 95.56%, both
of which are better than the current representative detection scheme Drebin, HinDroid and MaMaDroid. Meanwhile, ex-
perimental results show that the view fusion-based representation learning method used in this paper can be effectively
applied to the Android malicious application detection task, which outperforms the benchmark methods DeepWalk,
node2vec and metapath2vec.
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01. | long last = db.query("LastConnectTIme");

02. | long current = System.currentTimeMillis();
03. | if(current - last > 43200000){

4. SmsManager.sendTextMessage();

05. db.save("LastConnectTime", current);

06. | }
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Figure 2 Code example of logic bomb
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Figure 3 Network schema for HIN in MVFDroid
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Figure 4 Multi-view metapaths for MVFDroid
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Table 3 Evaluation index table

RNE LN THHEALR
o __TPeIN
TP+TN + FP+ FN
. P
Precision
TP+ FP
Recall r
TP+ FN
- 2x Precisionx Recall

Precision + Recall

1, TP TN, FP. FN 73 HIAREERE A FPHE
BRI BBAE . AR BAPEIIREA S . A, FI R 25
R 20 A 1] 2 1) — PP R & PR FR A7 o
5.2 Hf5RinRE 1: MVFDroid MR EES288

N T RFE MVFDroid 7E 3 S H 4R FH A ks il
AE 19T I IE e 1, A e U 70 5 1 — 284Xk
PETAEE N LT %6 BARGER) 7 40T Fs

Drebin?l: Drebin A2 2 T-A188 2% 2] 7153 T4 52
RN HANES ARERTAE, B ZRE TR
2 ) 22 B e, PR R A A g B 7 SR A7 T R
MBI RN

HinDroid®!: HinDroid FJ FH % 5.3 FH F1AH S API
(B 19 R A i A5 BN, FEF]H o2 £ #%
5 2SRt L N RUEAT RO AR 2, B a4y
RAAKAR RGN

MaMaDroid?*%: MaMaDroid &+ F# 457 BT HX
t APK H i) APL R L, SR 3 I b BT w] T
PRACIFRITEREN) APL P41, Pl SRR R P
BIFAT AL 530N, APK BIRFIE A&, & )a A H

171

R IRNE BN . EE R, E15E] API
JPAIES, BT APLIRR AR 2, TIEMHRIE—
HAKH APL, UL AR APT 3E4T T V928, BIHE API
G0 B BB SR AR ST A 5 . AR SEIRAE
8 FZ AR AR B SR EX ) 7V K H APT [ 81l B e
KRB

H T Drebin BEfRFR K EM LSRN F )7
SR F AN EFAE AN 25 ) 2 /) T4, HinDroid AR FIFE
A5 FH R 522 S W A5 S TN 8% 90) 7 32 ST B0 7 I R A
(1) T./F, MaMaDroid BE/RILE F HoAh 3 T ML 2% >
T3 VE B R SR AN A, R DL B AR AR B A
BB IR, ARG PL S 4 TR B st
S ONBR AR, Al DA_E =AM SR AR A
SIS EONZR I MVEDroid(FASHUEFE N, 5.4 F1)K
X N REAT RN, DLERFC MVFDroid 7E B S F b
IR GE 77 EARRINSE Bk 4 Fis.

x4 TEIFRMNTBEENAENBERRTEE
Table 4 Comparison of malicious application
detection effects for different schemes (%)

T ACC Precision Recall F1
Drebin 94.56 95.33 90.94 93.08
HinDroid 93.88 95.35 93.18 94.25
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S 45 9L SR, MVFDroid 3440 I 2% 5 4040
FHAh =Fp 5k BARITE, MVFDroid A& (1 #ER
RIEH) 96.57%- F1 {HIEZF] 95.56%, 1fi Drebin £l
RN 94.56% F1 HN 93.06%, HinDroid £l
2N 93.88%. F1 {HM 94.25%, MaMaDroid &l
HERIZE 90.09% F1 {8 N 88.09%. iZ 525645 ik, 5
B A g 1 1 L Ath B 4 7 0k BT R A 1 1) i B AR,
BT BRI FERANR R E, HX T X
JETH G BRI E a8 /1 TE g, X 7EIR RFE R bsme
T ERAMF R RN X FEERRE, FRxT R
(A D% T I AT 45 (A S 56 Hp 2 22 00 i B F A D) 1)
UM B 5y, L5 (R A e A 45 5 I 45 119 7 R AH
Ll S5 A6 155 S TP 285 A 2 110 4 T A 0 6o o 4258 (0 G 45
BAH—E RN, LI HinDroid WA M) — L8774
4t PETIT FiT a4 38 1) S AT UAEAE R B B — BB RN
(17 10) &, AEEATT#S AT LAVE AR TAE I —Fiokb e A 1A
PAIR SR A TAEX 22 5 R AE g
5.3 HisRiol8h 2: MVFDroid BB RFIEE
BRI UESL IS

MVFDroid £ 5 4t [ 45 I 5 AR K FE R 1 HL



172 Journal of Cyber Security {5 B 225K, 2024 9 H, 94, H 5 H

RT RGPTRH B R R I RERRe . A
b, AT BV B R 5 2] R A A I [
WFFE IR 2, AR5 16 Je it SEgR ge Uk 2 T A R ) 3R
AN ST R, SR IR B R A AR M I AH S ISR
N EAEAE NS B, B VRN A S R
N )RR R RGeS SRR, AT i
SR “AL IR A )R AE 25 S AR T 5 T A
P Bl AN TR A R AR S SR 7 IE B A SO T B 3R
SO RN R, SRS A« BIFROR A ) DT iR RE
XPEG” Sgs 25 Bk B B R R 22 S FE P B T R
S TN A
5.3.1 ARVLE &I TTEBAERKRAERE /X skl
NV RAEAS 43 THEHETZMERRR
S ) IR AT AT AT R, AR BT 5.1 Ak
R I HUI R T & SEEe R AR PR AN [F o g4 . A
[F) R ) AR e ) . AR R UG, A S E e A
metapath2vec )77 V5% & — 25 ML) e BR AR EAT 3R
fiE, RAF 22 5 B SR T R — AN E I 4 [ &
For; ARG HI AR SCAE R A 2 T AL B AR R AE T R 3R
15— [FIRE R 1) 22 50 N SEAR T MR R & B
JE R AT 4.4 Al G 2 40 EIRlE T7 53k 15
P R P 22 R SAR YT R TR Al B IXEERIR
[ri) B 24 AR NI ZR 47 1) DNN BEAY g AT — 432
f£5%, VAAIWrE— MR AR J7 SR RAE B I e o il
TR, AILE 6 FARMTEAED MP1-MP6),
DA K 3 A [R] AR RR L (R R S 428 ) 2% A U I
FIRLIR) o AR SRS ) S50 45 RNk 5 Fis

x5 TREITBEMNENESR
Table 5 Detection results of different metapaths (%)

4 ACC Precision Recall F1
MPI1 90.40 90.74 92.70 91.71
MP2 91.21 91.67 93.68 92.66
ATBEE S 93.00 93.86 94.11 93.99
MP3 93.40 94.76 89.52 92.07
MP4 90.18 89.29 88.61 88.95
BB AN 94.56 94.31 90.10 92.15
MP5 88.57 88.15 86.33 87.23
MP6 89.16 87.07 88.09 87.57
BN 89.84 87.66 90.57 89.09
ML & 96.57 96.32 94.82 95.56
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Table 6 Comparison of different graph representa-

tion learning algorithms effects (%)
Jrik ACC Precision Recall F1
DeepWalk 88.41 86.93 82.78 84.80
node2vec 90.28 91.71 83.10 87.19
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Figure 5 Experimental results of hyperparameters selection
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