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Abstract The certificateless cryptosystem is a new cryptosystem proposed on the basis of traditional certificate based
public key cryptosystems and identity based cryptosystems. The certificateless cryptosystem not only overcomes the
certificate management problem in traditional public key cryptosystems, but also solves the key escrow problem in
identity-based cryptosystems. While cleverly overcoming the shortcomings of the two, it combines their advantages. In
practical applications, efficiency and security are the goals that everyone needs to pursue when designing solutions, so
how to design secure and efficient certificateless password algorithms has always been a focus of attention.
Multi-signatures are used to prove that a group of signers have signed a given message, and their signature length is
independent of the number of signers. In consensus scenarios such as blockchain, using multi-signature algorithms is a
solution that balances security and efficiency. Currently, multi-signature is increasingly being applied in consensus
scenarios such as blockchain, with the advantages of reducing block storage consumption and correctness verification time.
However, in the multi-signature scheme applied in consensus scenarios, the default signer is an honest entity, so when
there is a “Byzantine node”, the security and effectiveness of the multi-signature cannot be guaranteed. In order to
combine the advantages of certificateless cryptography and multi-signature, and improve the robustness of multi-signature
schemes in consensus scenarios, this paper proposes a sub group multi-signature scheme based on certificateless. In this
scheme, any legitimate subgroup within the group is allowed to generate multi-signatures on behalf of the group, and the
validity of all individual signatures is verified before signature aggregation. In this article, we define the robustness of the
scheme and provide corresponding proof; under the random oracle machine model, we prove that the scheme in this paper
is unforgeable under the adaptive selection message attack. Finally, efficiency analysis and simulation experiments show
that the multi-signature generation efficiency in this scheme is relatively high.
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