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Abstract Ethereum has created a trading ecosystem based on smart contracts, where participants can diversify their
transactions by deploying smart contracts. However, the concealment of trading entities provides “convenience” for illegal
transactions, such as pyramid schemes, fraud, honeypot contracts, money laundering, gambling, and terrorism. Among
them, the first three are unilateral illegal acts committed by criminals against normal users, which have a wider radiation
range and greater potential danger compared to the latter three. Therefore, this paper focuses on the first three illegal trad-
ing acts. The paper summarizes its transaction characteristics and detection methods from two perspectives: general detec-
tion and special detection. Firstly, we conduct research on general detection, which focuses on the detection methods for
sorting out illegal transactions in Ethereum from a data perspective. We found that using supervised algorithms (used for
user address classification) +unsupervised algorithms (found potential illegal users) can achieve high-precision detection.
Then we conduct special detection research, focusing on specific types of illegal transactions. For fraud represented by
phishing, pyramid schemes represented by Ponzi schemes, and honeypot contract transactions, summarize the “new fea-
tures” and “new methods” embodied on the Ethereum platform. Then, it summarizes the research progress of detection
technology from three stages: data collection, feature extraction, and anomaly detection. By using evaluation indicators
such as accuracy, precision, recall and F1 score, it is found that data enhancement techniques such as mixed sampling are
used in the data collection stage, machine learning algorithms such as graph embedding and deep learning are used in the
feature extraction stage, and modern machine learning algorithms such as integrated methods are used in the anomaly de-
tection phase can effectively improve detection accuracy. Finally, we expand the perspective to the blockchain platform,
conduct a comparative analysis of illegal transaction detection technologies between blockchains, and further provide fu-
ture research directions for Ethereum illegal transaction detection.

BIVER: 3R, ML, RI#E%, Email: lianggjun@126.com.

AT B [ 5K A RBL 2 AEETF A RE S (No. 62202209), B 5% IS FRL K 2% S 45144 15 A A 3R [ S0 T77 65 T S 26 =3 R IR (No.
KFJJ20200201), {19545 28 )7 R H (No. 2021SJA0497, No. 2023STYB0467), 2022 4EIT#h ks “F i TRL” A7 4B T Zohi o,
YL B 22 B BHITR H (No. 2020STYZR02, No. 2023A06)% B .

WA 1 : 2022-11-16; 1585 H 19: 2023-03-28; 56 1 1: 2024-06-04



190 Journal of Cyber Security 15 F\V% 4244, 2024 £ 9 H, HF o4, HFH 5

Key words ethereum; illegal detection; machine learning; ponzi scheme; honeypot contract; phishing fraud

1 35l5

2008 4F, HAIESR Lo MO, 2 1a)
AP AUE NS OL N AT A b, bR X
BEIEAE o VE R P AT U AR R, IXPUBEIX
T 2 DURAT AR I ol il AT X, AL
SRR IR S O A UERI ] AR S AT, R R
Db FHEW. BB, ORUEECHE I S B A
PR AL, FEARRL. BRyTORME . BRVRAE T AT
ZN . VRN EE 2.0 A, UKD T 8 g
GLIUIRE. BReE A il LUK EAL(Ethereum
virtual machine, EVMM7fi& AT VAR, 7]
DLIE ik 28 5 75 DAK S A 20502 U A RO B B4,
T SE AL H5 G B AT 5y 2 N IS 5 H ), R K g
TMESSYEH . 3 —TJ7 1, T8 Sy f B K 5 A8 by S

IR, AARE Sl T L3 NaRkVEl A,

RE D MAHOCILAE L T 2 RA&H. BEkiEZ 1)
ANES T IR R AT DR R . TR TR, 2
i E A0 ARG 5. 2016 4R 1) DAO B & 1P,
2017 4E [ Parity 440 B2 M, 2022 4F UNI token
B A0 55 ) 25 0 R F AT LUK A8 Z) IR B i T
EH BRI, SR 4 /50, f¥E Chainalysis
PR, 2021 9 RO M IRIRIE 2] T A4l
(K] 140 1232765, LUK (22 4 I 30 7 JE B
W2 2B R CLRYT 2 AR L34 3 T LN 5
Sz LUK M A FIEERS R Re A IR E FIA8 H.45%
5L, AT LALERR A LA S5 X ik 1) o~ 540 2R DK F
A XA LURYS )2 R AL T 26 . Bt
FUN AR DUR Y IX Sk (1) e a7 i T e 7 2 A
(", E B RS BRE A ARG 1 2 4
PERTDOR A8 5 ) e 4Pk o 1 @ T LA LUK Y A X
SR FEAT AW, B X Re & A AR s, BFA
SXoF IR R PRI 70 At St 3 114 58 8 A ok A g 1 O
Bryat ) B, S AR B SR RE A 20 A P R,
HAEMRBEPITIHIEE L, AGEBEEEZL. F&
J& T LACLR Y A TR AUSEAT AW, BARKIL N
JUHRS AR B LUK S VE S « R4 BEER. g
SEARAT UL BERHERAL 5, S BRI
ZAER MR Gy BB I AT S TS R IR R
T RO L SCE AT RSP H
W5 164 AR BEAT B 45, WA SO LUK B AR
L VE IR %, BBEIE T-HLgs 22 2] 07 ikt AT Ak
VEAZ Ty R ORI 5 RV, R s ) ARV AT B R A,

X LA [A) B B U RIS OB S A v
AT ARG SR 1R s, S LUK 3 A28 & (R A
I 45 A

VRS D A8 oy s A b & T ' Ao, W
AR X 6 S S A I P K ) A R v Ul ok
LI 1) DB ) R o A 0 1) S 5 AL O 7 VR A e v R B
JPEPL S AR TR B I O P,
RT3 BRI eV H R B s
TR fE, B AED O e A, R e R R
U, ARAE i o ) A A DA S ORS HEAS N, X2 i
T e ) B2 AR A A H o R, LUK
YiAZ oy W vh, JEERAT 2 W B 44 I AN A P 26 1 I E
WAL oy, WA S 1R %A 5 R IE 22 0 AN K, T
VAT B S B R U S 5 P X R TR
Byt RN AP BRI E . R
RIRE R, FF LR IR A, RN 2 10 B Ak 3RS
HERE AR, 75 208 B TERBE % 5 L RN 2% 21 5501
W LIRS B, S HRAREARS G AR M
FRAE, SEIURS HERSI .

ARG 3 VA S0 FERT AR 37 b 1R v A i )
AT GG Mo — 7 o N LUK A8 S 004 A B
R, MEEAT Sy i B (AT SRR AR, A e RS 7
VPR e B, =200 e R A S A
B S R R AR s 53— T 1R R 1
RE A, B2 VE SR P B SR R A 2 A,
FRAE CbRIc 1) A S B S O SGRFAE, A BhAL4%
2]y RN 2% 3 55 AT AR 0 P PR RS I R
Flo ANSCHL PR NT APk LUK Y b ARIEAT Sk A5 7Y
IBF ST, A Gn R DTk

B LUK B AS 5 B, 4% IEPL &% 27 > (Machine
learning, ML) ZRAR Y (1) BLEK, &5 45 A RV2Aa il DG S
WAERRE A AT AR R . FRER L A
M= B RITE RS, e =ila A
ARSI 7% o

EERFCARYG R MAREAS by, S Hoe . Fr
L CL RO N BRI 7 9% o B —2RJE LUK Y B M 4%
VES, FH T VE A2 Dl 3 B T 52 N VE U
WRFEAR AR, — BHEAFE, DUKY BNAE S
Fog ke fa—2, MELLH R K& 0553 54T s
1k, W 2 2 AT S T B LS 2% ) 7 i3 L
Dy W28 ) = AERAAE, AL R AN BAR A TRAAE Ho 4
Bl o 22 I 2 AT B i R A 5, FHRA AR TE
B AL o



PA A DUKYIAREAZ SR N7 i 2518

9 R LORY B D) T VG ) R i PE, A
WHRHARERAR, Wi h IR 4 L 58 6 R 45 1)
T EER . ASCH B A BAE UK YT B
BURE R AP A — D8 I J= D 9] JEE TP 9, AR
PR A 7 S AT S B AL 73 by A s E AR T (P
FEAZ S {7 AR RE A 2947 IS AT 0-day BERL({X %5 B4
FAEESE PSP

B IO EREG L, i D AT R i 1) B BF
w2, BB et TR & A0 e
B RER R CRLE P B R, BT | R EH
)R R B S B RO ey T, AR
TEABGLA (G BT 73T

AL ZHE T o 3 A UK A 2
LARYs EAREAS S UL AR R VPAR R bn 3047 ] 59740,
S5 =N LUK Y588 5 Bl th e, R S5 ARIRAL Sy 1 id
JIRLIN 5 3%, SR DU RS RE A 5 R A, 40 it
W AR b 90 265V Bl (LA P9 265 4 £ VE Bl AR A4
(VAT I B Jay b AR ) DA K B E 5 24 P AZ B ke ik
A 735 (0 5 4 5 Rk e By B LR SR N i)
BEAT DORTT B LOKYs 5 A X Bt & (1 RE
A S RN T % By 2 SRR LUK B AR VA I A 2
AR PR EAT A e, 725 )\ T4y A
BAISEAE

2 FEFENR

2.1 LAk

DU YT HIME & 1 Buterin P31F 2013 45 1 VcH HY
A et TR AN T LU TR 28 — KB m, 4
RS R G AN XS & . fELURYS b,
AT PAEH UOK f(ETH)ETAS &, v Lt A
KYi BAUPLEVMIBIT R G L. WE 1 Prw, LK
i X BB 2 — Ps AT 78 X HBE B 1) 58 B g R0
IR AN AT A N R o AR
M BEF I LR YT L AETEAS 2 A, i
Iy T8 12 A Ty M 4
22 MPAEEGgEEY

DX PBE AR AT 2 KL AN A, AT LAY ey K2k
BT 0K P () an BAOK 7 ) AR T R H A S
(Unspent Transaction Output, UTXO)J (%1 41 LLkE ) o
EHET IR P B CURY H, — DA o R — MR A
Mgt ek, X A7 AT P 2 TR RO R
Ay, HhE R DAE AT R, AT LR AL S8 R AL AT ) 2%
WEFUT A LA I, /eSS UTXO LS M
SEXR PR, —ANAZ B A A 0 N 22 A i N R i Hb
BE, HoHhEr =X R S AN G, A28 53 BT 2 A%k

191

DR 57 v 28 B 6 BETE S DX HUE R 28 A

Al

_____

W) | DApp | e
(oo
| FRED ,'
=
G2 TTUpEI=EEETTT
| ERIHL
O,
————————————
P2 I pOwW ! I POS !
it B et I i f~———=73  Whismer )
PHZ |1 HTTP 11 RPC 11 LESHHY |1 Lrapyiy |1 Vhisper |
[ S S Jl______ LB
422 | P2PRZs |
| -
-7 [ [ S
BN R
L S
SR Fm=TeIs | pT==S=sZ) s====oss :
| MerkleB 1| AEXIFRINSS Lo Event=fi/f: !
______ J e -
e C o ) [N
TH#)Z | HE | LevelDB |

Bl1 LIKHEERY
Figure 1 Main architecture of Ethereum

221 BUKHiKF

LK GG & LUK P oA BEAS LA T (5 B A i
BB AT PR B e A 29 /7 (Contract
account, CA)FI4 4 K /7' (Externally owned ac-
count, EOA). P4 1] = L X /e TR Be& 20K Hh
BREA AR T PAT A FR 0, T SN AT K P RE
HAFNEHES AT S, CA B RES L], A%
R APATRE S, EEA SR S (EREE A
Solidity)HEATIACIE T A, JlIE EVM iy o
R, R I A S g B 1K) T R b
FERILIORYS . BReGEBILLRY G, ik 4t
W I W] LA B AT o il R S5 AL FE SN Kk
(iR DA S AR Be A 2 i T . AR e & A0 1E
HE GBS, HUURY RVFE E%, W T
I B A L% . EOA RIS, H P ek
TRV S A A A, REH A G
160 7% EOA Hudik. HuihlJE EOA ffIME—HriRFT.
HAR EOA AT AT AT ANRS, (B8] HI T A6l 24 i i)
DUK M AR BB LUK T 85 & 29 DA A i 3
BREGAPATES

K 2 o EOA #1 CA fPRZS, W& RITER:

CHATE L Rz K A by H

FEMMAC Al A 1 LUK AR A, EOA A
CA BJn A LK



192 Journal of Cyber Security 15 F\V% 4244, 2024 £ 9 H, HF o4, HFH 5

VEPIT ) b |
i
INTFE b CA
oy W et [ viviniial BN Sinie
! —

ST L e | AR L ORI
st PR i | |

B2 LUK 52
Figure 2 Ethereum account classification

B CA MAT, BfeAZusirhr
(40 B Hfs A7 AR A DX P, T I A7) o $01 LR R e oy
FifH.

RIS XS A CA JhA, AUBXEh &4
RESA L, TEGL00 3 N A S . AR X £ s
I B8 BRI AR A
222 DR REYH

BRE A 2] LLE SONE X HUE b UK 5 50
b B UERIPAT T B2 T 2 AT S A AT v
WL FB2E DA RE A 20 L EVM A R TE =X
FEAE TR . LUK 2 H i AT A B 5 4y
TG, WTRUH T30k & Bl 2 o4k N #E
Bl IR B A TS

TR e G A AL B AT RO 2 AT S R
MBI ARMIIRE, ANSXAN#, A ST K
TR RS B Ao =B UK TR, XNAL S
EEESN T L5, BN RNMAR RSN
iy JE .

He A AMEE Ay RS A B: (DB
ReGAMEE. HaaNtldahmsE s aes
2R AGER] 0 bk, £ 30ur 5 B n) gk, AON R
Re O 2y P, RIS A K 7 34 ml ol o X B 1) A
21, QFEBGANPAT. Bt LHEGE, SF&K
OB IR ANPEAG . — AL A RIS, A IR (B
DIReYR E BT, JEAT 8IS S 17 S AR B8 R bl
AR HEE B Q)RBEA AT BREG Y
PAT G, AT RIS S B0 RIIL, #7he
B LIAT B 18] A2 5 CA R S B IR A A7 A 7 DX B
B,

H T Solidity J& JT A& 8 B8 g A 20 0 H 1 L
o, 1M EARYE T ANFH Solidity 15 5 9w 5 T HE A
A5 BT LUK, KIEH T — RN REA LT
7, W ERPIR, K3 SCFF Solidity i H 95 . W
X BLK B 2 e 5 29 AR £ 4 AT 23 i A7 B T AR
Solidity 5 &5 & %, WF5T4h K] LU # 2 HAth 3 #F

gui

Solidity 7 JF R X HEERE 5V &, A THEEAS
Sy BRI RO TS

x1 XREBFEMNERSHES
Table 1 Smart contract language of blockchain plat-
form

T X HEr &

i

PAIKYj+ Quorum. Wanchain. aternity. Counterparty-
Solidity ~ Rootstock. Qtum. Cardano. Soil. Expanse. Ubiq. Ethereum
Classic. Monax.

RHOLang RChain
C++,C EOS. Stratis. Burst
GoLang, .
Node.js HyperLedger Fabric
EZin Neo. NXT. Nem. Stellar

23 LUK S

A E LAR B W s AN K P Hb ik 3% 21 )
AN A B
23.1 DARBR S

HRHE LK Iy 88 fe 5 X, A8 2 48— Besidis,
NI K P FET N2 R . 5 NS AN
BB ARG A . MR R T AL ) G AN
Loy (RIETi R BEOAVMINTAZ 5 (KiETi A CA), N
Kl 3 s

EOA
HMRZE Yy
oA <
L5 R — . CA
- A A ﬁ;/‘ ___________
~N CA )<IJ 5]
"""""" MHBEE S

B3 KA S

Figure 3 Ethereum transaction

WAL A =

LK IR : AN P 1) 55— NIk 7 R B
K. fltn, EOA #] EOA.

AL E: B R G A MR EA 2L 5
PRIEEEIX, IFm 0 Mtk &i% . — BAZ S gtk HA%
W 5E L, A LD B e X Sk |

BRe G EOA RiXW BRI CHEEN CA,
M CA AR, AT 5 sk

SRAE Gy, WP IR S Sy & T AN RS By, A S
GRS BB, e M BT NS, &5
FREAS BEE, BRAEFRE S LR HIHAT SRS S . K
IR E N HME R

None: RIS R A 55



PA A DUKYIAREAZ SR N7 i 2518

GasPrice: KA T T B AN 7 e —
Rer U B AR e i = o

signature: A RS by K% T IR IASE, HHARIE T
FIFHFLEHZE 44 I AR

recipient: AIKAS Gy WAL . A7 A IRAE 25 0
DK TR, 2057 b D P ik 25 A VR385
HHEA LA, WECT bk T 22 0); AKX
Lo AR A LI, RO A CA Hihik,

value: A5 AL [ LUK T AE

data: A2 5 RS NE R . B AR 5 A KT
e, 2B AR BARIRAL By R e 2 B A,
WAZ AR A 25 G b5 )5 1R BR B4 R S 80 15 6, A7 A
KA Ty AR BB 2R, W AE A S I h 4 A 2911
T

Lo AA G, &) A s ML L
20l 2 5 IREEPOER T B, S 2t N X B
IR AARAT -

AT P 5 ml QR Be 5 240, TR B & 2R
EE BRNAL S A5 DI AE X HUBE K A RAT LA TT,
W LR TR AT 2 B A7 AR R e A 2 AR £ (Y e
FLTRE BUE R R B LA S B S Hr B
A B ) P R 2

AR T AR B, SRR [ A
HTAE Gy, W LAE DRSS LR T W DOK Mgk 2
Ae A 20 SR . ORI AR LIRS G
By F AT AR R S R AR S0 T« AT N H RN SE IR
ER, MIMIE BT LUK YA 2 PR IR 4
232 AR5 M4

Akcora 25PN 59 Ko b A B IE BT
ANHEHER) UTXO AE 5 AR, e X HdE A8 oy A
W RS HE: Rk T R o« RO A By I 48 A
=R (DEETAZ 5 M4 . 5 UTXO KA, 5 mAAE S
Hodi, LGN ERZ SR QMRS S ML,
A A1 GNEE (AS 5 4% . Horh A MR 7E 45 8 T H
AT RGN HECT 7. Q)IRERMZE . A
THT M RRAZ By 2%, 32 ZEAR I b Ik 22 8] () D) e 1 A8
HRFR. RY BAREAS b FER I HT MR AL )
%% .

fill A 5y W 2 45 FH LUK T AT A S5 N 4%, i
EOA %Ki, fiff EOA %] EOA. EOA #| CA. EOA
B O Hohik =Fof B i B, MG EIEL H A K RE
WL &5 9. WREGE S . WHHBAREL S M
WhET e ERE. BT PR A S i
bk, H AT RES KRR [ — K 7 bk g AT AL
S, Ui, BG4 —&HER SR X

193

b, VRN S AR TS 5 W 2 Hls B A A T X
b, T8 RO BRI AT B A 44 Bl 4

A WA By W 2 45 AR AT AS By I M 4%, 8 %
BB aREA . AT KRLURYIMAS 9k 4536
F P i 5 R B A ok A A (R RE B A
A I D RE MY 5538 48], B an e AR kAT . ATAT
X PBE S 5 AR n] DL A MR g LA 2y o A
A5 4% L EOA NULL R & 4 ik A1 a5
LHHEMAG =Fh: (DAL WS4
AT, 2 AR . ML Z: H P IR
MMy AT, BORART “ I LUK T . (3)
RMEH: FEeE Q08 H X AT AT A3 .
1%AT o W g 2 N 5 240 sy A 2 (LK 1T sl AR )
e B gy — ANk SR, ARTAS Y 2 —Fh RS b,
ANGs DL LUK A8 5y 1) T 2 ) 25 T 3% o b i
Ui, ARHA G Sr AT e &AL RET
HHr o
233 BRI HRE

X HBE RIS 22 A8 5 RS 558 BT — AR
2h, #7aeSEHUK P 0, A B0k LUK 5 16 XS
PSR T I I

Klusman 25215 BLJG ik 17 2okt Loy 218 44
HARITHELUKY . Victor® 2 T 57Ef ik, 7%
B2 H 2 5 RIS FREAIL AR G IR 1) J8 kX7
5, ik HEAT R L LUK Y S A . Shin 25P7
L6243 B T B T R LK 37 1 4R f0 i ik 2R 2Ky
722 Wu 25081 Dyson 25605 13 B A8 SR T
o Lin S5OV ¥ it 0 vl fgRE S, IEHAS S
BT Gy w23 5 W LUK T ol &8 5 A e X
RS R PRI LUK T W P TR) IR 8 e i i, 0 1% B
TG S S b 1) ) o B L . R0 K IR AS 5 B A%

Bang 2RI Lee 25121 s (X Hele b 2B i 1X B
WAL 5, HRMEAEEAS S . Zhou 251 Huang 251
7% 18N 73 R 1 A B R U LUK YK P, Zhou “542
H o 81 i (1) PR AP 28 Y 26 HESE Ethident 21K 7 R4 T
R Huang 5570 H 125 A0 00 28 SR il e LA K 5 (1)
Vi P oy e L, I AT, LUK BIAE 2y 28 -
A B KT K47 (Initial Coin Offering, ICO). KA #Jil
Lo VR RR A .

ICO: B X RAT &Ml A ATA T A X
BTN H B4 4 IR U7 vk . 1CO T H il TR T
DA K & DLK T, — BN IR] i, 100 B 25 SRR
H B AR

KA il DA I 3k T AR SRR AL R E
X EEEMA PP, ME LRI X e b <8,



194 Journal of Cyber Security 15 F\V% 4244, 2024 £ 9 H, HF o4, HFH 5

SR LUK MIFA i es i T AN A&
REJJA R, Tt NEA K IE A BA——F
it SRAT ORI 21 3R G8 R B B R 5, JF
HE4E T A 5IE B (Proof of Work, PoW)FEiH F s H:
IS TR

A5y Fit: A8 Sy Bk FH P B 4t % 7= AL B UL I A
HHEHRS TG &5kl SR B,
DYy A

P 23 ) A/ B ) 5 R B B M S ARV RV
B, W SRR G, B s, b

TR AR AT R RIWBCR N B
ARt R SR AU
234 PAKIFIEEARS S

TELLRYI g AL 5, B8 Ka ARk
F)o 2021 I MILSEEF0 1A 140 {23576, K
2020 £ 78 {2 ICHEK T 79%, BN DI L HE. F
BRRTE T b & RlT- & DeFi VESn 5 & K i
TEBNIION . FLrh VR S A1 B 41 2K ik 78 423k
JG, ALK T 82%; ME BT MK IA 32 14
o0, KT 516%. X REHIEE i ey fi &
NG

PAKY B AR A 5y 4% RS 5 F A S0y 53 9
F: B FORIUER o RO T DUK Y P & 3T R
BTy, FEAAVRER. WA B R EAL S —
WAPIE(LE [ S RS I B < B L |07 i R LI DU S
FRARSE FIL oIS 3 (R, R R SR e A
Ve R S EMESZ . DU, WG,
B AR S ERES AT R ZEAN A

ek JUARAN T T AE ANARVETE B 3R OR
SRR KAE, W ENEUE M, B
R e B TSI o G A B: TCE S 2
FEERS . FERUCEY B, MBS I N EE I Sl ik R
R B, WIS T IR ER AT 2 IRA8 5,
SEIAE AR IEW I H 1) B E, AR B, gk
3D AL S W TL AL il B — bk K 5 R4 T4

WE T U DX PR S I A Gl ok, BRI
s (DA, T 6 R R BE -G 2 T 199 286 i
Yy, WTERAFIE A5 AT QW HIE AR, &5
CREBEHER T, SREL “SESE DR WHDETE 2, 2R
L “Fe5” HIHWESIH 25, Q)BEXNZAA,
FIFH BB 1T T 37 1 A e ik 5 AT AT A 0 1A T N
(HEBEMAIR, 76D HREE e il — g DU 0L 5% A
h BT AT A5 5

VEDR: JUHE 2> 7 MO R G Al N LSRRV A
YA T LR VESR h, BRVES R T X st

AR RRE, (B Re& 2955 T
ILVES H 16

R4 ARET A UG B 0L B AR T H 8 DR
B Mo E Sk, DA R A UL B e AR R O 5 1,
TEBH IR 6 0 NCRTE U2 R R, LUK T 28
(%) s P 5% R AU D T3 ) Uk 3 AR A ks 1) — e oA
2R AL,

HWEA L) JOAE 5 - ik 5 B G 18 T 40
SR b AL R B B R A 2ok 5 195 P 2B N BB
X B T8 PR A A A

Zi BPrkR, PRERRIE IR IUEE 2 T IAT N, B
X7 8 X SAT M WEEA A I T, 8 TR
VLA Ty TIVES AL RV GE S L J85E 0 T 7
TSt EAT A, HH AR AU BUKYG B 90% L F
PIES A, 8T mAREAL S . AR 5 28—k
FEAZ D WARSIVG I ST WAk . A0
5 5% W 5 [ RT3 e g BE K/, BB 9T AR 1 iR
) FEVEAT Sy (LA N IR ARIEAT ) (R mt s Al 7 v LA
&S ER T T
2.4 RELFMIENR

BERFAEVE AT By (A ] AR = 4y SR ) R, B
—RBARAL Gy, %58 Gy A AREAS Gy R 2 A B A,
TR B o WA SORHRE RS () P i b bl DU AN A
A2 EPHPE(True Positive, TP). B FH 1 (False
Positive, FP). [ 1% (False Negative, FN)FIE [
(True Negative, TN), @13 2 Fios.

LSRR, 5

M

F2 RETMERIER

Table 2 Basic indicators of model evaluation

FUER

FIFE Bt

P TCHITE TFITE
5 itk eI Tt

¥ TP, FP. FN. TN 435 mEBHYE . B
P AR P AR L P AR A AN, PR R A I K
REFElsf:

HERf K . Accuracy = TP+1IN , BN

TP +TN + FP+ FN

TE AR S5 2R ) A L As), L ) YR B

TP Ser A EMIE
TP+ FP
TN AR 5241 512285 T T ) S 4 2 L. BI,
FREm Ay SH 1 PR S A 2 D AR R RE A

EW%:Mmm};ZW,%%ﬁ%%%E%

K5 Precision =




PA A DUKYIAREAZ SR N7 i 2518

TR S AEL 5 5 S I BB EHZ L. BIAR
R BHPEREAAT 22 D P AE AR TN K

” 2 x Preci Recall _
F1 734 F1_score = * TTeclson x Reea TN

Precison + Recall

W 5 [ 5 (R AP £
3 KUIKTAEERZ HRyBAARN 7L

LIRSS EAFAEAE AN RIS RLINAT 5y, s AL
i BYRREAZ G ARG % SRS
A RARAT 5y i AE, HAZ oy Kot tho o 2 BRI AT
IYRAAL o R EEAT S IR HR LS, AT BE PR
A NAREAL D) o
3.1 BN

I AL I B AR AN WA AT 45 58 AR AL S 2R Y,
e R R HOIRS A 5 Bl o B A g I v
TR AL 2 ST BOR, MRS 715 e Xt pLas 2
IR AT (] B2, PRI AL 2 21 A R Bir Be
HROCHEATHAR AN S 4 o

PLagsss X — e i dicds . Bl Pt L, 45
METHFE ML SEDIAB B, 7ERUR YRR S
AL FE Fh RE L OB RS s (W 4 o) (1) Edfa i
BB AR HH ) Bodia AR 3 A7 A8 5 Ml (B
RS BEBIRON a2 ARSI (AT
MARILAS 7)) AP A1), QB
K BB BE: 2 RTEAS 2 1 B 7 2L AT TUAL B,
EEIEA BARE VRN BR L AE B A IR A I
w)y BHRERRCES ZRIERF ). oo £l
BEAT 1 T MR e A8, A5 R i A2 7 22 00 i (R 2L
3RK)+ Bl A2 O i Bl ) 3 o QYA AIE TAERY BL: XAk
BUR BRI R AL SR I, B — 2D, A
L 1) Hh e e BAT AR MR IR (R oK B A8 5 2
(MIAZ R ik LUBOK B RE B A B I S AREAE), A
T FEARAFAEAE S, SRR . (4w BL
TG R A 3 Y B e A e, P A S SRR M
AT RO A G ERAAREL 5 5), FIHE
MBS SR AR A 1) PR (AR BRI«

———— e —————————— e

] I I ]
@ sk (@ parnem @ i 18 M@ ko |
1 1 I I
BT R |
DOBDRGE 1) MBS 1 ARAERR 1 ARESTE |
OARREE N RURASEE L SOMREE 1) RMEESE
i BT :i SRS :i AT ;i !
L ____ N __ N _ M. |

B4 ETHRFIe@ARENIRE
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Table 3 Summary of general detection model establishment
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Figure 5 Three types of detection methods in anom-
aly detection stage
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Table 5 “New forms” of virtual currency fraud
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Figure 6 Phishing fraud process
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Table 6 Ethereum phishing fraud graph embedding detection model based on random walk
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Table 7 Ethereum phishing fraud graph embedding detection model based on deep neural network
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Table 8 Other phishing fraud detection models based on graph application
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Figure 7 Pyramid Ponzi scheme process
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Table 10 Four schemes of Ponzi scheme on Ethereum
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Table 11 Full-feature detection model of Ponzi scheme
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Table 12 0-day detection model of Ponzi scheme
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