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Robust Image Encryption Based on Improved Logistic
Chaos and Cross-Chaos Diffusion
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Abstract Aiming at the weak robustness of some existing image encryption algorithms, a robust encryption algorithm
based on improved Logistic chaos and cross chaotic sequence diffusion is proposed in this paper. Firstly, the Logistic
one-dimensional chaos is transformed to construct a new chaotic system with more random distribution of chaotic se-
quences. Then, the spiral matrix transformation is used for the first scrambling, the plaintext hash value is used to construct
the initial key of chaos, and the two plaintext related values val; and val, are introduced to combine the new chaotic sys-
tem to construct the crossed chaotic sequence. Then the chaotic sequence is diffused by cross chaos. In order to overcome
the problem that some pixels of the helical matrix transformation did not change, the cross chaotic scrambling was carried
out again to form a scrambling - diffusion - scrambling encryption framework. Finally, the algorithm is simulated, in which
the average correlation coefficient of ciphertext image in this paper is —0.0027, approaching to 0, which greatly destroys
the correlation between internal images and achieves the effect of image encryption. The pixel change rate (NPCR) and
normalized intensity (UACI) were 99.61% and 33.36%, respectively, close to the ideal values of 99.60% and 33.34%. The
entropy of ciphertext image is 7.9975, which is close to the ideal value 8, and the sensitivity of key is 10", It can recog-
nize the decrypted image when the intensity of salt and pepper noise and Gaussian noise is 0.2. In addition, the plaintext
image can still be recovered when the encrypted image is cut by half. Experimental results show that the proposed algo-
rithm has high security, can resist the selection of plaintext attack and brute force attack, has strong anti-noise and
anti-shearing ability, for image transmission security to provide a certain guarantee, can achieve a safe and stable encryp-
tion and decryption effect for gray image.
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Figure 1 Chaotic bifurcation diagram and histogram
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Figure 2 Schematic diagram of spiral transformation
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Figure 3 Schematic of cross scrambling
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Figure 4 Encryption flow chart
Algorithm1: Helical matrix transformation 10: for i in range(k, m)
Input: P (plaintext) 11: b.append(P[i][n - 1])
Output: P;(after helical matrix transformation) 12: n-=1

01: m = len(P)

02: n=len(P[0])

03:5=1]

04:4, k£ 1=0,0,0

05: while (k <m and ! < n):

06: for i in range(/, n):

07: b.append(P[k][7])

08: k+=1

09: # Print the last column from the remaining columns

13: # Print the last row from the remaining rows
14: if (k <m):

15: for i inrange(n-1,1-1,-1):

16: b.append(P[m - 1][i])

17: m-=1

18: # Print the first column from the remaining col-
umns

19: if ({ <n):

20: foriinrange(m-1,k-1,-1):
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21: b.append(P[{][!])
22: [+=1

23: Py=b[::-1]

24: return P,
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VLY UG 15 27 F %), reshape[row,col] K/~ —
YEFP A en ety —YERERE . 42N XA HL.

en[0]=A[0]® K, @K,
eni]=K, ® K, @(Pl[i]+l<l[i])®en[i—1] (11)
P, = en.reshape[row, col]
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Algorithm 2:Chaotic scrambling algorithm

Input: P,, chaos sequence(K3, K4)
Output : P3(the encrypted image with size row*col)
01: D = (P,.T).reshape(row * col)
02: Q=
03:for i in range(row * col):
04 Q[i]=DIi]
05: D[i]=DI[Kj5[{]]
06: D[K3[]] = Q[]
07: # The second mess
08: Q[i=DI[{]
09:  DI[i]=D[K4[i]]
10:  D[K4[i]] = Q[i]
11: P; = D.reshape(row, col)
12: return P3
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Algorithm 3:Chaotic scrambling algorithm

np.zeros((row * col))

Input: P3, chaos sequence(K3, K4)

Output : Po(the encrypted image with size row*col)
01: D = (P5.T).reshape(row * col)

02: Q = np.zeros(row * col)

03:for i in range(row * col):

04 Q[i] = D[K;[4]]

05: DI[K;[i]] = D[i]

06: D[i]=Q[i]
07: # The second mess
08:  Q[i] = D[K4[4]]
09:  D[K4[{]] =DI[i]
10:  D[i]=QI{]
11: P, = D.reshape(row, col)
12: return P,
SR ELRLAENE Py H AR 2) WA T B 5] Py
P, = P, reshape(row - col)
R[0]=PR[0]® K, ® K, 12)
Rli]1=K, ®K, ®(P[i]+K,[i]])® Rl —1]
A X Py %58 Algorithmd P TR AR #1521
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Algorithm 4:Helical matrix transformation

Input: P; (plaintext)

Output :P(after helical matrix transformation)
01: m =len(Py)

02: n =len(P4[0])

03:6=1]

04:4, k£ [=0, 0, O

05: while (k<m and [ < n):

06: for i in range(/, n):

07: b.append(P[k][i])

08: k+=1

09:# Print the last column from the remaining columns
10: for i in range(k, m)

11: b.append(P[i][n - 1])

12: n-=1

13: # Print the last row from the remaining rows
14: if (k<m):

15: foriinrange(n-1, /-1, -1):
16: b.append(P[m - 1][{])

17: m-=1

18: # Print the first column from the remaining col-
umns

19: if (I <n):

20: foriinrange(m-1, k-1, -1):
21: b.append(P[{][/])

22: [+=1

23: P=b[::-1]

24:return P
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Figure 5 Encryption and decryption and histogram analysis
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Figure 6 Correlation of adjacent pixels
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Table 3 Information entropy analysis

Lena  Cameraman Peppers

AL E8H4 79976 7.9975 7.9974  7.9975

Average

CHR[S] fEEM 7.9973 7.9972 79972  7.9973
XHR[10]  fEEM 7.9973 7.9972 7.9972  7.9973
SCER[12] ERE 7.9939 7.9972 7.9973  7.9961
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Table 4 Key sensitivity analysis

A Iz fift 2% Tz fii o

Lena Lena Peppers Pepper
Azy=10"16 0.0002 0.0011 ~0.0001 0.0021
Aa=10"%  -0.0006 0.0050 0.0004 0.0017
Ap=10"" 0.0003 0.0082 —-0.0091 —0.0002
Asy=10""8 0.0065 ~0.0001 0.0079 0.0035
AH=10"12 —0.0041 ~0.0088 0.0057 0.0009
AHy=10"  0.0077 0.0029 0.0007 0.0011
AHy=10"" 0.0048 0.0026 ~0.0092 0.0060
AH,=10"1 0.0020 0.0014 —0.0008 0.0019
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Figure 7 Key sensitivity analysis
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Figure 8 Analysis of pepper and salt noise with dif-
ferent intensities
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Figure 9 Gaussian noise analysis with different
intensities
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Figure 10 Occlusion attack analysis
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Figure 11 Comparative analysis of robustness effect
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SKAHEFY, AR Wa(17). PSNR WA 5 1 L,
PSNR R K7 G T AL IR 5T & =1, PSNR 1
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Table 5 Comparison and analysis of MSE, PSNR
and SSIM of different algorithms

RIS SCHR(8] SCHR[10] SCHR[12]
MSE 6766.4 7492.3 7812.5 7752.6
PSNR 9.8216 9.3842 9.2021 9.2362
SSIM 0.4438 0.4331 0.4268 0.4239
1 M—IN—1|: ( ) ( )]2
MSE =— 1(i,j)-K(i,j (17)
M-N i3 j=0
MAX?
PSNR =10log,, ( j (18)
SSIM(x,y) = l(x,y)a -c(x,y)ﬂ -s(x,y)y (19)
2pp, +o
()= AT 20
My + 1y + ¢
20,0, +c,
c (x,y) = # (21)
o, t+0,+¢
o, . t+cC
S()C,y) _ Xy 3
0,0, +¢ 22)

H, ey =72, o x INIMH, py, iy (3944,
oy N x N2, ok y MT7%, oy N x Al y 1)
T2, ¢ = (kL) Rlc, = (kL) JIAHEL, L Jy 255,
k =0.01, k,=0.03. KX a, B, y #BHL 1,
M5 ] DUE BRSO PSNR B 13

B S5 AR R P A T ik 4 PR {5 PSNR

B S5 o HIrge s AT 1 A PR/ PSNR
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Figure 12 PSNR analysis
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Figure 13 Selects plaintext attack analysis
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Table 6 Differential attack resistance

ASHpL S e e |y A
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NPCR 0.9921 0.9942
UACT 0.1492 0.1503
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Figure 14 Resistance to deep learning attacks
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Table 7 Comparison of encryption and decryption
time of the algorithm (unit:second)

WA 15 AL SCHR[8] SCHR[10] HR[12]
s R pii InfE s
lena(512x512)
3.096 3.110 3.680 3.064
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