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Abstract In blockchain systems with privacy protection, cryptographic algorithms such as digital signatures and
zero-knowledge proofs are often used to protect data security and user privacy. However, many cryptographic algo-
rithms, including range proofs, have become performance bottlenecks of blockchain systems due to their heavy reliance
on operations of large numbers and elliptic curves. Moreover, the GPU optimization of cryptographic algorithms has
gained extensive attention and research in recent years. We make full use of the advantages of GPU as many-core proc-
essors and design a GPU-based elliptic curve operation library. In the library, we implement and optimize the common
operations of elliptic curves and large numbers on GPU, and design different implementations and interfaces to ac-
commodate various requirements. To maximize the throughput and performance of the library, we carefully allocate
storage such as registers and constant memory, and use optimization methods such as precomputation to reduce the
amount of calculation. For testing the usability and effectiveness of the library, we use it to implement the proxy
re-encryption algorithm and the verification algorithm of Bulletproofs range proofs. We further optimize them by mak-
ing full use of the intrinsic parallelism of the algorithms. Experiments show that the operation library achieves a per-
formance that far exceeds that of commonly used CPU-side libraries such as OpenSSL in each operation. Compared
with the CPU-side implementation, the proxy re-encryption algorithm implemented with the library achieves up to 145
times speedup. The Bulletproofs range proof verification algorithm implemented with the library achieves a speedup of
about 5.57 times as well. The average verification time of GPU-based Bulletproofs is within 1 millisecond, which meets
the performance requirement of privacy protection for over 2000 digital currency transactions per second. Therefore,
the operation library provides a solid foundation for applications requiring high throughput of cryptographic calcula-
tions, such as the privacy protection of blockchain systems.
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*3 BEES GPUXBHIZELIUEMELE (Kop/s)
Table 3 Comparison of big integer operations throughput between the library and GPU implementations (Kop/s)
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Figure 7 Throughputs of elliptic curve operations on GPU and CPU under different amounts of computation
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Table 4 Comparison of elliptic curve operations throughput between the library and GPU implementations
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i 5 ATLUE B, 7850 MU BRI (10MB),
GPU SR PTEREML AT dn BB, B ECC I, &
InE L ECC il =M IAREL T CPU 5i%RE

LAC/ T 128KB IMB 10MB HE 76, 132 145 I A 0 I H

WE e sasms sress 759876 SAHER M T T GPU AR TN SCBL 7t
GPU 18.136ms 33.387ms 257.353ms %%ﬁﬂ [Zgl 8 Fﬁ% °

%  CPU 444 378ms 3391.7ms 33980.5ms T LA B, Bl B U K, AU N

M 24.5025 101.587 132.039 BB AR e N, 2 SRR, EinE S

GPU 18.851ms 31.686ms 287.619ms ECC f %= ¥F e iz 38.9 GB/s 5

e CPU stsetms  4l943ms  4l667ms  37.8 GBJs AATIIERM . 1] ECC IMEHRAE N T

Ikt 28947 130.008 144.788 26K WY S S 0 [ ot 2R B, DRl e v AR AN R




14 Journal of Cyber Security 15 J\V% 4244, 2024 F 11 H, E 9%, 61l

401
351
30+
3 51
g2
= 201 JU— .
& e
151 e
10 /,/ ——
/ —A— F
51 ‘/ K ﬁ@‘;ﬁ‘
S ®® Q Q e &®
& T T e

Bl

8 ET GPUWREEMELNUAFRRREML
Figure 8 Throughputs of different modules in
GPU-based proxy re-encryption

153 20.6 GB/s &AL, #70%L ECC In#pih
"1 mapToGroup [ AP, NS LRI HIFERT,
ECC InZ& e AE iR BR A sz b 1 th g8 1) 55 5 i 2%
Y ECC fil s A2 At
4.4 Bulletproofs & [ i BA 3G i 14 5 MK

Xt Bulletproofs yu [ELERHEGUE, FATIA L
BT GPU SEHLS CPU 9Bl S AriiF W I8 IE 15 4
WA AR TERER DL, 455K 9 Frr.

3x10°
2x10°
&
°
_’5‘ .
& s —o— GPUTFIE
104 —— GPURG I,
-o— CPUAER{YE M AN
6x10° W

128256 512 768 1024 1536 2048
TR (0
9 E-TF GPU 5 CPU &Y Bulletproofs 3 [EliE RB 3 iE
BEHE
Figure 9 Throughputs of GPU-based and CPU-based
Bulletproofs range proof verification

W E 9 TR, TR SRR, BT GPU
KA TR, GPU 1T KT CPU FA,
{HEBEE SR B8N, GPU WA MRz i T
CPU JRA, BEA V155 1) 38 IOt 3z i i {2 o 31X 36 B
FIRASC GPU PRSI A 45 U (T 4 Jg 2k
MILLAER A SR A AN CPU SEHL R ] LUk 2]
5.74 5 227 A A IR L . SIS UE B 5GIE
I [ 55 =i oA 917.789 ps, UHZAE 1 ms N« SilE I 4

h 256 J UL LI, Fefi 15T GPU [¥) Bulletproofs SEHE
CUHBAL T CPU S8, fRIAH] 0.5 ms [ P390 UE RS
), DRk o] DA SRR E B m B RA TR 47 37 50 F I B
T 2000 A 2 [ PERET K o

5 BE

A==

AR 6 X B b o0 8 5 A SRR I T R, g
M BT IR SEIL TR KBS R ith 2z 5K GPU
BHEIE. SSIMhRaMAHE T GPU AR#, KM T
T — R0 7 AL, I8 i A 3 Bl 35 A7
w W ENAFE PR R T Ui R
B S EM S, AT —L 3T GPU 185 %
SEPL T ACEE 5N 5 Bulletproofs v [BliE BH 56 1E 5k,
FRFH EE N BB AT HEEAT T A0k

FUUEASCSLIL GPU 2 M AH S S 1 i o
e, AT T FR T Rg B IR 5 A R I,
J5 % W) CPU 5 GPU S BLBEAT 1 B LA . SR
B, ASCSEIL) GPU g B A KAz B DL R i
SAH SGHRAE Bt 5 IR A0 T WA CPU J,
FHLEHAD GPU SEHLE B A — @ ik ge s, LUty
AT GPU MREEE In% 7% 5 Bulletproofs i
FEIIE B 36 E S0V 3 A T R I s R R . Horp
Bulletproofs 6 iEH ik nT LA 2 507 52 Mz se ML
FERP 2000 A 2y (I VERETT K« ] LIS B E RE N X B
BE B AL ORI S0 B A 2 o S B A v A 7R SR I b 55t
FEAE IR SR S

H pria S EEE T secp256kl MHZRIEATANAL,
ARG T A5, B 025 [EXEAN R JG
EDNGNSE 2 ik (i NS 57 S A 4 NS N =
JE 32 EA S A e AT B, 6 B IR UK )
S R EAH B Gt R T M2 —. Hl
AL A B 0 U A P 1) K R 2 B LA B AR (1
W6 1] i 2 B B 2 A, 75 B AT I I ith e XU 4k vk
XIS . WHATiliE GPU #E— 20 i X 2k 0 is 55
WARAK TAERSE— PR R .

S % 30k

[1] Yang B. Modern cryptography[M]. 2nd ed. Beijing: Tsinghua
University Press, 2007.
(. ARERD 22 [M]. 2 hie. Jbad: R AR, 2007.)

[2] Szerwinski R, Giineysu T. Exploiting the power of GPUs for
asymmetric cryptography[C]. Cryptographic Hardware and Em-
bedded Systems—CHES 2008: 10th International Workshop, 2008:
79-99.

[3] Harruson O, Waldron J. Efficient Acceleration of Asymmetric
Cryptography on Graphics Hardware[C]. AFRICACRYPT 2009;



FERE SF T GPU IO ih Zela S5 S kAL

[10]

(1]

[12]

[13]

[14]

International conference on cryptology in Africa, 2009: 350-367.
Zheng F Y, Pan W Q, Lin J Q, et al. Exploiting the Floating-Point
Computing Power of GPUs for RSA[M]. Lecture Notes in Com-
puter Science. Cham: Springer International Publishing, 2014:
198-215.

Dong J K, Zheng F Y, Emmart N, et al. SDPF-RSA: Utilizing
Floating-Point Computing Power of GPUs for Massive Digital
Signature Computations[C]. 2018 IEEE International Parallel and
Distributed Processing Symposium, 2018: 599-609.

Ochoa-Jiménez E, Rivera-Zamarripa L, Cruz-Cortés N, et al. Im-

plementation of RSA Signatures on GPU and CPU Architectures[J].

IEEE Access, 2020, 8: 9928-9941.

Pan W Q, Zheng F Y, Zhao Y, et al. An Efficient Elliptic Curve
Cryptography Signature Server with GPU Acceleration[J]. /EEE
Transactions on Information Forensics and Security, 2017, 12(1):
111-122.

Dong J K, Zheng F Y, Lin J Q, et al. EC-ECC: Accelerating Ellip-
tic Curve Cryptography for Edge Computing on Embedded GPU
TX2[J]. ACM Transactions on Embedded Computing Systems,
2022, 21(2): 1-25.

Gao L L, Zheng F Y, Wei R, et al. DPF-ECC: A Framework for Ef-
ficient ECC with Double Precision Floating-Point Computing
Power[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2021, 16: 3988-4002.

Huang Y, Zheng X Y, Zhu Y X, et al. CPU-GPU Collaborative Ac-

celeration of Bulletproofs - a Zero-Knowledge Proof Algorithm[C].

2021 IEEE Intl Conf on Parallel & Distributed Processing with
Applications, Big Data & Cloud Computing, Sustainable Comput-
ing & Communications, Social Computing & Networking, 2021:
674-680.

Qin Z G, Xiong H, Wu S K, et al. A Survey of Proxy re-Encryption
for Secure Data Sharing in Cloud Computing[J]. [EEE
Transactions on Services Computing, 2016, PP(99): 1.

Wen Z, Su M, Gao Y, et al. A Digital Asset Authorization Method
Based on Proxy Re-encryption: 202310159404.4[P]. 2023-02-24.
CUEZ, TR, WERRE, et al. —FhfRBET I3 207 W = BT
¥%:202310159404.4 [P]. 2023-02-24.)

Biinz B, Bootle J, Boneh D, et al. Bulletproofs: Short Proofs for
Confidential Transactions and More[C]. 2018 IEEE Symposium on
Security and Privacy, 2018: 315-334.

Noether S, MacKenzie A, Research Lab T M. Ring Confidential

Transactions[J]. Ledger, 2016, 1: 1-18.

RATEAEIESE. BITOCELEE: FE1FitSE,

\./' cn

=EEFE T 2022 FLAERIFRAEALR
ESE s % NN 27 SR TR w2 AR ST B W

SRV . Email: gaoyy@nbjl.nankai.edu.

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

15

Ben Sasson E, Chiesa A, Garman C, et al. Zerocash: Decentralized
Anonymous Payments from Bitcoin[C]. 20/4 IEEE Symposium on
Security and Privacy, 2014: 459-474.

Fiat A, Shamir A. How to Prove Yourself: Practical Solutions to
Identification and Signature Problems[M]. Lecture Notes in Com-
puter Science. Berlin, Heidelberg: Springer Berlin Heidelberg,
2007: 186-194.

Montgomery P L. Modular Multiplication without Trial Division[J].
Mathematics of Computation, 1985, 44(170): 519-521.

Kaya Koc C, Acar T, Kaliski B S. Analyzing and Comparing
Montgomery Multiplication Algorithms[J]. [EEE Micro, 1996,
16(3): 26-33.

Savas E, Koc C K. The Montgomery Modular Inverse-Revisited[J].
IEEE Transactions on Computers, 2000, 49(7): 763-766.

Shanks D. Five number-theoretic algorithms[C]. Proceedings of
the Second Manitoba Conference on Numerical Mathematics,
1973.

General Administration of Quality Supervision, Inspection and
Quarantine of the People’s Republic of China, Standardization
Administration of China. Information Security Technology - Public
Key Cryptographic Algorithm SM2 Based on Elliptic Curves - Part
1. General: GB/T 32918.1-2016[S]. BEIJING: Standards Press of
China, 2016: 11-13

(thAe N BRI [ 500 B R g ke )Ry, b SR v
WEIZ 2. fFRRAHAR SM2 Ml th& A ML 5
1 #B55: R: GB/T 32918.1-2016[S]. Jbat: mvEFRu#E Ik
2016: 11-13)

Chow S S M, Weng J, Yang Y, et al. Efficient unidirectional proxy
re-encryption[C]. Progress in Cryptology—AFRICACRYPT 2010:
Third International Conference on Cryptology in Africa, 2010:
316-332.

Kirshanova E. Proxy re-encryption from lattices[C]. Public-Key
Cryptography—PKC 2014: 17th International Conference on Prac-
tice and Theory in Public-Key Cryptography, 2014: 77-94.
NVIDIA, CUDA C Best Practices Guide [M/OL]. (2018-09-01)
[2023-06-05].  https://docs.nvidia.com/cuda/archive/10.0/cuda-c-
best-practices-guide/index.html#calculating-occupancy.
TechPowerUp GPU Specs Database [DB/OL]. (2023-06-30)
[2023-06-30]. https://www.techpowerup.com/gpu-specs/.
Optimized C library for EC operations on curve secp256k1l [M/OL].
(2019-10-01)[2021-04-01].https://github.com/debitCrossBlockchain/
secp256k1-mw.

BT T 2021 AR ILREAE RS
HRI LV IRIF S 0 DA R T K2
oy HEHURRE SRR LS. B
- FUAIICN SRR T B R, TG
A FUWE. EHUNENH . Email:

zhangjn@nbjl.nankai.edu.cn



16 Journal of Cyber Security 15 J\V% 4244, 2024 F 11 H, E 9%, 61l

EN F 2002 FEAERIFRZEEHENS S
P TR MRS 12247 . DT R FF K
2PN W48 25 A 22 4 B 8% Bt X4 2 ] 22 2 BRI o W5 E4

WO e A AT IFAT 5 20 A PSS FERAR G A, B K ED

T TGS B i v PR & | X HefE% . Email: nksuker@gmail.com
ol 15 B R RGN RN . ] ‘

RAANEREMALSE . Email: wgzwp@163.com

TR T 2004 {ERITFREA BRRE Bl
PAN 2 . BUAT R IF A2 S

XIBRSK T 2002 FAERGIFRZEE G I
EESI TR kG L2 . AR IT
P a7 | R T B o ROk A i
KAG XHEERSES . Email: liuxguang@

nankai.edu.cn




