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Abstract With the sharp increase in the number of malicious software samples, in order to reduce the workload of man-
ual traceability, the importance of malware homology analysis has never been more critical. However, when attackers re-
use malicious codes, it is necessary to set up a specific compilation environment for different attack scenarios. This diver-
sity in compilation environments leads to significant variations in the syntax and structure of homologous binaries, thus
compromising the accuracy of malware homology analysis. To solve this problem, we implement an accurate, unsuper-
vised and efficient malware homology scheme by analyzing the impact of compilation environments on binary generation.
We adopt the binary promotion and re-optimization technologies to unify binaries to the same intermediate representation
layer, which eliminates the syntax and structural changes to a certain extent. Aiming at the insufficiency of the traditional
Continuous Bag of Words (CBOW) model in token semantics learning, an instruction-level contextual semantics learning
scheme is proposed. And considering the small probability events of context-independent instructions, we use the Smooth
Inverse Frequency (SIF) model to calculate feature vectors of basic blocks. In addition, in view of the fact that library
functions and strings in malwares contain richer sensitive information, we propose an establishment algorithm of the initial
matching set of basic blocks, which further improves the accuracy of malware homology analysis based on K-Hop greedy
matching algorithm and linear matching algorithm. Experimental results demonstrate the effectiveness of our solution.
When applied to the open-source malware Mirai, compared with the existing unsupervised model and pre-trained model,
this solution has better overall performance in terms of analysis accuracy and running cost. At the same time, for various
other types of malwares, the homology indexes output by this scheme are all higher than the homology judgment threshold
we set, further validating its utility in the field of malware homology analysis.

Key words malware homology; compilation environments; semantic learning
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Figure 1 Extended compilation process
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Figure 2 Framework of homology analysis
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Figure 3 Disassembly and promoted LLVM IR of homologous binary under different target architectures

4.1.2 Effb

ARICK iR T B AR S, AE P R R OR
JE AT IR E AR, BRI E R
HEHIARHS 28— 2 R PE AL AT 1R HR TR AR A, T 1)
SRS RO A 2R B4 I A A SR B

LA () ik B2 32 B TR S B — B (Static
Single-Assignment, SSA)& IS, %4 A F A
AR BN RAL — IR, T O™k A - Ak, A
TRT SRR . Rk, T FE ] 75 Kk
LLVM IR # 4 SSA #%30. SSA ALHP . ¥ LLVM



WA A5 T [6) 20 AR 2 P A B R AR R Y 20 A

IR )y SSA #% X L2l Fin B RN RN “A R
ARG ARSI, WA 545 1) 2 1428 B A T IR
(PIREL AR, A 24T /4, JFH AT 4
fERAE 5 v ik BRI, F55 I @ iR
oA i v e SCRIEIN ZAMBEIEIT. £1%) SSA #% 2K
(RIARAD, PTRRARAL SO IRFE EEA T DA =284k

1) JEAH TR A 1 o 5 s 5 44 20 A
EMBR AT RIEA, Ty =xFalh,y & x—
M, ZJEH x AR y, TRMETFZRME. SR
i T RE— 22 T4k o

2) PR R B AR o A5 B VA A R K T
MEEARTR, &I A A G400 s A, M BR
JUA—/NETIRYY 51 © MRS

3) FEIFTE A . fBn oR N B iR A U
PR A P R B A e call TR, R DA T B
S0 )5 R X5 1R AT ) 2 T e 52 S 15 Y I

B a) AR g ) R AR A S, AR
BRI R ARSI A ] 4(e) T o i LR 21, 00 XY 1)
LLVM IR FEfifb)E, WiHRR T AEE T f) “x=x+10",
HIF TG TEA LA . BT R BRI s, hT
main B £ eREINAE NRZECR 5, 00 1¥) main
BREC P EBATEN Y “x>17, w0, % LLVM IR &
PeAbReAE — € FEFE B BR g i Uty R (5w, %)
[FRARR I — 24—
4.2 TusbrE

H T bR T 5 A ) S e ol SSA %A
BEATARAL, ARSI T KR AR R A, R
AL R E L SRR, AR EUE SR

00 o1, 02, O3

33

(U o A vp I S0 oK A il 22 5 ), A
WA SCAE PAR BR P Va5 AR 5 AR, VI
5 HUE] RE XA

A SCAE 0 R A HE AT 40 Ja o O B
“%7 JFkIREAR . L “@” kA R AR A
WiE. A, AR R RS, AR
RIS R, SRR, AR E. AR,
AT, BRIy o RN ST R AR S T T
BRI, ORGSR 77 2R AL ., x86_mmx
KA, void KA, DLRARR e SR E5 R AR R Y
o Ay, MHE “ptr” JCBET- IR HHAREF R, s
CIEAERE x B VU AR e E, fEH
OV OBMEERRIIAR R EEPHE, WK S PR,
P S HE A AT A
43 EXF3]

T 2 SRR R O A RS B A A
SRTE T, AR SUE S SRR AIE ) . A
XPRRTEAL 5 (AR 433, K call. icmp. i32_ArgVar
SRR AR 1 B 205 S I, R4 TR
LB, EAPEEHEEA RN AT, K
BEALIE L AR SR AR 51, ARz vE R fafk
4t CBOW FEAY [kt b, WL 24 >) IR F5 411 LR 3¢
T H ARFe 4, RS B SCE X IR $R4 &,
SR R ARG [ F A T A N AL, AT AR 2
AR ] 1
431 ERE

DeepWalkP Ve T4 2615 i (K B2 KR I, A
FH BE WL A S0 9 58 () 749 e 404k, AT R

. . void f(int x){
public § public § int main(){ ife> 1)
f proc near f proc near  } !
. if(x > 0)
arg_0= dword ptr 8 arg 0= dword ptr 4 f(5); orint{e1";
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f endp @global_var 8048500, 132 0,32 0))
br label %dec_label pc 8048448
_J L] dec_label_pc_8048448:
=]

loc_8048450:
add esp, 0Ch
5 } // starts at 8048426 retn

f endp
(b) G

%eax.0.reg2mem.0 = phi i32 [ undef, %dec_label _pc_ 8048426 ], [ %1, %dec_label _pc_8048438 ]
ret 32 %eax.0.reg2mem.0

1
s
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Figure 4 Disassembly and promoted LLVM IR of homologous binary under different optimization levels
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8:  nbp = GetKHopNeighbors(bl)
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12: IF SIM[newPair] > VSimTH THEN
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: NumList.sort(Reverse = True).remove(0)
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IF CheckSameAPISt(b;, b,) THEN

10: InitMatchedPairs.append([by,b,])
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12: NumVDict2[num].remove(b,)
13: RETURN [nitMatchedPcirs
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Table 2 Parameter settings of our matching process
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AHABLEE B {2 HE BIE
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MIPS 2 0.5 0.62
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X86-X64 4 0.5 0.58
X86-ARM 4 0.6 0.49
X86-MIPS 4 0.5 0.60
X64-ARM 3 0.5 0.60
X64-MIPS 5 0.6 0.50
ARM-MIPS 4 0.5 0.55
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Figure 8 Precision, recall and F1-score of homology analysis under different optimization levels and compilers
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Figure 11 F1-score of homology analysis under any two compilation environments
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Table 3 Homology indexes of other malware types

[ 00 00 00 GCC
FRHU(%) 01 02 03 Clang
Backdoor 88.35 88.35 86.11 88.89
Infector 99.07 90.49 84.24 89.10
Ransomware 98.00 98.00 96.00 85.36
Trojans 76.99 79.15 79.49 83.16
X86 X86 ARM X86
ARM MIPS MIPS Xo64
Botnet 81.77 83.79 84.09 88.99
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