9% 46l i B %4 %M Vol. 9 No. 6
2024 4E 11 H Journal of Cyber Security Nov. 2024

H R F RIS R ESRFATT R

1,2 = 1,3
% W' R
VRN R TS KBRS 822 # N E 350116
2 g5 R 2 A WA R S5 M I 350116
S SR U L R AL F T A% M i 350116

FE IRk, ETHCAOR A S A (Digital Microfluidic Biochip, DMFB) 4> 112 Wi i A e #5517 . 546409 112
Wrdse RAH G, SR i A s B FATRS HER ) 2 OB « BUT AL UL A SR, 154 ML RS IALR, B0 A
TERIBRFA L A i) B H 2358, EL B SR oW Beils, AP SL e eils, WHR & MR B AR AL B ih 25 254y BRRAE ik 4t
FE B AP 10 T B AT DA AR08 B S LA P BeRA e 4. AR, XFRafA2e 4. ARt B N DR AR 24—
AR ZE GRS /0 W W3 BT A2 40005 B N PR SE LA AR R, A dh 2R Ab b is . 48 438 R e B 389 5 B fL R 4 1Y)
DMFB H - $idfi %4> &, 146/ DMFB H - 37 & B 7 R8s rhLbl . sy LRI BEA L AL 1) B FH S AR 3 7
%=, HUGETFR P Z9USEE . B BEES I A XSS HE G X AR S50 S R ATE Y, T a a5 2 oot %
FE R A PR HR, TR N7 A o0 0 v FEE R B a5 22 2 A s 50l mT ko 7 B S 8 SR M AT R B AA 2 AP T 98%,
B T AT iA 93.3%, S AERIG R T KRR TATIEL N 0.4, MAh, xFELIRIZEEE:, By R4 7 12.09%
KA 22 A VERN 7.02% et vl P, DRIk i% 05 S R85 DMEB AT A AL Bl e A 3 P s 4 .

KRR BRI YIS s G BdE Ay, A AL

hEESHES  TP309.2 DOI S 10.19363/).cnki.cnl10-1380/tn.2024.11.04

Differential Privacy Scheme for Digital Microfluidic
Biochips

CHEN Xiao'?, DONG Chen'?

'College of Computer and Data Science/College of Software, Fuzhou University, Fuzhou 350116, China
?Key Lab of Information Security of Network Systems, Fujian Province, Fuzhou 350116, China
* Fujian Key Laboratory of Network Computing and Intelligent Information Processing, Fuzhou University, Fuzhou 350116, China

Abstract Digital Microfluidic Biochip (DMFB) -based molecular diagnostic techniques have recently become hot topics.
Compared with traditional molecular diagnostic techniques, digital microfluidic biochips have advantages in precise con-
trol of discrete droplets and execution of biochemical protocols. However, as components of networked cyber-physical
systems, potential privacy and security issues of biochips are increasingly prominent, for instance, eavesdropping attacks
on communication channels, tampering attacks on biochemical protocols, and copyright attacks on physical structure pro-
tection. Differential Privacy (DP), a de facto standard for achieving privacy, is trying to incorporate DMFB applications to
protect user privacy. However, as the intersection of privacy-preserving technology, DMFB applications, and DMFB secu-
rity, comprehensive research on this area is relatively rare. Investigating and analyzing the implementation mechanisms
and threat models of biochip applications, including biochemical protocols, cyber-physical systems, and Enhanced privacy
protection DMFB’s user data security platform, this paper proposes the application scenarios and protection schemes of
differential privacy techniques on DMFB user data platform. Firstly, the application scenarios and protection schemes of
Laplace mechanism, Gaussian mechanism, and random response mechanism were described on the DMFB user data plat-
form. Secondly, parameter security publishing algorithms were proposed based on three strategies: user level sensitivity,
routing weight set, and routing intersection parameter set. Finally, tamper proof probability was created as a security indi-
cator, while confidence scores, calibration, and cumulative error rate were established to measure data availability. The
simulation experiment results show that the overall privacy security of the scheme can reach 100%, and the average data
availability can reach 93.3%. The algorithm performance test shows that the optimal privacy budget range of the scheme is
0.4. In addition, compared with similar algorithms, the proposed scheme improves privacy security by 12.09% on average,
and data availability by 7.02%. Therefore, this scheme can be a secure and effective user data platform for DMFB to exe-
cute biochemical protocols.
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Figure 3 Enhanced privacy protection DMFB's user data security platform
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Table 11 Simulation experiment results of measurement result parameters
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Table 12 Simulation experiment results of calibration range parameter
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Table 13 Simulation experiment results of quality
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Figure 11 Measurement result parameter (a) Average
tampering probability (b) Average confidence score

Bl 12 WUV S 8k 5 Tk Re e i 45
R, LW E AV S AME vimie= 0, KA Vimax
€ [0.2, 1.0], LEISAN T m=5, HIZHIBUKE HS K
s, fAj BT L, Ap— AR AR R X 8k, A A R
K B % A8 k. fEE (), B 1-PT 1EH
M, BTS¢ € [0.2, 0.6] I, “FIHi S0
1-PT =°1[0.4, 0.8], K 2RI BfEe € [04,



WRIR A8 1) B O B R i 22 0 KR T R

60%

50%
~
S 40%
A =02
5’3(’3 30% =04
) m0.6
?fg 20% : : 5 " 0.8

| EE
BeCRA T

105%

100%

95%
S§)
% 90%
= u V=004
' 85% - Vpn=0.06

80% Vn=0.08

75% I

70%

01 02 04 06 08 09
P AT e

(i JRPBUEIE HS=s, HRIESRMHm=5, c=0.01 HirtiLfil o FURA T
e € [0.1,1.0], J7% 6=0.4x10")
12 RAESEES () TR ESEE D) FHREE
Figure 12 Calibration range parameter (a) Average
tamper probability (b) Average calibration degree
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Fil fpe KU/ IMEARZE 0.04 28 SN, BRRATIUR ¢ €[0.2, 0.9]
IAAHEREIL R 90%, B SRR Tl 0.4,
54 EBEAEBWMRIE

AT EESCHR[6]70 M E 45 SR AL I3 s R HE S [
B 2 A DA RS SCHR[1 7] e a2 il i A2,
552 % Lo T F
541 WELERSHEXTHER

14 Fos o RPN E UL 10 NSEUE
WEZE PTRIEAR 7350 SC 73 38 H SCHR[6] 7 SHA3-256
WA A5 B 25 4 R 8 iy 38T 222 4 B RAATL A o) B8 5 B ok
WA RE J) o 7 10 DI E S g Rrb, HRT
SHA3-256 WA $i 72544, Frl b ik 2h it S 808 04
T35 R BF 12.09%, B A5 2 ECT 30 0.1%.
542 REGESHETHER

K —41 DMFB %30 5 Hh B S ik B Fobs
PR 3L A = 2B F 9, R LU A B2 70 STk 6]
T 22y Ba AN B e etk e, b STk [6]
P A S8 s g K (/M) AN () — 28 w32 A7 3 - T
“DMFB Bioassay ” 1F 4 #1524 £l 258 L1
SA3-256 Ay b, 1EN A ik N DMFB
FEIRASFCEVE IR, O TS xd Lh Wl 8, B4 4 ik
FIEH 0007 7 15 2 i WAL RN E 725 44 43 il oxd DY
SR B AT BE AR ) 25 R

R 16 BB PT MR HES E X 45
B, AEDYAS R o, AR ST 7 A I B SO 2
I 10.09%. b, 7110, 0.02] BRSO
K3 15%, 7E[0, 0.06] M7 (11, 11], =ik
BA[-0x3, 0x6], KIIE[0, 0.06]1H H % 7442 14
[0.03, 0.03], {3 FH s HLHI % 4 [0.004, 0.064], 5L
MR T 10.09%.

®14 NEERSHELAMEMEFE D ETLL
Table 14 Comparison of tampering probability and confidence score of measurement result parameters
(%)
LY PT BIFMHSC
P SHA3-256 Laplace o H SHA3-256 Laplace i H
thil 30.83 30.00 -0.83 99.83 99.81 -0.02
tinel 17.78 28.89 11.11 99.99 99.89 —0.10
twshi 20.00 5.00 —-15.00 99.68 99.67 —0.01
tix 3333 10.00 —23.33 98.95 98.50 —0.45
tine2 38.33 5.00 -33.33 98.65 99.83 1.18
twsh2 26.67 21.67 -5.00 98.53 99.83 1.30
tixs 25.00 28.33 3.33 100.00 99.17 -0.83
tines 50.00 11.67 -38.33 100.00 99.67 -0.33
trist 21.00 21.50 0.50 99.83 99.55 -0.28
tinca 48.89 28.89 —20.00 99.38 99.89 0.51
T 31.18 19.09 -12.09 99.48 99.58 0.10

(G AR LS P R FA TS 6= 0.1.)
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F15 RECESHWE R
Table 15 Comparison results of calibration range parameter
SHA3-256 Guass
) B Rl T e R

[0,0.02] 110 [0.003,0.018] [-0x4,0x5] [0.006,0.024]

[0,0.04] 111 [0.003,0.037] [-0x6,0xa] [0.005,0.055]

[0,0.06] 111 [0.003,0.057] [-0x8,0x9] [0.004,0.064]

[0,0.08] 011 [0.001,0.077] [-0x8,0xa] [0.004,0.083]
(FE: AER LI S FATIET £ =0.9.)

F16 RUESERESHE B RIEERE X b
Table 16 Comparison of tampering probability and calibration degree of the calibration range parameter
(%)
RS PT KeHEE £
K SHA3-256 Gaussian pogid SHA3-256 Gaussian puNEd

[0,0.02] 25.00 10.00 —-15.00 75.00 90.00 15.00
[0,0.04] 15.00 3.25 -11.75 85.00 96.75 11.75
[0,0.06] 10.00 0.00 —-10.00 90.00 100.00 10.00
[0,0.08] 5.00 1.38 -3.63 95.00 98.63 3.63

T 13.75 3.66 -10.09 86.25 96.34 10.09

(FE: AERHTHLEIT R EFATIEE 6= 0.9.)
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SCHR[171BEE 5 A BTIGE « Al {E TR A DR 4L

PL G B s I T B BT ARG i B R it 2 PR A 1
Eesholds A FIREE T, B A SCHTH& 14 22 73 B FA L
HIZEAR A AR08 BB R A BRv R 2 R gk 17
B, o LESCHRR[17] 0035 22 BR 1 BIE Ereshols, A 3L
TR T 7.02%0) BiHRZEE e,

x17 EHPORBRESRERMUER
Table 17 Optimization results of control center
feedback signal error rate

B Ewesoa(%)  RETSEE RZEE (%) hAL(%)
25.00 16 16.70 -8.30
|AEBE  23.00 28 16.70 -6.30
15.00 39 11.80 -3.20
25.00 13 20.00 -5.00
IR 23.00 20 12.50 -10.50
18.00 31 15.40 -2.60
. 25.00 18 14.30 -10.70
15.00 31 11.10 -3.90
25.00 22 5.90 -19.10
HRR 2 20.00 39 12.50 -7.50
15.00 55 14.90 -0.10
T -7.02

(FE: 7 BEALIE AL T EBRFA TR S8 p = 0.45.)
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