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Abstract With the rapid development of artificial intelligence technologies, deep learning models are increasingly being
used for malware detection. Deep learning models are better able to deal with the growing threat of malware due to their
better generalization performance, which allows them to handle new and unknown malware. However, deep learning
models are vulnerable to the adversarial examples, where an adversary makes the model predict incorrectly by making
minor changes. This vulnerability poses a potential security risk and leads to a significant reduction in the robustness of
malware detection systems. Studying the adversarial mechanism between deep learning models and adversarial examples,
mining the weaknesses of malware detection models using the generated adversarial examples, and enhancing the ex-
plainability of model classification are the keys to evaluate and improve the robustness of malware detection systems.
Therefore, this paper proposes a method for generating adversarial examples of malware based on saliency analysis, which
first uses explainable techniques to analyze the distribution of saliency values of input features when the model detects
malicious code and to interpret the decision of the deep learning model to classify malicious code. Then, we mine the byte
sequences of non-executable regions in PE files that are suitable for applying adversarial perturbations, and construct a
generation framework SAM (Saliency-based Adversarial Malware examples), which generates function-preserving and
effective adversarial examples that can evade detection by modifying the salient bytes in the non-execution region of the
code. The experimental results demonstrate that the SAM proposed achieves a 72.9% evasion rate against the MalConv in
white-box mode and 45% in black-box mode with only modifications of no more than 1024 bytes, which is a significant
improvement compared to other methods.
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Figure 3 MalConv's distribution of saliency values for the headers of the input malware sample
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Table 2 Evasion success rate of different white-box
methods when modified bytes does not exceed 1024
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Figure 7 Comparison of SAM with different attack methods in white-box mode
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INPUT: 1-2M raw bytes
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Malware vs benign

Al MalConv M 4845#
Figure A1 MalConv's network structure
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