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Abstract As the network environment becomes increasingly complex, the security landscape is growing more severe,
making the protection of networks from external attacks a crucial task. In order to transform cybersecurity from a reactive
defense approach to proactive defense, Cyber Threat Intelligence (CTI) has emerged. By analyzing and detecting CTI,
gathering intelligence evidence, potential attacks can be prevented. Therefore, sharing CTI to defend against cyber-attacks
has become increasingly important. However, CTI is often shared in an unstructured format, making its conversion to
semi-structured or structured data essential for many subsequent tasks. Named Entity Recognition (NER) technology can
facilitate this transformation. Although NER has achieved considerable success in general domains, many challenges
remain in the field of CTI. This article first introduces the background of threat intelligence and its connection to NER.
Then, it summarizes NER technologies in chronological order, covering rule-based and dictionary-based NER,
unsupervised learning methods, feature-based supervised learning methods, and deep learning-based NER. It provides a
comprehensive overview of the current research status and future directions of NER in the CTI field. Lastly, a comparative
study of the corpora used for NER in CTI is conducted, followed by experiments using state-of-the-art (SOTA) deep
learning methods. The analysis identifies issues present in CTI datasets. The proposed BBC (BERT-BiGRU-CRF) deep
learning entity recognition model achieves the best experimental results, with F1 scores of 97.36%, 90.40%, 82.87%, and
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73.91% on the AutoLabel, DNRTI, CTIReports, and APTNER datasets, respectively.

Key words named entity recognition; Cyber Threat Intelligence (CTI); deep learning; CTI datasets
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Figure 1 The research framework for named entity recognition in cyber threat intelligence in this paper
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AL, 4 Collins 45 A 11911999 442 i 1) DL-Co Train
D3, AR IR R o] B R PR AR AN 3R

2000 4F, Kim 55 A0 H — N 5L TR 1 4y 44
SR YU R GE, HRPE Brill i3 M AR iC 8% H 3h 42 R
M. 2016 4F, Quimbaya 55 A G124 1 —F ik T+ 5]
BTV, T3 i T SR A 4 SE AR R
(14 A%

2021 4, Fang 55 AU H 7 — ol g i) - gy
JE T, E 7RI R R R R IR Sk . 1
T T /N2 R SR 4%, AR R 4 ) ff 1
R s AAa 5t

2022 4, Salah &5 AUV AL TR0 0] 1) i 44 5544
VUM T, %7 EAHE T BT B A SE RS B AR B
fil i L AL AL T L RUDRT SR A B ORAN 4R
e T SEAR AR BEIE RE R H 2 S HT R o
32 kEEEINAE

T Wi 2 S A bR B, 32 T I R A A
RARUSIHEATHEWT o 3T R B 24 2]yt
VB AT 40 20, AEABLRE v R B0 2 R TR EE 2 A B
i, R .

L5 2 07 IS RN R S A T, B
T R, 3 TR (R R, LR S ) SE Ak
ANFERRGF e, 9> T g, AL, %
TR EAE, 58T RN IR R A . I
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H T 27 A T4 5 UK BR v s, e
RERE 18 N T~ 45 R R 5

W 1F A B A 207 W AN HORURR v 2tk A7 HE A
AN AR o R I PR T 127 ¥k T R R R R B U
RIEAT N ZR, 75 BEWAE IR I TA) R0 55 ) AR K

Zhang 55 N OV A5 4 e 2 S0l S A vp 3 H G M
BOTEVR I A 4 AR, ABATE FHARE | HRJE A)7E%R R
PLAGERES T, RN Y 2 5l S Bk T
TC B T R

Brooke 45 NUME B A bRyt £ A5 00 B X R 8
AU AT SR, SO A A T AR 1 s
B Hb 47 ) g, T R 3056 D) 23 4F (R 5 BHE Brown
RAR, BRI N =K I GEER, 15332
TARGF I S R
3.3 WEFIFE

B A 2] T R R R A bR R R AE, AT R
FE TRERBURAAE, X575 2R N ARy B I 2R 24t
B, N IR R] A 5 v, [ N 3 45 52 B AR v 2t
SRR R E M o FH T VAT b v s 1) o3 A i
B, PR AE 7 D s OB 1 TR b, @R EH AR
Hm I MSRINGARY . BeAh, (T 07 Fal e Lk
PR, I H R BRI 4 e SO R sE R A, A
W TC T 3l R IR (R SRR A

HZ DT A SO0, A bR s I 20 A5
TG SL A BT fEmf I o RIS, 1205 vk HAa ] il
RV bk, I AR A 1K) S H ORI 5% 7 20
REf 0T RERFEAT LA, AT $ ey SR U PR

W AE A SCA R 51 X, Tty 51 Y A
# P(YIX; 0), % T NER AL5%, Yl 2 br2EFPa. b
T IR 2500, AT S A N
A D = (XY PRGN o Ay B L 2%
5o H R SR 32 A B R n] R A T U8)(Hidden
markov mode, HMM) . fz K 4§ #55 ! U9 Maximum
entropy markov model, MEMM). 544t 27/ Conditional
random fields, CRF) Al 3 ¥ [1] & #/12')(Support vector
machine, SVM)%§4% ,

53T RN B 7 EAR L, X e 7 VR AR AR KR
R T EER e AR A . AR, AN TR
RN R, BT8R AR 0 2, AL
SR FE AT I K o W B 2 ) A 43 N ] R A 32
LTSS, w4 SR JE T3 2K 4155 . K 8 B
P TR AR .

1998 4, Bikel Z& N16-2214g tH T4 — M4 A
IdentiFinder [fJ2E T HMM [f) NER &%, {H HMM £
RUAT 20 [ 256 25 RATE AT 25 206 K& 10 R SO RS
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UFEGR R €T S
CRAyINEgdE . BebdE kA

Hilrgs
(T %)

FRAE T2

TR R AR

LR 222 i
(TETINZESR)

gy il
(f# k)

AR
(LR AR)

B8 WEFIFEEEARRE
Figure 8 The basic process of supervised learning
algorithm

B, SEHMERGE B MR 25 . 2003 4F, Curran 55 A 2]
A5 FH e R0 A5 28 60 45 L 1B AT 2w Y, MEMML AH X T
HMM 7] DL S 2 IRRAE, 25 5381, v 44 544k
WO = A2 JE 5 SRR B . MeCallum %5 A 162414 H
CRF HEAT fir 44 SEAR VU, Bdls 44 F CoNLLO3, 43
FI) F1 5350k 84.04%. CRF 454 7 HMM fil MEM
(PVRF o, A 2 MR 45 0, RE 0% 1R 4T Hb iR vk
MEMM [Pk 5, AEGE YIZRI TRAH A Ju 56 A2
LEA = 2F A SVM. R T iy 24 S2 AR5, 7531
T 84.24%[MHERG R A 80.76%[11 A 1% . SVM LL#
G GRS e BT R TP AT AR S

AHXS TR R R B ANE R SR VR A5 5 28 0]
PR AT VIR ATAE 15 2 S AF ()3 K« Tang 55 A\ 126
$& &5 M) 32 FF 1 & ML (Structural support vector
machines, SSVMs), %55 454 T CRF A1 SVM AL
R, ARG PR STA R AR VN UG T ANEE RO
34 REZFIFE*

Bifi A5 R B0 B AR 1R RN IR B 2 ST R R IR A e,

TRBE 27 ) BORAETH AL A B AR TR 5 AL 3 F A
15 TR A RE, DRl FH B 0 82 27 20 1 S 4R
AR I T 1A FE 0, iy 44 SE AR VRl 38 23 4
A P HIAREAT 45 B 73 KA 55 . SRS 5 iEM
b, BESRE AL P TAEk, LT A 55 ZRAE T
PRSI A, 30 Ik 28 0 2 3 S A5 3R SCAS P P B
JECRE IE R I 5 B s, R I A o BeR (1) B2 2 A,
TE 82 J P WY 24 (R I R AP AT 25

P T A2 5 TR 52 o 8 I 8 A TR A T I 25 R S A
WU, BRI H AT A R HER I o RIS T AN TG 2T
BNFRMURAE, PR E A S L ad Rz AL RE D) . b
Ah, TR 210 NER £AR ] LS 2 Fil s,
AN EEEHTN G

TRPE 7 IR Bk i 2 T 2 WL, TR EER
S bREEE AT U 2R, BRI N A [R] 1 75 5K
TRK &[] Bf YIRS 8 75 2 (g I TR e, I LA K
T, B2 BERNg . hAh, UREBE2: IR A
HHA R R A, TR IR 2

TR BES 2] i 44 SEAR RO B R S0n] BL 4y =
AL, S AN AT TN ZR, 0 IR AR N
AT RN o I TIAL PR B R Glovel®®
Word2Vec?l, ELMoB% | GPTBU | BERTPX4,

RE T ENLAREHNTE 5, B L%
e R WL TS K e RN S o ) B 48 Ok 1] )
(PIE R, A A AR ] i AP AE A Hodr,
P T i N A 3] 1) 30 ) 2 ] AN AR TR, T B 2 1]
HRNAF R ] ) S WS AR, s W R
SCESUE B RIS R U I 2R o
3.4.1 FNGEFHRE

(1) Word2Vec

e HH I A SRR AT 2013 AR AR SR
WordVecl??l, & 3T s I Il il ke . IR AR
i BN SCE B ILOC RN DR in] n) &, > BAK T
Giit e 5, DRI IZ o — Pl A ] o) AR Y (RIS AT
BN, B R R e ME— AR, ABEE E
TR AR AL), R SUE AR N 10 2 X
(R4 DL U windows 1138 F 88 2 $5 % 11, ATt
HHLAU 2 T8 R4 FK).

Word2Vec {5 P9 B 1] [n] 55 27 ST RBEAY 43 1) S
skip-gram 5 7 Fll CBOW (Continuous bag of words)#i
B, ML BN 2 . B E A )= . Herp
skip-gram I8 it O iRl TR b SC— e i A ) BRI
LR, 11 41Bill Gates was born in Washington.”,
18 F“born” T “was” Fl“in” X P A~ Ff.1i]; CBOW 1E I
RSO 5 i v il N U R WS i BN O b S
FH“was” F1“Iin” 0 = L] “born™ o £ J5 A FH AR Y (1) —
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Hor ZHAE Rl e T ok AL B 16 2 ST
oL, P EAT LS BN ORISR T

(2) Glove

Glovel?8 it — M E I AR B o7 > 1B S B,
4= M Global Vectors for Word Representation, & 3&
Ta R g, AR T R )4 R gt
G, BRI R R ) &, IR L] R R A AR T
SCARME . Glove A AL B THHEUR, H OB TE R
PRI — N IEBURERE, AR5 3T ILBUAERE A Glove 1
% S i

(3) ELMO

2018 4 PetersBPOHEH T — ol (56 T IR 2% )
HE B (1 ][] 5 R AF ALY ELMO, ‘& th £ 2 BILSTM
PP IRk e X PR B AN BE i R AL TR
TEVEAINE SCZ I ARRE, tEeebiE b SOE
AT AL, o — PR = ) R B a1 5 A,
BT Ja T PN B AR B 2 . SERIER], ELMO 5
A BES IR B 04 19 5 NER 315 3 AR 7Y (Bi-LSTM-
CRPMZ &, HERAT WEIRTE. Akbik &5 ABFIHTI
I ) BT S AL I A RS R 7 A — o Y g
WHRACE N SCFRFHRIRN), S ELRTIRIRA AT T B
PG, REASCHHR AR FIAT SRR AT

4) GPT

GPTBIWE — M Az gl AN SR Y, 0 AR
Se R T R T B T RHE BEAT IO 25, SR 54T
ANFRRAT BB R EREAT A, AT A P VF 22 NLP
AR N WS . GPT-1 f F 36T Transformer [1]
A ZSAE N B ) S5 K, H 2 T GPT J2& 5 [l (1)1
R, HURER ) 7 A B 1) S R, Jovk

83

AT GPT-3BIF Y LT N T AR Al

GPT-2 ¥ H b5 72 VI 2R3z A6 BE 77 55 38 1) 3] Hix A AR
B, AHEE GPT-1 15, B T 5 2 1 M 2% 2 BRI i
KPR TR R o SR 5 BB R 5 1 R 4 ) 0
K, BRI RELA HE— 2 15T 25 0] .

GPT-3 7t GPT-2 &5 L, 1R KRR BRIt T
WI2% 25, BRH 96 /212 3k Transformer, in] ) &
I WCE O 12888, 1R ST S I & 1R/ R
2048 4> token. GPT-3 JrifllH (8 KRE Sy, 13 ILAE
TREARFVNEAR EABAT A 1R

(5) BERT

2019 4 Devlin &% NP2} 7 —F14% 4 BERT )
Wl s R B CETAEE DAILHK
Transformers X |7 i i 25 % 7), TRACYIZRTK BERT £
T — AN ) 2 BT 3T 700 - BERT A5 70Y
APIA 2 H bR, 2 2 #6515 5 L4 (Masked
language model, MLM), ‘&85 Ji [l ¥ EF SCHull
T SCAR Fr B, DL —f) 7l (Next sentence prediction,
NSP). BERT wJ LUi& f] T2 Ff NLP 455, #0304
SR PRSI B AR A

BERT Fil Il R A5 2 g 4% 7 Az 3] i) 2, 32 W
Transformer [ 2525 4544, ey I 2 kit &
TIWUEIRI AT 42 W 2 L i, 2 Db HEB fE—
41 p BERT 8. (T BERT HAG R E LR
AEAF I, PRI AR 22 A58 0 ) BERT Ay 3] ik A A 2
DA NER {145 (11 8. BERT (¥4 i =384
JREEL 9 FiR), AT

Input=Token embedding+

IRESE#E M R SCfE B GPT-1 (%34 GPT-2034 Segment embedding+Position embedding (1)
i A |[CLSJ’ ‘ I ‘ | am | ‘hungry‘ ‘[SEPJ| | I'm ‘ |eating| ‘brcad| |[SEPJ’
TOkCﬂiI'ﬁU\ E[u.s‘ ‘ EI ] | Ex\m | Ehungn‘ ’ Emzm | | Erm ‘ | Eu:\lmg Ehn-ml | | E\sz-m
+ + + + + + + + +
Segmentifx A | E, ‘ E, | E, ‘ E, ‘ E, | Eg | E; | ‘ Ey; | | Ey ’
+ + + + + + + - +
o [2] [ (2] (2] (o] (2] [ (2] [&

E 9 BERT fiill RIEE BIHBIN
Figure 9 Input of BERT pretrained model

(6) XLnet

R BERT B4 2 A8, JF HSi ROR Ak
WALTs, (HIEA TN B IRAEAE — LE PR,
H1 T BERT Al I #E A5 1 = Hems, 3 S0 240t 5
TR HH ) 0 A AS— 2. BB, BERT 2% T # mask

T2 A BN SCIRIER AR LI, O T ik iR 1)
A, Yang 28 NPT HY T 3T A 7] )15 K XLnet il
IR XLnet £ ] B [R1ACH BERT B 1 A
G L o 5 R AR, AT R S 4 A R ) AT RROR

XLnet & ff A X3t vE & 0 AL, JF H 5l A
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Transformer-XL 5 75 A5 84 381,38 3o 5 A i 4% 284 ] LA
R IR OC R, v DUE AR bR S 1) i, 52
55 31F B, Transformer-XL Lt Transformer #5578 5t 1800
i, I BAEKR P B R AR 4f

BETYR L 2J AT NER 1958 B A A& M
2% AT g b, 49 G A5 B A 28 I 2% (Convolutional
neural networks, CNN) . 1§ & i £ % % (Recurrent
neural network, RNN) . K %G # ic 12 M %% (Long
short-term memory, LSTM) . [ # {ff ¥ 5. JC (Gate
recurrent unit, GRU), MIMIREE X\ B IEERFE .
NTHESE RNNL LSTM Al GRU Z [ [# X BIAIEE R
342 MZEMER

(1) RNN

RNN Be 10 AE 2 fr LR AR, K ZebE 4t
X7 B\ BCHE G 6, 4 W) 1) I X6 #ih 28 0 1R AT U 5
TP AZ AR 2 NER AT45 i L4 Y 1K 7 v
Z o RNN R0 R Fh 20 9 2% 1R i H DR A7 A —
MEIZRICH, B xILIZ R oc s N — A — il
N M2 34T S5 . RNN [ 51 A 208 10 5 2751,
TH 3ok D9 2% P B (1) &5 A A 3R A 2 TR IR OC &R, R
RN 1% A8 4 741 o BT RNN 35 -4k 2 P 37 24,
PRI 28 1 T NLP AR 45 o (HBEAG P 51K R I 1
n, FEHEAT I AR R, RNN 2 H 20U 8 108 1 R
JREVH % n) fBBE, o 5 9 2 2 3 Tl X 9 AL B IS V2 e B BT
e AT YN R IR0 A 58 o X 2 A5l 0 2% KBS J8 B
W28 2R, T8 R R B IS . DA RNIN 3 5 o
R ) 8

) LSTM

LSTM JEXT %48 RNN [ —Fbodb iy, & fetig
KB O R, 3% T AR5 2 d, seig ik
KA 2 M HE X HR. BT LSTM 458 &1 s
FTV ST S TR BRAS o PRt mT DOo £
AT LR DL, ITZEAR T RNN YIZRI H I
o 55 9 2R BB FE R A ) i {H T LTSM 1) 0 45
RIS 2, BT B 2R )t 2 39

BT LSTM Hfeddi gk 7 m 5 5, ok
SEREN) R SCfE B, A Lample 25 A\ B H A FH XX
) K %5 3 10 12 W 4% (Bidirectional long short-term
memory, BILSTM )45 25 LSTM ¥ 433k, 9% %k LSTM
(K1 . BILSTM [¥) 45 #4 it — A i) LSTM Al —
AR LSTM 457, 24 th o i FI0 LSTM
IPHHE . S5 RRIH, XA LSTM 7E K- dbdy e R BT 4,
XTI ) LSTM Refg 731 51 22 (1) S5 B (H2 T
BIiLSTM ARERHTIFATHHAL, 1 H 8K, B

KA Bt apenfe, Rt TR

(3) GRU

f& 45 RNN 1] 55 — M 42 f& 5h &2& GRU, GRU Al
LSTM #F RE SR MK OC R, H& GRU S5 RAH L
LSTM itk 7 40, 45 A5 0 nfii it . GRU
(1) A% /U 45 K60 43 ) A2 S 3 1R ], A R S T DA
FE AR GRS, e 2 A5 B R
BN T — I 21, [R)IE GRU A58 (11 240 B i) R 4 %)
b

FE TR 2 S HEAT NER [Wde)o— U R fghs, il
T NP H RS 51 . 3l {# B CRF 1 softmax
HATPRZE MDA 25— S8 iR 2 S AT
SR AR
343 ETHEFIN LSRR TE

2019 4 Jana 55 NBOZS G RUIIZRAEEAY, $2H T
VR ] 1% 2 i 44 S PR U 11 i 28 0 88 S, ol
k7 O E AR B AT g, fE CoNLL2003 |
F1 {HiAF] 93.38%, FRREETE T 5054k

2020 4F: Simran 55 ABUMEH T T o0 4E Ak
AT PP IR B 27 S 484« Wang %5 N2 H 7 —Fl
B0 O R B0 TSFL, H T il v 208 A 25 93 A A
5 1¥) 1) @ . Tikhomirov % AMH HI T —/> RuBERT
B, DL BERT gt SE ARG f), AR T —2L8
NLP 1F:55 M fg .

2021 4F Li 55 AW T —Flog il i B A B
W2 5 R BE s BAR AR OC &R, 4
B T P AS F AL R SZ R 1 A I R 2 28 Y . [
s ML=, DU NER fE451PERE. Ushiol*S1fy
8T 44 4 T-NER(3& T Transformer [1) 1y 44 SEAR U S))
T NERE S HIAGAK Python &, % NLP
W AT 45 BEAT FF 2 e dk . AminlO 3R Y — A P
Transformers [FJiT# %% >JHESE, H T4 PyTorch
B 1K) iy 4 SEARIR ] (T2NER). Tu 25 AW T
Tough Mentions Recall (TMR) i 5 K %b 78 1% 4t [
NER PHAtifiEH5 . TMR $EFRBEDS X 73 HABAH ALK P53
R, FHRBIPERERIR, XN 2 AR 1
AEZF F1 gt 2.

2022 4F, Zhang 55 NS HAf FH A 5k B 20 Y
28 RO A AR I AZ P 285, fif e CNIN 7E B 27 7 T iy
SRR 55 I 55
35 BMEAREER

h T HR SR BN R, IR BE AR BT B
I T AL A AT, AT SR A (1 S 5 0

Liu 25 A FOR) B 1] ghoin N\ i (1) e 4R AE R, 32
o A1 28 9 2 A Y () 1 BE o Gao 2% N OMifE | BERT-
BiLSTM-CRF iy 4 SEAR U #5871, 7F BiLSTM 2= Al
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CRF JZZ [N T — /N S W 4%, $8 S o o
fifi % . Liou % AN BUZE 2022 4F 2 i} 3t T BERT-
BiLSTM-ATT-CRF [fH SCS AR B AL, 5 56 48
BERT AR4f 51 (1) R S SUE R &2, AR 55
IF) A N T Y TR T LA TR R g K A AZ Y %

(BiLSTM-ATT), f)i, fiH CRF SRELA)F AT 51

bR T IR A IR AN, ARICE A T R
BOTEM$E R 2 I
3.6 miEmEBAE

755 B B F R BE 2 S INF, 4t N ERRy: () 4 i
FIR LT (1) S0 AR, [ I ASE 280 Y1 5 1) 4 IR 52 38 B
FRABL IR RE WA, S6F DR TR 407 55 S A4 43 B S24 43t
I TAE S BRI o BRI, A R B2 2 20 SR il e )t
(1) B R BELAR Al D s AR I s o A, fEAR 2
B S A, A Eds 1 ik 2 Al A BRAG NLP &
JEE (P E PR 3R, 20 M B B AR A e 8 AR A R At o I
A )

Hedderich 45 A\ B3 A 74 F azo 2 i 001G B Ut
e Hm AT i 44 SRR A OC AR, R e Al
H B A EARAE SR SR A J5U6 AR FRId SCAE 1k
FR2E o N, 8k FH A MRS O T 44 1) S A4
FIEZ, 4 BRG0P A b 81 32 IR SE AR DL L
Mz bR id &8 A s bRy i i o 75 Z I AMEAE B
TH AT LLATRE . AN IR LS I AR 3R

BRI R B A T OREM N ThriE TAE, B
IR T NZRA, Jf Hid ik 7 58 2 Mbsid #ods, (H
%7 V525 R W 5 BR A DA R AN S8 #EFRVE IR o) .
RE B IX L BEAT I LR, AR KRR B o) BB
EITERE . N T AR EIR PSR, AW AT 27 AR
RIFIRTT %

SCHR[53] 7 Jek &5 P A 7 v ] DK W s R AT Ak
BRI ek A 0T P RE PR AL THT S 0, Sl M 7 ol
FIE 7S AR . Ni A5 N4 1 figf pe g s i) 2, 32 Hh A
R e AR, 38 17 975 226 HH v 5T B AR B« Chen
S5 N ST R AT FH ot o g M B 3R AT 4 0 5 S A4 432,
T 1o s 45 B2 %5 18] fi% (Compact latent space clustering,
CLSC)SOIR) 7 v i ROH) Wt 75 44

Shang 55 N B4 T fif Yo br i A 56 B 1) ) g,
P T H AR, ] CRF = 4b B R Ar i £X
i B FR 25

Yang %5 N8R T il Y AN e BERRIE ) 7, $2 R AT
FH BB 23 A e 80, DT 98k 2D A 017 4 B 255 11 56
WAL, A ATTIEFE H A R s Ak 2 )0 B Blbs i EAT
1%, REJERIE R FRAE

TEARSCH A, B85 T — 284 iy 4 S AR )

85

b FH O B ) A

(1) SR

Liang %5 AP L AE I AN ATRZE, #¢H BOND
HESE, 5 — By BOM ]I R AR 2 A1 WO 2505 5 A 5
I NER {155, WA L8678 T SRR AL i) 38 X, 4
JIT A s A5 3 — PO AR A8 28 I B T A
BRI RRAE, I H I GoRPR = BAY 1 RE

(2) AME i d

28 T MBS AR R MR AT R S AR ) R X Al
BEHE o 44 F T S AR S AR ] SR, 7 A
GO SRR R R ST P i MM NS
Fries 55 A\ OO0 A= 4 e 2 AU A Hh Al P 30 75 B sk
A7 i A4 SRR, At A4 P i SR e B R
NER #i%4, Peng 45 AU IR b ic Bodhs A1 iy 44 1] St
BEAT Ay 44 S AR R ) T AE, $2& W B I PU(Positive-
Unlabeled)2% > 8yk,  FRARXS 1] B R 2SR, 1% 07 vk
X 1] # 1] g 2 AW A PE . Hedderich 45 A2 H T
ANEA, — M3 T 524K 51 3% H gyt B S0 A o iy 44 5K
&M TR

Zr bR, HAR R B U VA A AR AR
R EREAT U 2R, RE NS 5 B0 I ) A I 2 B B AR
PR, (HZTTIER ) B —2 | UfFE
Pt 2 S BCORMR A PRI I R R, i iR 2 p%
120 MRS S A7 B P i i, 322 777 vk L3 T ARG 1 B
SRS RUMISHURE, 0] T~ — 2853 % (1) )N ] 17 55 ) R AR
R BEAN, AT R, H TR B AR K
2 AR AR S AU, 9 40 AR A e S A, A g by
15 RS R AIE 7T 2 22 b, BRI, 3 A D 1 AU
NER & REFAE T 57 B o
3.7 RERFIFE

NLP £ 77 7 P IR FLARTO), 5 — ok 2017 4F £
2019 4, M 584 & 6 X (Fully supervised learning)
e 1m) PRI 5 < 50 Y 5K (Pre-train, fine-tune). 14> NLP
AT kB AR, TN S Dol v 20 1)
5. $Eon. THYEE(Pre-train, prompt, and predict). 7E
XAHHE, AMELZ AT R RRAE N, FHAT
55, Mt BT NS LG e S, X 8
APIREL, — R THER TR SRR 2, o)
— AT TR S AR .

BT HERD TR S B AE TSR R 23045 T
Fw IR, B, SRR DL S A7 B R
PTG, X T NER AE5%, /et — Mg,
BIUN[E] is a [MASK] entity, 3 #4817 B AC £
SEARRAY, EAQGGRA) TP stk AR5 K SLPHE 2
RN ID @ =TT s Sy G AN IR U Rt
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o XSS B A I AR TS (1 73 S 1) e A6
T TN [MASK ) e e, Xt i 4 A5 T 5 R 20 P i
(K64, s 4 s e g 78 70 A TR AL U 25 B
MRIIAE R, BEARR Rbr v B 10 5 22, A 3E
IR 7S BENE D TR SR AN 2 TR (K 22 57, 1S
BREARAE/NFEAS Bt REHAS AN 1) S0

BT AR R S A (1 5 ik A R R T

B LA 2B BE TT, SCHR[66] M T2 B 4 SEAR B,

11 U1 <Entity Span> is a person entity, 2/ 8 & JE 5K
RFEH, %] U1<Entity Span> is not a named entity . &
1 G B 25 i i N SR AR TP A1 X, 49 3 )7 IR B ek
s Here, WARQ) IR ARG RIS @ 45, 5
$E7n TS 1 80 - 1 AMksic il Hee — % A BART
fihd s, WAKXEG)H7R.
He™* = encoder(X) 2
H?¢ = decoder(H*™,Ty,_;) A3)
SCHER[66 1T AL 1) 772 5 SRS T AT (R 85 5, A7
FEBCRAR T IR B e SCHRL671HKE T H1 bR i ) f0 A A
F AR R, S AE Transformer IR R IHLHI LS
MEE, PSR ZHRRIER . XMk
A EHERE RIS EL, RS LA T .
SCHR[68]42 H 11 i idk % 2% SDNet, JFAUHI KL

BHZEXT ICHEAT T 5, SDNet 4 B2 AT /N E AT 5%,

AT SS A SRR SRS R R, 5 T AME
552 I Y AR SR . AN AR 25 HAA AN R )42 7w,
N 25 i 3R 25 AT 45 FH [MD 1 AT 45 R 47, 524k
A2 AT S5 FH[EGIE AT SR 75, Al FH AN R4
TR | AR AR AN [R] PR i

$& 7~ 2% 2] (Prompt learning) 44>t B4 B A H 4R
B AL F ) S DUYE X, R L A AL SR
P TARGFIROR . ASCRGS TAE I3 ) R AT
SRV A G55t W3R 20 BB RN, o2
AR B E 13 5T AL, I Re g N TN REA
PRBREAY 5, 18 NARS B AR s A 15 .

R2 RTEFIMAGR

Table 2 Prompt learning scenarios

SHCHR WIE SR BlEE  MEAR BREA
[64] BERT-BASE v v Y
[65] BERT-BASE V
[69] BERT-BASE v
[66] BART v v
[67] BART v v Y
[68] T5 S S Y

Gk L BTE, HETHURE ST NER R4 4

T AR A ST B R S ST BOR, R A s
PRIRIRN B SO BAE 37, 32 my Se AR i) i
TPEANZALRE ST o 2 VATE R i 44 SRS AN
ERXER, BT R EISESE LT
P e AR IR e, (B IE D D gk, %05k
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Table 3 Summary of Named Entity Recognition Datasets in the CTI field

2% SR K KI5 HE A TR:VA:TE JE T TFIR
M 2010 4F 1 F 5 5 830 739 A #id], httos:/eithub.com/ ;
Bridges 45 A119(2013) 15 2013 4E 3 HPFTY  Hrh 249 828 A5k, 7:12 ttps://glthub.com/stucco
. auto-labeled-corpus
CVE/NVD i 21y 30%
14000 55 1 £% 2242
RIB TIN5 7N e o
Yi 4 AL7(2020) 2 e ka,m 7413 M 7:0:3 7
ISAE AN Tk
GERAL SR
https://github.com/SCreaM-
FRRBUMEIREE  A 175 220 A, H xp/DNRTI-A-Large-scale-
Wang 45 A1'$1(2020) 13 WERDHTII300 2 136412524k, 4905 7:1.5:1.5  Dataset-for-Named-Entity-
3 B AR S 21% Recognition-in-Threat-Inte-
lligence
160 £5 3 £5 4%, PDF 105 498,000 4™ Hin], http://githu
Kim %5 A191(2020) 10 5; o H 15 7204524k, 40 8:0:2 b.com/nlpai-lab/CTI-report-
3.29%, s-dataset
75 AN EUIAE I
BRI, AREZeN f15 15 000 M2tk
Zhao %5 \[561(2020) 6 CN e NS e g 7:2:1 i
L BRI
Hiframs
AN F AT
ﬁiiififﬁ £ 260, 124 A5, httos:/aithub.com/
Wang % A[12012022) 21 ST Hh39 565 ANk, 4 755 pST/BithubcomAvangxu-

. I APT (K40
J I AR

ren/APTNER
i 15.2%

(FE: TR AR ZREE, va AARIIELE, TE ARG, Hod va 57 0 MASRBA R Biib g, )

(2) BIFIZE Recall): F& 16 TNk 1EFE A1 £
AT SEb BT IEAEAR R R I L, A

TP (5)
TP+FN
(3) F1 23 (F1-score): &K i K F1 74 [A] Z 11 i
AP, F1 ooy $okm, RUIBRME e iLr, W52
NER 1145 (03 2 % MR bR, A F:
PrecisionxRecall

F1 = 2 5 LrecistonsRecal (6)

Precision+Recall

AL AN A A 2 3 br, (HIES84E 1)
AR A ARG I, EATHE S T 95 2 SRR A
(MLiE & R

4) EMF1{EMacro-averaged Fl-score): 175G
5 28 3(7)F(8) 73 M ST BB A SEAR S IR IR A
FRAA I, BOHFSE . R A O) T E
Flmacro:

Recall =

n -
Y- Precision;

Precisiongcro = - @)
>, Recall;
Recallyery = 22— - - (8)
_ Precisionggcro* Recallygero
Flmacro - (9)

Precisionmgcrot Recallygero

Forb, n AR SR B, i ARILTP IS i K. H
T Flinacro AT 75 FE A 511 10) &8, A7 HEAf < 00 A
(1] v PR SEAR ST F Lnaero (P52 MK o

(5) W F1 fE(Micro-averaged Fl-score): il
P SRR I BB P AR PR PR S o S
2 A (L0)MICLL) TH S5 T A7 2 ) S AR PR PR Aff 5 0 4[] %2,
PR R A RA2)THEAF R Flnicro:

Z?:l TP

Precisionj.ro = =0 ——— 10
micro S TPHYL FP; (10)
Z"’L—l TP;
Recall icro = o= 11
micro Z?:l TPi“'Z?:l FN; ( )
Precisiong;cro* Recallycro
Flmicro =2x (12)

Precisionmicro+ Recallycro

Forb, n AR SRR SH, i ARILTP IS i 2K, H
T Fluiero %18 T 80N E R, i EiE&HT
Hells o A AN NG DL, HCR R 2 1R SRS ) 0]
Flicro S MUK o

fE Bk BT 2 2, TP(True positive) £ 3 B
P, BP0 55 58 A [R] 1) A AR £ & FP(False
positive) QAR FH P, BEFI 0 sk, SEfr b AREsE



FHOAT A L DS TR S AU ST SRR

A B S AR 1 S BbR 28 R R I FE A iR FN(False
negative)fUFRAR B 1, BIFIINR SRSk, SEPR b oh s
PRI AR

7  AEELBEENER NER 3215

A SR AR A T R DU AN TR B AR EAT S
B — NI S AutoLabel s 20100 55 A%
P 42 /& DNRTI s 4£ 1181, 25 = A~ & CTIReports
Hm 40 Bn A 5 L L 8:2 K4y kIl G R
A, ARCAENAGE TR B IESE, & Hdhisk
PL7:1:2 R4 AN ZRde . B AF AR EE .. g —1
HfEdEE APTNER i 45020,
71 XWiEE

AR B —B 5 S5 S8 N R TR .

®4 KEPFAEAMEXSERENNEE
Table 4 The relevant parameters used in the
experiment and their corresponding values

SRR Bl

J7 314 ¥ (SequenceLength) 128
HLVX K /N (BatchSize) 32
K= 4 5 (HiddenDim) 100
IEARIREL(Epoch) 20
Dropout 0.5

7.2 KERSIELSHR

AL A AutoLabel £ 45 F1 DNRTI %4
G LA [F) TR A 28 1) 5 R, T A T A e 7Y
& Word2Vec-BiLSTM-CRF. XLnet-BiLSTM-CRF .
BERT-BiLSTM-CRF. Mt4h, At H i BiGRU
% BILSTM M7 525, sEib g Bk 5 fron. H
W, RS BILSTM, & & 1d ] BiGRU, 2% f
I BT Zr AR 7 2 BERT, #5522 AR 2 Word2Vec.

93

i Ah, g AR SR W AR A BIGRU AR
BiLSTM, %I T AutoLabel ¥4l DNRTI %4 45 7
BERT H [f) 3L filh I, F1 A8 2 B #E T T 0.03% Al
0.67%. JbAh, XTSI MR 5, A 2% 2 1)k
FEXT S0 25 TR (1) 5zt /T T SR 1038 5 B

SR 5 A< 338 iF XLNet-BiLSTM-CRF . XLNet-
BiGRU-CRF. BERT-BiLSTM-CRF #l BERT-BiGRU-
CRF A1, 0 AN [F) 4008 SR A0 AR RS 25 7= AR A
AR, WE 13 Fion. ATAT LA B, T Al A B
FABEAY, 4 A Hcs B 2 o) (PR 2 AH ] 1R .- AutoLabel
K 45 1 S0 OR B AP, APTNER %4 52 1) 52 56 R0
B Zeo BRAN, KT 4 MR, SEUe S RS i AT
#55& BERT-BiGRU-CRF, X 38 T i i BiGRU 1t
EARSCHEH BILSTM A 24 . X224 BiGRU
R0 T L b 4 4 B 17 R SO AR R MR I, AT 3
SRR T I0E X KA. [, BIGRU 7645 My flit41 1
#EL BILSTM fij 5, REMS AL ]

ASCE IS MG S o A oL, AL
PBR IR R, S SBT s R Bz R.

(1) AutoLabel: HH 3 SEARLEHH 4 1K) 73 A1 a2 1
AYI0, TR E A b IR SRS 2 30%, Hii
TIROK, TSI 45 BT

SEAh, S K R I, XF T AutoLabel, Joif A&
AR 27 3] A S A AN ] R PN R0 5 A, 8K
I 25 2 R IR 22 S 8 0 e /N IR o X I 2 A A AR
VRS, Bl ot s B, BOE A A I 2k

HAR AutoLabel HHls 82 10 5250 45 B de b, HiZ%L
P ILAE 2013 4F, B TEME R, FECE M HEE
BRIH, & 5B 2 2 K

(2) DNRTI: W52 I bR 2 18] ¥ 73 S 4 S 5 s A
K, VS ISR AT LR 5] BhAbh, SEARFRZET
A 21%, KISz R R AL E 5 .

% 5 AutoLabel ¥#Z£ %0 DNRTI £#F £ LR
Tabel 5 Experimental results of AutoLabel dataset and DNRTI dataset

" . - AutoLabel DNRTI
TR G548 PP HR AR
Accuracy Recall F1 score Accuracy Recall F1 score
Word2Vec-BiLSTM-CRF 95.38 93.11 94.15 80.60 73.73 76.88
Word2Vec-BiGRU-CRF 95.15 93.05 94.03 80.06 71.77 75.41
XLnet-BiLSTM-CRF 96.42 96.44 96.42 86.57 86.14 86.27
XLnet-

BiGRU-CRF 96.62 96.40 96.51 86.36 87.04 86.62
BERT-BILSTM-CRF 97.11 97.57 97.33 89.19 90.38 89.73
BERT- 97.10 97.64 97.36 89.72 91.16 90.40

BiGRU-CRF




94 Journal of Cyber Security 7 B 454, 2024 45 11 A, 2945, 6 H

100.00%
90.00% )
80.00% - 7 '
70.00%F b
60.00% ;:]'
50.00%F o
40.00%- ':::l'
30.00%} ﬁl
20.00% o
10.00%- ﬁ
0.00% e
&
&
S

o AutoLabel @ DNRTI @ CTIReprots m APTNER

Bl 13 FREEKEERMN F1 1S9 HLRER
Figure 13 F1 score comparison results of different
datasets

R AL E 13 RS8R STIX2.1 145
(1) 18 it B FR BT M 5, XA AL LA AL W 2% 22
AU T 2L

(3) CTIReports: M %< 2| &A™ LA 5 (1) 73 2 2
WS FREAROR, DU S 5 Bl o A A A,
K6 . WAk, BmA SR b LR, S
9o 2 B

# 6 CTIReports BIEENZADHIER
Tabel 6 Entity distribution of CTIReports dataset

SRR Ko EEA(%)
hash 3378 21.80
malware.backdoor 3133 20.22
url.unknown 2614 16.88
malware.infosteal 1507 9.73
url.cnesvr 1049 6.77
ip.unknown 988 6.38
malware.drop 890 5.74
malware.unknown 877 5.66
url.normal 700 4.52
malware.ransom 356 2.30

(4) APTNER: X/l 4R 1) SER AU B 72 . %
PR 21 NSRBI RN 85 DNIRKREE, fELEhs
B AN ST I DL, — 8 S A bR 2 1R B K 2D,
Bl EMAIL SEARTE I ZR A b G 134, itk
HAE 54, HERIEES HA 234, AN EA L,
HAR G A 3 AN SR A L, SRS Y B T

BE, AR (1 S O AT BN -
ARG UE T AR SCER DY 5 5 ) b 1 1 A
TEAT i 44 SRR IR T O £ 0 2

8 MREE

EEXT R 2%, 25 58 W 4% 2 A Ak o T iy 44 52
PRI B, A SCER LR LSSy ), fk
HDH:

(1) H i 2 Hors 8 82 H 1 FH Ak, FLAR
TR (PP RE A A A A 8 0 B 4R b, o o,
BOCRE T 190 29 22 A ATUIIINE, SR ) 1k R A i R
WE. B, T8 2% 3] 0T B 2% A filf Ui n) I 5
e AR R OEH¥E IFHRX e TAE, H
BRI, KT % 2T NER L4 HIHF5T
AT IR K R 1

FiHIE R 2% 5, B2 et I 2 mT DL A0
PR T IR I BT 2 S AR U R R
f NER 800 280 % (1) 77 1% o 4% Y 2k 5 X085 vT LA 43
HIETBIGWT B22  FETRA T B 2% S A
XPUIE R A .

(2) \Ne KA, £ NER JjiE# 25140
B, XM BRI B . Rk, TR
TIF 90 TE I B 2 2] sl 3 2 WA B 2% 3, AT i e B A
T FEI RE ) 55 )

(3) {EE bRy, HAR “BIO”E# “BIOES” ]
Fide 7 B, AR SRAEAE FoAthbryd 7 5. &
FREI bR 7 A 73 NER B8 (1 7 bl ME AR 4310 22,
I HAE 2 [ S5 R A —FF, I TS vk A8 ] — A Y
AT IR

(4) Bl A SR, UL 7 W 45 22 4> Bk,
HH T B s B PR, o BB R SE Ak . R,
T BE T /INFEAR 27 ST BH TR AR 2 S U H i A S
RIS R %0 AN, B 2% 3]

(5) ERIEE R EA AL, A T4 oA, wf
DA% SR SE bR — i B, ARG A fLEl B
BN T SR .

(6) TN ZRAR A K 2 e kT 9w sy, A iE
R AR R R A, RSk AT BLIT R £ R,
A REAE FL A 5 10 iy 44 S A TR A T K R e
o BRAL, K2 B SR 5 5 R 4R 2 3L T i A
P S5l ) VERE R N R 1), T B 15 R A L
R REAIAR /b

(7) A BT R0 9 B 2% 3 B R B vk B 4 T (1)
NER A58, M B2 iy SE AR 1 g



ERC S SRR S S50
9 S4

A SCE SEA B G IR B S, R 73931
AEFE A AR 1 41 T K NER WFFEBLIR, e
Ja I B CTI A (R TR, 3 R S 12 U A 4
JIT I PR 1) 8, LA e NER AR KW A fE 7 1)«

S35 3k

[1] Jiang Q J, Gui Q J, Wang L, et al. A Review of the Research
Progress of Named Entity Recognition[J]. FElectric Power
Information and Communication Technology, 2022, 20(2): 15-24.
(LT7%, Hnrst, £4, 5. SR ERII A # R LR
1. #2017 8- 58 714K, 2022, 20(2): 15-24.)

[2] Gao C, Zhang X, Han M T, et al. A Review on Cyber Security Named
Entity Recognition[J]. Frontiers of Information Technology &
Electronic Engineering, 2021, 22(9): 1153-1168.

[3] McMillan R, Pratap K. Market guide for security threat intelligence
services[M]. Gartner report (G00259127),2014.

[4] China Information Security Standardization Technical Committee.
GB/T 36643-2018 Information security technology-Cyber security
threat information format [S]. Beijing: State Administration for Market
Regulation of the P. R. C and Standardization Administration of the P.
R. C. 2018 (in Chinese).

[5] Shi Z X, Ma Y R, Zhang Y, et al. Overview of Threat Intelligence
Standards[J]. Journal of Information Security Research, 2019, 5(7):
560-569.

(A&, Daig, kU, A IR UESRRT]. R e
W7, 2019, 5(7): 560-569.)

[6] LiJ, Sun A X, Han J L, et al. A Survey on Deep Learning for
Named Entity Recognition[J]. IEEE Transactions on Knowledge
and Data Engineering, 2022, 34(1): 50-70.

[7] Kruengkrai C, Nguyen T H, Aljunied S M, et al. Improving
Low-Resource Named Entity Recognition Using Joint Sentence
and Token Labeling[C]. The 58th Annual Meeting of the
Association for Computational Linguistics, 2020: 5898-5905.

[8] Chen P, Ding H B, Araki J, et al. Explicitly Capturing Relations
between Entity Mentions via Graph Neural Networks for
Domain-Specific Named Entity Recognition[C]. The 59th Annual
Meeting of the Association for Computational Linguistics and the
11th International Joint Conference on Natural Language
Processing (Volume 2: Short Papers), 2021.

[9] Black W J, Rinaldi F, Mowatt D. FACILE: Description of the NE
System Used for MUC-7[C]. Seventh Message Understanding
Conference, 1998.

[10] Collins M, Singer Y. Unsupervised models for named entity
classification[C]. 1999 Joint SIGDAT conference on empirical
methods in natural language processing and very large corpora,
1999.

[11] Kim J H, Woodland P C. A Rule-Based Named Entity Recognition
System for Speech Input[C]. 6th International Conference on
Spoken Language Processing, 2000.

[12] Quimbaya A P, Munera A S, Rivera R A G, et al. Named Entity

Recognition over Electronic Health Records through a Combined

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

95

Dictionary-Based Approach[J]. Procedia Computer Science, 2016,
100: 55-61.

Fang Z, Cao Y N, Li T, et al. TEBNER: Domain Specific Named
Entity Recognition with Type Expanded Boundary-Aware
Network[C]. The 2021 Conference on Empirical Methods in
Natural Language Processing, 2021: 198-207.

Salah R, Mukred M, Qadri binti Zakaria L, et al. Retracted] a New
Rule-Based Approach for Classical Arabic in Natural Language
Processing[J]. Journal of Mathematics, 2022(1).

Nadeau D, Sekine S. A Survey of Named Entity Recognition and
Classification[J]. Lingvisticae Investigationes, 2007, 30(1): 3-26.
Zhang S D, Elhadad N. Unsupervised Biomedical Named Entity
Recognition: Experiments with Clinical and Biological Texts[J].
Journal of Biomedical Informatics, 2013, 46(6): 1088-1098.
Brooke J, Hammond A, Baldwin T. Bootstrapped Text-Level
Named Entity Recognition for Literature[C]. The 54th Annual
Meeting of the Association for Computational Linguistics (Volume
2: Short Papers), 2016: 344-350.

Rabiner L R. A Tutorial on Hidden Markov Models and Selected
Applications in Speech Recognition[J]. Proceedings of the IEEE,
1989, 77(2): 257-286.

Koeling R. Chunking with Maximum Entropy Models[C]. The 2nd
workshop on Learning language in logic and the 4th conference on
Computational natural language learning, 2000.

Lafferty, John D, McCallum, et al. Conditional Random Fields:
Probabilistic Models for Segmenting and Labeling Sequence
Data[C]. The 18th International Conference on Machine Learning,
2001: 282-289.

Hearst M A, Dumais S T, Osuna E, et al. Support Vector
Machines[J]. IEEE Intelligent Systems and Their Applications,
1998, 13(4): 18-28.

Bikel D M, Miller S, Schwartz R, et al. Nymble: a
high-performance learning name-finder[EB/OL]. 1998: ArXiv
Preprint ArXiv: cmp-1g/9803003.

Curran J R, Clark S. Language Independent NER Using a
Maximum Entropy Tagger[C]. The seventh conference on Natural
language learning at HLT-NAACL 2003, 2003: 164-167.
McCallum A, Li W. Early Results for Named Entity Recognition
with Conditional Random Fields, Feature Induction and
Web-Enhanced Lexicons[C]. The seventh conference on Natural
language learning at HLT-NAACL 2003, 2003.

JuZ F, Wang J, Zhu F. Named Entity Recognition from Biomedical
Text Using SVMI[C]. 2011 5th International Conference on
Bioinformatics and Biomedical Engineering, 2011: 1-4.

Tang B Z, Cao H X, Wu Y H, et al. Recognizing Clinical Entities
in Hospital Discharge Summaries Using Structural Support Vector
Machines with Word Representation Features[J]. BMC Medical
Informatics and Decision Making, 2013, 13(Suppl 1): S1.

Gao C, Zhang X, Liu H. Data and Knowledge-Driven Named
Entity Recognition for Cyber Security[J]. Cybersecurity, 2021,
4(1): 9.

Pennington J, Socher R, Manning C. Glove: Global Vectors for
Word Representation[C]. The 2014 Conference on Empirical
Methods in Natural Language Processing, 2014: 1532-1543.



96

[29]

[30]

[31]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

Journal of Cyber Security 7 B 454, 2024 45 11 A, 2945, 6 H

Mikolov T, Sutskever I, Chen K, et al. Distributed representations
of words and phrases and their compositionality[J]. Advances in
neural information processing systems, 2013, 26.

Peters M, Neumann M, lyyer M, et al. Deep Contextualized Word
Representations[C]. The 2018 Conference of the North American
Chapter ofthe Association for Computational Linguistics: Human
LanguageTechnologies, Volume 1, 2018.

Radford A, Narasimhan K, Salimans T, et al. Improving language
understanding by generative pre-training[J]. Computer Science,
Linguistics, 2018.

Devlin J, Chang M W, Lee K, et al. BERT: Pre-Training of Deep
Bidirectional Transformers for Language Understanding[EB/OL].
2018: 1810.04805. https://arxiv.org/abs/1810.04805v2.

Akbik A, Blythe D, Vollgraf R. Contextual string embeddings for
sequence labeling[C]. The 27th international conference on
computational linguistics, 2018: 1638-1649.

Radford A, Wu J, Child R, et al. Language models are
unsupervised multitask learners[J]. OpenAl blog, 2019, 1(8): 9.
Brown T, Mann B, Ryder N, et al. Language models are few-shot
learners[J]. Advances in neural information processing systems,
2020, 33: 1877-1901.

Zheng H H, Hao Y N, Yu H T. Chinese Named Entity Recognition
Based on XLnet Embedding[J].
Engineering University, 2021, 22(4): 473-477.

CHERG, —VE, TG, JET XLnet AP S v 44 SR
L. B LEAFIR, 2021, 22(4): 473-477.)

Yang Z L, Dai Z H, Yang Y M, et al. XLNet: Generalized
Autoregressive Pretraining for Language Understanding[EB/OL].
2019: 1906.08237. https://arxiv.org/abs/1906.08237v2.

Dai Z H, Yang Z L, Yang Y M, et al. Transformer-XL: Attentive
Language Models beyond a Fixed-Length Context[EB/OL]. 2019:
1901.02860. https://arxiv.org/abs/1901.02860v3.

Lample G, Ballesteros
Architectures for Named Entity Recognition[EB/OL]. 2016:
1603.01360. https://arxiv.org/abs/1603.01360v3.

Strakova J, Straka M, Haji¢ J. Neural Architectures for Nested
NER Linearization[EB/OL].  2019:  1908.06926.
https://arxiv.org/abs/1908.06926v1.

Simran K, Sriram S, Vinayakumar R, et al. Deep Learning

Journal of Information

M, Subramanian S, et al. Neural

through

Approach for Intelligent Named Entity Recognition of Cyber
Security[M]. Communications in Computer and Information
Science. Singapore: Springer Singapore, 2020: 163-172.

Wang X R, Xiong Z H, Du X Y, et al. NER in Threat Intelligence
Domain with TSFL[M]. Lecture Notes in Computer Science. Cham:
Springer International Publishing, 2020: 157-169.

Tikhomirov M, Loukachevitch N, Sirotina A, et al. Using BERT
and Augmentation in Named Entity Recognition for Cybersecurity
Domain[M]. Lecture Notes in Computer Science. Cham: Springer
International Publishing, 2020: 16-24.

Li F, Wang Z, Hui S C, et al. Modularized Interaction Network for
Named Entity Recognition[C]. The 59th Annual Meeting of the
Association  for Computational —Linguistics and the 1lth
International Joint Conference on Natural Language Processing,

2021: 200-209.

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

Ushio A, Camacho-Collados J. T-NER: An All-round Python
Library for Transformer-Based Named Entity Recognition[C]. The
16th Conference of the European Chapter of the Association for
Computational Linguistics: System Demonstrations, 2021: 53-62.
Amin S, Neumann G. T2NER: Transformers Based Transfer
Learning Framework for Named Entity Recognition[C]. The 16th
Conference of the European Chapter of the Association for
Computational System  Demonstrations, 2021:
212-220.

Tu J X, Lignos C. TMR: Evaluating NER Recall on Tough
Mentions[EB/OL]. 2021: 2103.12312. https://arxiv.org/abs/2103.12312v1.
Zhang R Y, Zhao P Y, Guo W Y, et al. Medical Named Entity
Recognition Based on Dilated Convolutional Neural Network[J].
Cognitive Robotics, 2022, 2: 13-20.

Liu TY, Yao J G, Lin C Y. Towards Improving Neural Named
Entity Recognition with Gazetteers[C]. The 57th Annual Meeting
of the 2019:
5301-5307.

Gao X, Li Q C. Named Entity Recognition in Material Field Based
on Bert-BILSTM-Attention-CRF[C]. 2021 IEEE Conference on
2021:

Linguistics:

Association  for Computational — Linguistics,

Telecommunications,
955-958.

Liou Y T, Chen C C, Huang H H, et al. Dynamic Graph
Transformer for Implicit Tag Recognition[C]. The 16th Conference

Optics and Computer Science,

of the European Chapter of the Association for Computational
Linguistics: Main Volume, 2021: 1426-1431.

Ling X, Weld D. Fine-Grained Entity Recognition[J]. Proceedings
of the AAAI Conference on Artificial Intelligence, 2021, 26(1):
94-100.

Hedderich M A, Lange L, Adel H, et al. A Survey on Recent
Approaches for Natural Language Processing in Low-Resource
Scenarios[EB/OL]. 2020: 2010.12309. https://arxiv.org/abs/2010.
12309v3.

Ni J, Dinu G, Florian R. Weakly Supervised Cross-Lingual Named
Entity Recognition via Effective Annotation and Representation
Projection[EB/OL]. 2017: 1707.02483. https://arxiv.org/abs/1707.
02483vl.

Chen B, Gu X T, Hu Y F, et al. Improving Distantly-Supervised
Entity Typing with Compact Latent Space Clustering[EB/OL].
2019: 1904.06475. https://arxiv.org/abs/1904.06475v1.

Kamnitsas K, Castro D C, Le Folgoc L, et al. Semi-Supervised
Learning via Compact Latent Space Clustering[EB/OL]. 2018:
1806.02679. https://arxiv.org/abs/1806.02679v2.

Shang J B, Liu L Y, Ren X, et al. Learning Named Entity Tagger
Using Domain-Specific Dictionary[EB/OL]. 2018: 1809.03599.
https://arxiv.org/abs/1809.03599v1.

Yang Y, Chen W, Li Z, et al. Distantly supervised NER with partial
annotation learning and reinforcement learning[C]. The 27th
International Conference on Computational Linguistics, 2018:
2159-2169.

Liang C, Yu Y, Jiang H M, et al. BOND: BERT-Assisted
Open-Domain with  Distant
Supervision[C]. The 26th ACM SIGKDD International Conference
on Knowledge Discovery & Data Mining, 2020: 1054-1064.

Named Entity Recognition



FHOAT A L DS TR S AU ST SRR

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

(73]

[74]

[75]

[76]

Fries J, Wu S, Ratner A, et al. SwellShark: A Generative Model for
Biomedical Named Entity Recognition without Labeled Data
[EB/OL]. 2017: 1704.06360. https://arxiv.org/abs/1704.06360v1.
Peng M L, Xing X Y, Zhang Q, et al. Distantly Supervised Named
Entity Recognition Using Positive-Unlabeled Learning[EB/OL].
2019: 1906.01378. https://arxiv.org/abs/1906.01378v2.

Hedderich M A, Lange L, Klakow D. ANEA: Distant Supervision
for Low-Resource Named Entity Recognition[EB/OL]. 2021:
2102.13129. https://arxiv.org/abs/2102.13129v2.

Liu P F, Yuan W Z, Fu J L, et al. Pre-Train, Prompt, and Predict: A
Systematic Survey of Prompting Methods in Natural Language
Processing[EB/OL]. 2021: 2107.13586. https://arxiv.org/abs/2107.
13586v1.

Ding N, Chen Y L, Han X, et al. Prompt-Learning for
Fine-Grained Entity Typing[EB/OL]. 2021: 2108.10604. https:/
arxiv.org/abs/2108.10604v1.

Ma R T, Zhou X, Gui T, et al. Template-Free Prompt Tuning for
Few-Shot NER[EB/OL]. 2021: 2109.13532. https://arxiv.org/abs/
2109.13532v3.

Cui L Y, Wu Y, Liu J, et al. Template-Based Named Entity
Recognition Using BART[EB/OL]. 2021: 2106.01760. https:/
arxiv.org/abs/2106.01760v1.

Chen X, Zhang N, Li L, et al. Lightner: A lightweight generative
framework with prompt-guided attention for low-resource
NER[EB/OL]. 2021: ArXiv Preprint ArXiv:2109.00720.

Chen J W, Liu Q, Lin H Y, et al. Few-Shot Named Entity
Recognition with Self-Describing Networks[EB/OL]. 2022:
2203.12252. https://arxiv.org/abs/2203.12252v1.

Lee D H, Kadakia A, Tan K M, et al. Good Examples Make a
Faster Learner: Simple
Low-Resource NER[EB/OL]. 2021: 2110.08454. https://arxiv.org/
abs/2110.08454v3.

Dong Y, Guo W, Chen Y, et al. Towards the detection of

Demonstration-Based Learning for

inconsistencies in public security vulnerability reports[C]. 28th
USENIX Security Symposium, 2019: 869-885.

Satyapanich T, Ferraro F, Finin T. CASIE: Extracting
Cybersecurity Event Information from Text[J]. Proceedings of the
AAAI Conference on Artificial Intelligence, 2020, 34(5):
8749-8757.

RV, Alazab M, Jolfaei A, et al. Ransomware Triage Using Deep
Learning: Twitter as a Case Study[C]. 2019 Cybersecurity and
Cyberforensics Conference, 2019: 67-73.

Ma X Z, Hovy E. End-to-End Sequence Labeling via
Bi-Directional LSTM-CNNS-CRF[EB/OL]. 2016: 1603.01354.
https://arxiv.org/abs/1603.01354v5.

Gu J X, Wang Z H, Kuen J, et al. Recent Advances in
Convolutional Neural Networks[J]. Pattern Recognition, 2018, 77:
354-377.

Xie Teng, Yang Jun-an, Liu Hui. Chinese Entity Recognition Based
on BERT-BiLSTM-CRF Model[J].
Applications, 2020, 29(7): 48-55.
(s, #tkz, XI#. 5+ BERT-BILSTM-CRF B2 [y s 3052
MR, 2 AR 20, 2020, 29(7): 48-55.)

Jones C L, Bridges R A, Huffer K M T, et al. Towards a Relation

Computer  Systems &

[77]

(78]

[79]

[80]

(81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

97

Extraction Framework for Cyber-Security Concepts[C]. The 10th
Annual Cyber and Information Security Research Conference,
2015: 1-4.

Wang T Y, Chow K P. Automatic Tagging of Cyber Threat
Intelligence Unstructured Data Using Semantics Extraction[C].
2019 IEEE International Conference on Intelligence and Security
Informatics, 2019: 197-199.

Jo H, Lee Y, Shin S. Vulcan: Automatic Extraction and Analysis of
Cyber Threat Intelligence from Unstructured Text[J]. Computers &
Security, 2022, 120: 102763.

Balduccini M, Kushner S, Speck J. Ontology-Driven Data
Semantics Discovery for Cyber-Security[M]. Lecture Notes in
Computer Science. Cham: Springer International Publishing, 2015:
1-16.

Liao X J, Yuan K, Wang X F, et al. Acing the IOC Game: Toward
Automatic Discovery and Analysis of Open-Source Cyber Threat
Intelligence[C]. The 2016 ACM SIGSAC Conference on Computer
and Communications Security, 2016: 755-766.

Zhu Z Y, Dumitras T. ChainSmith: Automatically Learning the
Semantics of Malicious Campaigns by Mining Threat Intelligence
Reports[C]. 2018 [EEE European Symposium on Security and
Privacy, 2018: 458-472.

Mulwad V, Li W J, Joshi A, et al. Extracting Information about
Security Vulnerabilities from Web Text[C]. 2011 IEEE/WIC/ACM
International Conferences on Web Intelligence and Intelligent
Agent Technology, 2011: 257-260.

R. Lal. Information Extraction of cyber security related terms and
concepts from unstructured text[D]. USA: University of Maryland,
2013.

Sabottke C, Suciu O, Dumitras T. Vulnerability Disclosure in the
Age of Social Media: Exploiting Twitter for Predicting Real-World
Exploits[J]. Proceedings of the 24th USENIX Security Symposium,
2015: 1041-1056.

Dionisio N, Alves F, Ferreira P M, et al. Cyberthreat Detection
from Twitter Using Deep Neural Networks[C]. 2019 International
Joint Conference on Neural Networks, 2019: 1-8.

Zhao J, Yan Q B, Li J X, et al. TIMiner: Automatically Extracting
and Analyzing Categorized Cyber Threat Intelligence from Social
Data[J]. Computers & Security, 2020, 95: 101867.

Pingle A, Piplai A, Mittal S, et al. RelExt: Relation Extraction
Using Deep Learning Approaches for Cybersecurity Knowledge
The 2019 IEEE/ACM International
Conference on Advances in Social Networks Analysis and Mining,
2019: 879-886.

Zhou S P, Long Z, Tan L Z, et al. Automatic Identification of

Graph Improvement[C].

Indicators of Compromise
Labelling[EB/OL]. 2018: 1810.10156. https://arxiv.org/abs/1810.
10156v1.

Zhang H, Guo Y B, Li T. Multifeature Named Entity Recognition

Using Neural-Based Sequence

in Information Security Based on Adversarial Learning[J]. Security
and Communication Networks, 2019, 2019: 6417407.

Wu H, Li X Y, Gao Y L. An Effective Approach of Named Entity
Recognition for Cyber Threat Intelligence[C]. 2020 IEEE 4th

Information Technology, Networking, Electronic and Automation



98

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

Journal of Cyber Security 7 B 454, 2024 45 11 A, 2945, 6 H

Control Conference, 2020: 1370-1374.

Wu H. Research and implementation of entity recognition model
for cyber threat intelligence[D]. Beijing: Beijing University of
Posts and Telecommunications, 2020.

(IR, PP 28 DR S AR U R BT 5 S D). bt bt
IS HL K2, 2020.)

Wang X R, Liu R S, Yang J, et al. Cyber Threat Intelligence Entity
Extraction Based on Deep Learning and Field Knowledge
Engineering[C]. 2022 IEEE 25th International Conference on
Computer Supported Cooperative Work in Design, 2022: 406-413.
Zhou Y H, Tang Y, Yi M, et al. CTI View: APT Threat Intelligence
Analysis System[J]. Security and Communication Networks, 2022,
2022:9875199.

Lin B Y, Lee D H, Shen M, et al. Triggerner: Learning with entity
triggers as explanations for named entity recognition[EB/OL].
2020: ArXiv Preprint ArXiv:2004.07493.

Wu J X. Low-Resource Named Entity Recognition Based on
Multi-Hop Dependency Trigger[EB/OL]. 2021: 2109.07118.
https://arxiv.org/abs/2109.07118v3.

Liu J, Yan J J, Jiang J, et al. TriCTI: An Actionable Cyber Threat
Intelligence Discovery System via Trigger-Enhanced Neural
Network[J]. Cybersecurity, 2022, 5(1): 8.

Lee D H, Selvam R K, Sarwar S M, et al. AutoTriggER:
Label-Efficient and Robust Named Entity Recognition with
Auxiliary Trigger Extraction[EB/OL]. 2021: 2109.04726. https:/
arxiv.org/abs/2109.04726v3.

Gascon H, Grobauer B, Schreck T, et al. Mining Attributed Graphs
for Threat Intelligence[C]. The Seventh ACM on Conference on
Data and Application Security and Privacy, 2017: 15-22.

Qin Y, Shen G W, Zhao W B, et al. A Network Security Entity
Recognition Method Based on
CNN-BILSTM-CRF[J]. Frontiers of Information Technology &
Electronic Engineering, 2019, 20(6): 872-884.

Kashihara K, Sandhu H S, Shakarian J. Automated Corpus

Annotation for Cybersecurity Named Entity Recognition with

Feature Template and

Small Keyword Dictionary[M]. Lecture Notes in Networks and
Systems. Cham: Springer International Publishing, 2021: 155-174.

Joshi A, Lal R, Finin T, et al. Extracting Cybersecurity Related
Linked Data from Text[C]. 2013 IEEE Seventh International
Conference on Semantic Computing, 2013: 252-259.

Husari G, Al-Shaer E, Ahmed M, et al. TTPDrill: Automatic and
Accurate Extraction of Threat Actions from Unstructured Text of
CTI Sources[C]. The 33rd Annual Computer Security Applications
Conference, 2017: 103-115.

Husari G, Niu X, Chu B, et al. Using Entropy and Mutual
Information to Extract Threat Actions from Cyber Threat
Intelligence[C]. 2018 IEEE International Conference on
Intelligence and Security Informatics, 2018: 1-6.

Long Z, Tan L Z, Zhou S P, et al. Collecting Indicators of
Compromise from Unstructured Text of Cybersecurity Articles
Using Neural-Based Sequence Labelling[C]. 2019 International
Joint Conference on Neural Networks, 2019: 1-8.

Lian L Y. Named Entities Recognition of Bi-LSTM+CRF in

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

Cyberspace
University of Science and Technology, 2020, 30(6): 717-722.

(BE B, Bi-LSTM-+CRF 1) 1% 45 7 [1] ¢ 4= 40Uk iy 42 S R AR 51
U] AT FHFEAF 59K, 2020, 30(6): 717-722.)

Liu W G. Network Security Entity Recognition Methods Based on

Security Domain[J]. Journal of Heilongjiang

the Deep Neural Network[M]. Advances in Intelligent Systems and
Computing. Singapore: Springer Singapore, 2020: 1687-1692.
Chen Y X, Ding J W, Li D S, et al. Joint BERT Model Based
Cybersecurity Named Entity Recognition[C]. 2021 The 4th
International ~ Conference on  Software and
Information Management, 2021: 236-242.

Xie B, Shen G W, Guo C, et al. The Named Entity Recognition of

Engineering

Chinese Cybersecurity Using an Active Learning Strategy[J].
Wireless Communications and Mobile Computing, 2021, 2021(1).
Zhu X Y, Zhang Y, Zhu L, et al. Chinese Named Entity
Recognition Method for the Field of Network Security Based on
RoBERTa[C]. 2021 International Conference on Networking and
Network Applications, 2021: 420-425.

Bridges R A, Jones C L, lannacone M D, et al. Automatic Labeling
for Entity Extraction in Cyber Security[EB/OL]. 2013: 1308.4941.
https://arxiv.org/abs/1308.4941v3.

Collobert R, Weston J, Bottou L, et al. Natural Language
Processing (almost) from Scratch[J]. Journal of Machine Learning
Research, 2011, 12: 2493-2537.

Nguyen T H, Grishman R. Event Detection and Domain
Adaptation with Convolutional Neural Networks[C]. The 53rd
Annual Meeting of the Association for Computational Linguistics
and the 7th International Joint Conference on Natural Language
Processing (Volume 2: Short Papers), 2015: 365-371.

Vinayakumar R, Alazab M, Srinivasan S, et al. A Visualized Botnet
Detection System Based Deep Learning for the Internet of Things
Networks of Smart Cities[J].
Applications, 2020, 56(4): 4436-4456.

IEEE Transactions on Industry

Vinayakumar R, Alazab M, Soman K P, et al. Robust Intelligent
Malware Detection Using Deep Learning[J]. IEEE Access, 2019, 7:
46717-46738.

Tjong Kim Sang E F, De Meulder F. Introduction to the
CoNLL-2003 Shared Task: Language-Independent Named Entity
Recognition[C]. The seventh conference on Natural language
learning at HLT-NAACL 2003, 2003.

Ratinov L, Roth D. Design Challenges and Misconceptions in
Named Entity Recognition[C]. The Thirteenth Conference on
Computational Natural Language Learning-CoNLL '09, 2009:
147-155.

Yi F, Jiang B, Wang L, et al. Cybersecurity Named Entity
Recognition Using Multi-Modal Ensemble Learning[J]. /EEE
Access, 2020, 8: 63214-63224.

Wang X R, Liu X P, Ao S Q, et al. DNRTI: A Large-Scale Dataset
for Named Entity Recognition in Threat Intelligence[C]. 2020
IEEE 19th International Conference on Trust, Security and Privacy
in Computing and Communications, 2020: 1842-1848.

Kim G, Lee C, Jo J, et al. Automatic Extraction of Named Entities



FHOAT A L DS TR S AU ST SRR

of Cyber Threats Using a Deep Bi-LSTM-CRF Network[J].

International Journal of Machine Learning and Cybernetics, 2020,

11(10): 2341-2355.

[120] Wang X R, He S H, Xiong Z H, et al. APTNER: A Specific
Dataset for NER Missions in Cyber Threat Intelligence Field[C].

wangxuren@cnu.edu.cn

sohu.com

cnu.edu.cn

FBIZ T 2004 FAEP EEFER SR
YIFLE ST 343 T2k i 2 fr . BUAE
A1 TG R 2% B« 5T
P 5 2 () 22 Ay P B . Email:

F4EE 31005 FMETRN, 226t
FUA AL T B AL B | 9 2% 1
(L4347, Email: wangyuanyuan@

SIE9 T 2016 LI HACE K E T
Blep R SR L 247 BT
[ B2 505 L TR e 2% T A0l
BFF 500U Ay ) 4% 22 4 L B A AR .

Email: jiangjun860@iie.ac.cn

XA AR IS T A R
LHHARLAVBOTAR. BN
THfE, KEdE. Email: 1192905008@

VUEERTEUN

99

2022 [EEE 25th International Conference on Computer Supported
Cooperative Work in Design, 2022: 1233-1238.

[121] Grishman R, Sundheim B. Message Understanding Conference-6:
A Brief History[C]. The 16th conference on Computational
linguistics, 1996.

BRRRAR T 2017 AR GG 2 kR
TR 2 2 . BRI R 2 T
17 A TSI 1 2557 o P AR Ay 199 5% pk
MBI BARTE 4. Email: 2211002078@

cnu.edu.cn

ZBUE T 2014 AR P EBFEE B E RS
2. AR E RS BfE & LR
JITE i 2 R, o R 2 Bt DK 2 I 5% 4% [
GAEGE AL AT o W FTAE R B G AR

DX 4% B D5 198« Email: jiangzhengwei@

iie.ac.cn

iR T 2018 FEAE P ERRE B2 AL
B AR SR AT 2 fr e I [ Ry
Bt A S AR T i 2 LRI o A 50 A5 A
oA 5% 2% T Jl o R T 5 T A 2 ) gl A
WA HEIHT. Email: yangpeian@iie.ac.cn



