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Malware Detection Method Based on Information Flows
Relationship Features
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Abstract The development of the mobile internet has made mobile devices affect all aspects of our lives, which has led
to the concentration of personal information in mobile devices. Due to the openness and the imperfect security mechanism
of the Android system, the illegal theft of private information by software has become a common problem. Information
flow analysis technology aims at ensuring the security of information. It detects whether private data has been leaked by
analyzing the legitimacy of data transmission in applications. The method of using information flow analysis technology to
detect malware has become a current research hotspot. However, the functional complexity of Android applications is in-
creasing, along with the increase of code complexity, the similarity between benign and malware in the behavior patterns
of sensitive information flows is getting higher and higher. It is difficult to distinguish between benign and malware by
coarse-grained information flow feature description, which will greatly affect the accuracy of detection. In this paper, we
propose a new malware detection method based on the relationship features of information flows. This method further ex-
cavates the relationship features of information flows based on the extraction of application sensitive information flows.
We have made a detailed formal description of the relationship between sensitive API call sequences, and obtained the
relationship features and continuous common subsequences between sensitive API call sequences through dynamic pro-
gramming analysis. We have expressed the relationship features as five-tuples, and the API in the continuous common
subsequence is classified as six-tuples. Finally, the features of these two aspects are fused and input into the convolutional
neural networks (CNN) to realize malware detection. The experimental results show that we have achieved 98.5% and
97.6% accuracy respectively in MalGenome and AndroZoo datasets. It can be seen that the more fine-grained expression
of the relationship between sensitive information flows plays an important role in distinguishing between benign and mal-
ware.

Key words Android malware detection; relationship features; information flows; feature integration
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1 public class ButtonllListener implements View.OnClickListener {

2 private final MainActivity act;

3

4 public ButtonllListener(MainActivity paramMainActivity) {

5 this.act = paramMainActivity;

6 }

7

8 public void onClick(View paramView) {

9 Intent intent = new Intent("android.intent.action.SEND");
10 intent.setType("text/plain");
11 String str = ((TelephonyManager)this.act.getSystemService("phone")).getDeviceId();
12 intent.putExtra("secret", str);
13 Log.i("SendSMS: ", "Sending implicit Intent with MIME data type text/plain: Deviceld " + str);
14 this.act.startActivityForResult(intent, ©);
15 }
16}

2 SendSMS.apk # ButtonlListener X3 F £
Figure 2 Code snippet of Button1Listener class in SendSMS.apk
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K 3 MainActivity 25" onActivityResult() /77518
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TelephonyManager:getDeviceld()—android.telephony.
SmsManager:sendTextMessage()['] Source %] Sink

RS B AR AT

1 public class MainActivity extends Activity {
2 protected void onActivityResult(int paramIntl, int paramInt2, Intent paramIntent) {
3 if (paramInt2 == © &% paramIntl == © &% paramIntent != null) {
4 if (paramIntent.hasExtra("secret")) {
5 if (paramIntent.getExtras().getString("secret") != null) {
6 Log.v("In SendsSMS: ", "Data recieved");
7 sendSMSMessage(paramIntent.getExtras().getString("secret"));
8 return;
9 }
10 } else {
11 return;
12 }
13 Log.i("In SendSMS: ", "Data recieved");
14 return;
15 }
16 Log.i("In SendSMS: ", "No data recieved");
17 }
18
19 protected void onCreate(Bundle paramBundle) {
20 super.onCreate(paramBundle);
21 setContentView(2130903040);
22 ((Button)findViewById(2131230720)).setOnClickListener(new ButtonllListener(this));
23 }
24
25 public boolean onCreateOptionsMenu(Menu paramMenu) {
26 getMenuInflater().inflate(2131165184, paramMenu);
27 return true;
28 }
29
30 @SuppressLint({"UnlocalizedSms"})
31 protected void sendSMSMessage(String paramString) {
32 try {
33 SmsManager.getDefault().sendTextMessage("1234567890", null, paramString, null, null);
34 Toast.makeText(getApplicationContext(), "SMS sent!", 1).show();
35 return;
36 } catch (Exception exception) {
37 Toast.makeText(getApplicationContext(), “"Couldn't send SMS!", 1).show();
38 exception.printStackTrace();
39 return;
40 }
41 }
42 ¥

3 SendSMS.apk # MainActivity 25X %3 5 EX
Figure 3 Code snippet of MainActivity class in SendSMS.apk
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protected void onActivityResult(Intent paramIntent) {

sendsMsMessage (paramIntent.getExtras().getString("secret”));

String str = ((TelephonyManager)this.act.getSystemService("phone")).getDeviceId(); protected void sendsSMSMessage(String paramString) {

intent.putExtra("secret”, str);
}
¥

smsManager . getDefault() . sendTextMessage("123456789@", null, paramString, null, null);

, }

4 ButtonlListener £ BIER(E 2 &M
Figure 4 Sensitive information transmission in Button1Listener class
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Figure S The behavior of benign and malware to ac-
quire IMEI
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vt AU APL IR FR A IR (K OC REFAE Re
RUELEASC TSI F,,
INITTALIZE C[n][m], index<0.
FOR EACH F.F; e F'S DO
N<—|F |, M—|F;]
FOR n<1to N, m<1 to M DO
I F; A5 -1 A~ APLFI F; (P56 m—1 TS AH ]
IF Fj[n-1]=F[m~1] THEN
Cln][m]=C[n-1][m-1]+1
IF C[n][m] > index; THEN
MR A IRES T
Fe A K RE
| Fov |‘—C[n][m]
3RB FEE ST 7 )
1E F; (AL
index;<— n—| Fgub
13RI ST 7 5
15 F; AL E
index;< m— |F
e AP S S
b2l
F’J <~ F[index;,index,+ | Flub 1

END IF
END IF
END FOR

| Epy | AR 0FRIR F AN F A7 AR A ETE
W F N AR SE IR AR
IF |FY, |'=0 THEN
IF |FJ, |=N THEN
Re;=[0,0, 1,0, 0] /LKA
IF index; >1 && index; +| F;{lb |=N

THEN
Re;=[1,0,0,0,0] //I-KKFR

IF index; =1 && index; +|F,,, |[<N

THEN
Re; =[0, 1,0, 0, 0] /53 IR &R

IF index; >1 && index; +| F), |=N && index; =1

&& indexi+| F ;Zw

Re;=[0,0,0, 1, 0] /HAT KR
ELSE

|<M THEN

YT,

Re; =[0, 0, 0,0, 1] //AEFFE AT

PESA
END IF
END IF
END FOR
RETURN Re AND F,,
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Table 1 Sources and Sinks in SUSI

SOURCES SINKS
PHONE_CONNECTION
VOIP
NETWORK_INFORMATION
LOCATION INFORMATION PHOEI]\I;K?EATE
ACCOUNT INFORMATION BLUETOOTH
EMAIL INFORMATION ACCOUNT SETTINGS
FILE INFORMATION VI]SE 0
BLUETOOTH INFORMATION SYNCHRONIZATION_DATA
VOIP INFORMATION NETWORK -
DATABASE INFORMATION EMAIL SETTINGS
PHONE INFORMATION FILE
CONTENT RESOLVER LOG
NO SENSITIVE SOURCE INTENT

NO_SENSITIVE_SINK
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Table 2 Redefined API categories
Category
NETWORK
LOCATION
ACCOUNT
DATA_PERSISTENCE

INFORMATION
INTENT

FRIERL G TR R IR i 5038 2 PR, 1 5EWIh
thocdl ACV 40,0, 0,0, 0, 0], SRJGXHELSEA LT 7
I A —A AP HHTIE ), $kBIILEF I Dicr
FRIBLERE, SR 5 SE L 21 APT 2B504E ACY JCdlh
PR B IR 1, G 3A T E— i B 2R
FHIE Re FESLAILTIFHNRHE ACY AT PHERI S,
AR IR EM . 4 REFIEMEE N M,
Fp WHER NI, 2SR IN R 5228 B O(M*N) -

Bk 2. RHERLA.

BN #HUK APT AT A RS A L1 751
Fou, U APT A 1)K RAFE Re, API S50 B
7 8t Dict, ACV=[0,0,0,0,0,0]

i RRIE R EM

FOR i, j<0 to NUM of Re DO

FOR 4 IN FJ, DO

/1 API A, 2157 F i Dict
IF 4, €Dictkeys() THEN
113 25 Dict[A){E ACY JodlH AL &
x<«—index of Dict[4,] in tuple ACV
1% ACV T FARA x AL ETRAE A 1
ACVy[x]«1
END IF
END FOR
1% Re R ACY $HHEJG U N2 RM
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EM;;.append(Re;+ACV)
END FOR
RETURN EM
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Figure 8 Eigenvector matrix
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Table 3 Model parameter settings

iy 24 Wos R
LTINS KXL /
L= filters=256, kernel_size=3 ReLU

KAL) maxpooling_size = (3,3) /
IR units=128, Dropout=0.5 ReLU
AR units=2 Softmax
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Figure 9 Machine learning model
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