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Abstract The cultivation and selection of talents are indispensable for a “ruler” to measure them. Taking the CVSS as an
example, an evaluation model with high operability can not just be an abstract model of thinking. Furthermore, there are
six essential elements: criterion, weight, a method to map the criterion with a corresponding numerical value,
computational formula, score, and rating. Prior models lack those elements to varying degrees. Therefore, in the form of
multiple rounds of questionnaire surveys, this paper uses several qualitative and quantitative evaluation methods to
establish a comprehensive evaluation model with the above six essential elements for the competency assessment of
pentesting cybersecurity talents, named CEMoPT. First, we summarized the criterion structure and definition by
combining literature review with the Delphi method. Then, we applied the analytic hierarchy process, the entropy weight
method, and the combination weighting method to obtain the weight of the criteria. Next, we designed a method of
labeling tasks based on the membership matrix to map the criterion with a corresponding numerical value. Finally, the
score and rating were calculated by taking advantage of the computational formula in the fuzzy comprehensive evaluation
method. We designed an online questionnaire, recruited 72 subject matter experts, conducted reviews on the six essential
elements of the CEMoPT in turn, and strictly followed the constraints of stability measure and consensus measure, and
experienced a maximum of 4 rounds of iterations. Specific to CEMoPT, the criteria make up of 5 basic metric groups and
18 criterion items. The weight is a combination weight, which is a compromise between the subject weight and the object
weight. The membership matrix is the core of the mathematical formula. Based on the score, the rating is divided into 5
levels, i.e., novice, apprentice, journeyman, expert, and master. The reliability of CEMoPT was verified by conducting a
comparative experiment. To ensure the validity of CEMoPT, the research process strictly followed many constraints
required by scientific methods.
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Table 1 Analysis of six essential elements of prior models about cybersecurity talents
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Figure 1 Overview of the research
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Figure 2 Procedure of the Delphi method
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Ty A ABE IR RE S VRAL B 25 A PR B

K—HNADT 2 BV, R KK
RBHRMFEARL 24 A, K@ IR &, 8%
LR VP BRI SFEA S 37 A, AT VP IL4s BN
CHEAA T R g AR P Lo, E
MR WLy ~Ls ) APMO {E#RIE L T HEF7 k0 E %,
TR R, PP AL RO VRN T YA
i oA, T 4.2 HORHEI E SPGB,
WAESCHR AR IS, PEAN VPO 20 B LB % 3.

522 HFE#EE

BT 520 PR ZN BVFESOE MR, 5T
TR H 206 5 A YRS 2 ME B B . Py
YD) 18I0, WAL IR 250 s it 32 4o DRI Ayl i s A ok
%, FTUAESC s 25, TR0 DLR % 4.

523 fHRE

M BRI L 5, WIEEAT 2.5 A4,
XA AT RS €0t B AR B B, e s A X
(14)5E 1B ZE bR UEAL AL 2R, et 23 2R(15) 58 kU — 4k
AR B AR 5K A 201 6) T S DU 8 4 11 £ S 46
E;; Sa B ARA) U E 2 UAE ow . &5
73245 AR A B LR 6 158 — 4.

53 HEWNE

WIETETT 2.6 PAHIASRBUE, K OLIRE
(1) FEMALE SW A WAL E oW 42 1A K (22) Kk
AR Ry = 0.70 Fla, = 0.44, X5 A
23—tk 5 8a'y = 0.61 Fla', = 0.39, F AT
AARQOMRBNHARE, WK 6 M=), K
WA ZMABE RN A5 B, R RAET 2k &l BL T
K 18 i

MEZH R T LA

(1) EBE  fe s R P S0 a6 AR,
) % B F5 03 o EATTHR & — PR R (Tactic), 1AM
— Pl B AR H AR (Technique) B i FE (Procedure) . X 3R

0.16

0.14
0.12F
0.1r
g 0.08
0.06
0.04
0.02F

187

IE R S TN FUE . ANE A AT 28 18
AREE AT AFENR AR, BEIE SGEE 761 H Ax
EE I

(2) B A g NI 2 NI BB IE
MBS il IXFERRLZ MR, (BRRANEHZ
Jri R EUA B e A HE B e S B R s
AREIVET AR, e B R . IX R WIS PR HED
X AR (122 A N A B /D, HR I A B o AR 3K A
AU ORI, ER AR R A0 A 2 R 1)
A o WM /N AR IR AR U, 900 e B X P K,
BT

(3) A BUEAL T BB Z AL [, 2
— AR W RN AL A AE, 45 R M 21 i
PR, Wi 19 pros.

6 ZEEVFEM

6.1 ZREITFR

[ 2y 2.1 sPOREAHIE ST “ANA F “Redy”
PR ARTE I8 S, KN R 48 TRERF K 2HA ks
FE * K (Robert R. Hoffman) [{JHF 5374751 DL K AE 40
S U R (L Bt FRT b 4 Ay b R e 5K K F ()
WAL E, AFT0E PN

Viaing=UB1F0 2256, @, £, K] (31)

BF—ANVPRIE LR

B F-(Novice): AbF M zz 44k X H R EU AR 1 i
WIBT B, 5 SR A il 4 (Writeup) 27 >J M 7Y i)
R AR, BB T R BRRSR IAEFH2 TA

24 (Apprentice): HJ A A M T B, B O
A AR HE B8/ s B g i TR A AR, 50 &7 T
FL/PA AT I RO MRS 2, A0 AN R 0 ) 3 11 i 99
& (Vulnerable-by-design)iff 17i21%, W25 %4 5%
FEIFTURA B DTk o

g S S N N Y N N SN Y S N N S S S T S S T S
%Q\ co(_/\’ %C\' COC“' COQ“—’ %C"" ,_-OQ"- %G‘F %G‘"’ COQ’T COQ" COQ“‘ COC“ %C‘Q cg@’ %C," COC" COO“»’

—— TR

HEN T
HEWHE —— A0HE

B 18 ETFEUNEMEUNEHHESNE
Figure 18 CW-calaulated by combining SW with OW



188 Journal of Cyber Security 15 S %424, 2024 G 11 H, %59 4%, 2 6

HAEWNE
= - =)
[ o o ] (=] [l
{ ) (=] | (o} <} (=]
# % I

I I I I I 11,
A @’@ @x&»’@@ B oS g &
&N g 2 A W @@ é§> &ﬁ% ¥ L g
& & 4%&% FEF &
F & T 4\&@ W o o Y S
A S S N e P A s &7
%Cﬁ %C,-“; %C/“: %Cﬂ %Cﬂ %CJ’“J
HEI 35
E19 HUEFSLRTENESNE

Figure 19 CW of criteria displayed in descending order

m?(Journeyman) T 0 i AR i) KA 7 VAN
BRI, Gebs i A A il vl 205 tH 50 (1) 2 A4 )
o, tKﬁHU\fiEU”%EﬁéR%*jﬁ@m”k%'%?/"fﬁ
e H, F$RAC Chrome P T 4570 AR % Y I 55 5]
2 # 1 B4 42 (Bug bounty).

L5 (Expert): X W25 224 ) HEAN AU AT VR AT

I, ARSI RAT TP A, e, 7R R
ﬁ#ﬁ\*ﬁ AU 1 A IR AR A R, 7
P m)y 2z 4 I SN 18 22 FL A8 A G T I B e 45

KM (Master): &0 4 4% 22 4 430 IR Z A %0,
HACHIWE )4 R, 38 8 71 5 22 4 A BA b R I
R AT RE Ty, BEAE T BA Bk R = kG AT 5%, HL ity
%E%ﬁ%%@ﬁﬁ%ﬁﬁf?éﬁ, BRIIE 43 B LS
Bt it

ST A EERE VR E X, A2 A U A 3
Wy MWAEBILRE . AWFFTLL 5 A= ds m KT
TR, =B 2 Pros i€ K FSOmre T g & 0.
9B FUPUN A B AR 24, AR IL IR
P, Lo RO ILIAZ Lo 0 — L 585 1 it
SRR, DT BB R VPR A RO

AHh 37, AR IR &, oK e WA
Do NN 224 41 D 1R DR BBORT e i i
ﬁﬂ]i@fmﬂﬁﬁﬁﬂz)( SSEE T S U e S
I BREA S 45, IR &, PRIl 1F
WA 20 s, VEAREE ILFH 5% 5.
6.2 1F90%H

KM TUE XRNERE PRGN N I 5K E R

Vicale=[20, 40, 60, 80, 100] 32)

Z IR G2, AU O EE N
ARG I3 A7 2 SO —MEBE 0. ARHUE 40, ERR
A& 100 [PIESEME 047, B =43 4a7%77) (Triangular
Distribution).

% 5> A (1) HE 2 % JE oR 4L (Probability Density
Function, PDF) fl & # 4 A B % (Cumulative
Distribution Function, CDF) W& 21 Fi7R.

e TS
2&0 (0= x<40)
PUO=1 100+ (33)
(40 < x<100)
3000

pO o |

0 5 10 15 25 30 35 40 45
L HHH
WSS AR whs m AT SRR
B 20 FE=RLZEEIFRAITILERE

Figure 20 Statistics of V,4ing in the third Delphi round



RFy e HALBIEMAB A R VPG SR AV R 189
PDF CDF

0.0200 A~ 1.0!

0.0175 1 F % -

0.0150 1 N L8 i

0.0125 5 06 i

0.0100- 7

0.0075 041

0005071 / -

0.00257 / =

0.0000 {_’ \ 0.0 —

0 20 40 60 80 100 0 20 40 60 80 100

B 21 BoHEZERENEITH 5 EE %

Figure 21 PDF and CDF curve of Score

HEE 2 s 21 @K Prs.
[EZ R E VAP IESE -/ /A Wk

2
X

2000 (0<x=<40)
D(x)= (100 x) (34)
—+—— (40<x=<100)
6000

HEE gk E 21 ho)E R,
e Bl 21 ProsiAs ok Ze th 2k, 7520008 (175
ST

BRI A A ] 22 fioR .

B ZEM 5V aing~ Vscate ﬁ<%Tﬁ%%£%
M B AT AR TR AN DR 2R 8] (1 X3 L4
AR AR S ASPEg A R b R TA,
P VEG 2 IR Dk b AN I L, BLAEAE
Pl T, HEEE 173, FEEWIAG; VPR
(1 BT LA R K, S5 21 Ffib) hk

e 100

TR

o

T 20 -

B, 5 L

0 10%

& 22

73%
itk

40% 93% 100%

BEMNRBEAL T HIRE

Figure 22 Distribution of pentesting cybersecurity talents

BB RN 3 A B R D SURCHE ] 23 Py

104%NPS{HL

B 23 AASHREELERITWERE
Figure 23  Statistics of the distribution about talents

IR 10 G HERE(H R ROR A R L KK
W L HKIW, AL 24, NPS {HA

12.5%, 25 RAF, (HET K Im “IAR /N7 “5z
B W07 XREVEE TR TT. Mo E

BNAD B BT SRR VPR AR R ER
YR, HRAREARC K 37, NPS {HiAH] T 18.92%, #H
—RH W ER .
63 REEEME
BIEEFSE, HAr&RATC 3RS TP HEN SC.
HEBE CW . LBV 1 aping MVPHIE RV egre0 1R
PEEAT 2.6, FJELEHFE R MV 5 A B 45 5
GRARALZIVE



190

AWEFTLL e 41BN NeSE VR A& 5 41, BEHLHE
Wt 7 A AP B, Al

A={4)|l€[1,7]} (3%5)

HLL FO VPl X RAAEHENSCy b BOE A 1)

B VEVETEY raring FAT BT T B HAR K 1 70

Journal of Cyber Security 7 B 2454, 2024 45 11 A, 294, 6 H

EE 25 V145 216 N 1) 35 J8 o LAVEAS XE 5 A B, sk
3B RS R WiEk 8 B

PRGN S A B ZHENISC IR KSR RE, 3%
8 1 LA IR R b ic o JLAB PRt 6] G i) e 4 52 4
i WL B 5K 6.

* 8 THMEXRA)HIREEIEFEMESITMER
Table 8 Membership matrix and comprehensive evaluation result of the alternative (4,)

afang BT hE =T LK PNl
TS HRAEAR 0 0.29 0.43 0.09 0.19
Y NIREZS] 0.05 0.29 0.52 0 0.14
B A 0.1 0.2 0.35 0.25 0.1

Web J¥ F B 0.05 0.24 0.48 0.23 0
T3 1) 43 A 0 0.04 0.22 0.48 0.26
Il 2 4 A T 0 0 0 0.22 0.78

SRR R 0.22 0.36 0.32 0.1 0
B~ & f 0 0.1 0.57 0.28 0.05
TG SR 0.05 0.18 0.45 0.18 0.14
1) B B R 0.09 0.23 0.45 0.09 0.14
W4 £ 15 55 55 iR 0 0.29 0.33 0.24 0.14
BAE RGBT 0 0 0.26 0.30 0.44
TS TR AP 77 i i 0 0.23 0.27 0.18 0.32
& NI YEISE 0.05 0.27 0.36 0.18 0.14
974 15 Tt N 0 0.05 0.32 0.45 0.18
HOR B 0 0.14 0.38 0.33 0.15

B4 b AN IR 0.15 0.15 0.4 0.2 0.1
Bt o pr 0.09 0.05 0.38 0.29 0.19

ARREAEL 23
SRR B 0.05 0.17 0.36 0.22 0.20
PR [ ER
34> 67.00

DA KSR BEAE T AE (A5 20, Ron TS X 5L 4,
TEZAENS Cyy LRI AR o R H B A 45 2 1 SR
J& BEAR AR, B3 E R A L, T EX P AN 45 2 1
HAME R AR o KPP R AL IZAENIS ;b
XF I A5 o i R Ak B, RO PEAS R S IR R AR 4 F
PRI A AR R E S A, A,,45, WIE 24 FToR.

SRR SRR R, BN 1 B T 58 B Aok 3k
13, XA TF A ARWETOE 07235 R A 68 T PEAG
(1 o AFJE AL T e SE B M A PGB, BT I
K H ) 45 T 2 )& KB Tk 3R A SR B T R B R

TEF 5, S/ i o 8 T 5 R Ok 3
SRIEELHIE R,
6.4 FLKFEH

Mg 2 2.7 A (28), A SR E cw
SEBEEARE R A3, 1534543 EE & B, HiEid

8C;,

SCy

SCsy

Bl 24 1FEITR(ALA2,43) B RENR )
Figure 24 Skill aptitude of alternatives (41,4,,43)



Ty A ABE IR RE S VRAL B 25 A PR B

SRAERR 8 o Hohbadp K, WO VPAl 6 LA M Bl
LA TR Vs, B “W&T,

W= 2.7 FIAR(Q29), LNV g M
Ry SR B M R WL E BT A, 3BV %A1
LELVFU 34y Score by 67.00. JHRIFER 1%, K153
FLARPEA X S VP AN o Bt 4% BN =y B HE
PR 9 Fros.

#9 IFENKMESTEMSIHE
Table 9 Ranking by comprehensive evaluation
i ML ID ARREARS P 193 Ak

Ay afang 23 mF 67.00
A, rebirth 21 LXK 66.05
Ag Ender 22 S4E 55.04
Ay d3adflsh 17 5k 54.99
As giglf 16 HE 51.87
Ag Mote 15 EE 4922 -

BHR BT RIAT R ) A 24 43, o T PRIIE S A5
BRI FEEE, EORE AR A O TR AT #
5, WU ANV A AR B —FF o PRALRS
B AR 0SB NN NeSE A BN, 5 T gk 1) AT A B
PIFARZ, X T ECT VP AT O A BR >,
il K

PEA R B A, 75 2 BAEN] BRI LT, B LUK
SRt RIEIZ R B, Jrhb, S I H SR, Wi
PN R AL IR 0GB ISR VPR A Vry, B “ L7
O, PP R AL FEAE KIM e a2 3R | 4
R GEALBR B2 TN A BT 7 S i e 0, AE 7
SR P SR AR . AT, ZRGPP
P 1 PN 23 T AR IR VPG 0 AN R (R 4 52
POAMIB VPN S A 2 BE N B BRI A5 i
R PPN AR AR AE ) B KA AR ST

7 N REL SR

71 RAIEESH

168 M 5 0w VR AL, 0 MEU8(Reliability) A
F8 44 F I 5 T H (Instrument) 3R 75 O 5 45 4L, 215
SUE B A 3 RS — Bk B R (D) ENIME A
(Test-Retest Reliability), &[]k — Bt I 1] 2 J5 H 5 [F)
FERISLEG, 15 2 10 52 560 20 F b — ok S50 208 A1 L
S5 (2) N #H— 2% (Internal Consistency), AL
XIH Z M8, & 5000 AN IH B R A5 PT AR 1K H R
ER- AN I TR RO = B S S e S iR R T SV EP S

191

Z H(split-half correlation) K J& &, 4 Pearson 5%
Z K, Spearman Brown "V Z {1l Cronbach’s al"™ &
o 3)VPAL 3 0] 11 7] 5E 4 (Interrater Reliability), 74
[A) B PEAl 2 A (R — AN T 2 A — A%, 34
(1R 45 A — 3

WL PL BT L, w] SR S B X A5 R VR
fli o TEAWTEH, 5 FEREITI FARRFAEAT AT B4 1
TERTEESE B 42 B A 7 20, RIS F 255 DA 50 2
AT HE P AT 27 A VP B Y AR Y, L
FhHEA WUF 2 AR PSS, ARV B R ] SEPE o 2
— Ay, SRS PP B HE R R 9 o AR
Fh7 A, AT SRS VPR H A, SER T A
21 NeSE BIP\ b1, VLHEF R TE 2O PRAL N R A A
B4, e A 51 AR, 150 FH T R
Wk 25 Fros.

S = W R ot N

T 5

E25 FENREEREEHZ
Figure 25 Ranking directly by voting of SMEs

W P R HE P g AT X L, ATRUR IR BRIk
FLIVEAN N S A, FRHEP — 3, UFE B o] g
RA4F.

7.2 BRI

10 PE 5 VP, A RPETS)(Validity) 55 DU
SRR U B S R o DR T B (i AN
RTAIE, BT LA 80 1 B i s S A 0] 45 1 B ]
5 IR« BFE 4 P ROE R S febs: (D)RINAE
31 (Face validity), BRf# A 78700, FEASPEHE I H
WAEVEM PR RO G B, AR Q)N AR L
% (Content validity), Hfif k¢ & 1, PEMAE R TG
VP HE B T VPl 6 S T T, AT
Bl o (3)Xhr KEEA 2P (Criterion validity), FEA#A
N8 4 S BV 0% R0 S A %) £ 4 L IR ARSI R D),
R VRE 0B H K o (4) 850k )03 4 24 P (Discriminant
validity), 545 JE N Z AU SCRFZ N & 45 R 1 ks
e R A Y], BIVHENAL /N

WL DL B AT L, AT P B ) U DAL



192 Journal of Cyber Security 7 B 2454, 2024 45 11 A, 294, 6 H

FRVPAL o ABFFTAE BT 0 5 R I, A T i) 45
TIUEN] 2 BRUSOB, I i 2 (Brief) « #17%(Relevant)+
B #fi (Unambiguous) F & (Specific). % M (Objective).
TESCI L R rh, AR — AN 0 SRR ™ M A R} 2% 1) U7 v
MRS K IG A, WiEk 10 Jros, i 1) S 50 ok F42 fh)
PAARUE T CEMoPT (WA 3tk .

F10 ZETMERENERESE
Table 10 Summary of the process for establishing the
comprehensive evaluation model

PSS BRSO RE
TN 24 1
TN E X 24,37 2
ek MENEZE 48 1 CV<05
y — ) NPS>0.1
IPHT R 24,37 2 PO > 08
LAV 24,37,45 3
135353 A1 24,37 2
: ERRE 32 1 CR<0.1
EH
A 32 1
i o N/
LRETIO) 24 1

8 M RBIY FREE

8.1 M {ESERTE

FEFTT 6.3 Hh, WL BT L F AU R — VR 6T
ENNERE S C/TE S ECE Il I s R [t
AR o AR, AEVE AR (1 S B R R, S
TR INA (02 5T ) T LA e 5%, Xl
T VPN T 55 (Task) o VPAAT S5 2—ANE WH S 5205
B 2552 sk JLn] ) sl n] B 210 8l T SE gk A BT .

VP B 2R A S B W FH o 7 A e (1) )
WHATAE T “ VPAl X SRRV AT 457 (177 30, A5E40
CLEEELT 17 Ok IR R A B, X AN I R
Wi 26 Fizs.

15, 18 SR VRO B DL SR R A M 7 X
KARE VAT S, EFERE— DN VEAG TS5 45  A Al
R B TEARSS; ARG, VEASRT SOR AL T4,
s R 2 7 ey NG R IET L&Y A AU =B S W 6 £ 2 (B
FRG o e PR PR A A A SR Iy, DR VAL
X G VTAG AT 25 ¥ S5 8 R0 B A0l — kA1 3k &
FPEE o IRV AR B SR VAT 55, mhi%
HETC A R AR B

PEAGAT 45 (bR v i MR B T 358 8 0 A 511 )
PEZ b, A LA AR =T, T ka4,
BT ALPE, XA T 4 PR AT 5 ik,
VPR WA BTEAT S RS ST 5, X

PPAGAESS Z M O &R, IX R HOBOR F 0K — R 51
AT (PG AR 55 RIBOIE R, “ 3 KUk (Connect
the dots)”, 4Lk M P E N BGRE B2E T 5

T

| TG PR R ES |

SR

| em—vck g |

ghaf

E 26 ERESZSKBEUERRERSREEEMR
Figure 26 Using task-solving simulating SME-voting
to get membership matrix

WERAEM K 7 P T —AMESFRvE R, %
71 1) 2 T 3ok o) il AR 5 BUEEAT TT 4w 15 B2)(Open-
coding) 754 £

WEFE I R 3 T VPANAT 4545, VEANAT 55 1B 2K
FHESCHE . A BN W & A E LN 453
St B MTLE S BL N AT RIS
A NG, LR 3t ) oA S A BE AL .
B RPTAE SRR, Ll Web W
Yt MRS 59 S AH . ERIVLE X AT 453
HEERG T H RGN, HAni/E R G REET
VPR E AFTEINL TR K h a3 e 2 ) B
FIZMAH TR, e RIS IE . 5 W 4%
WS iG A MR R AR, L g N R 4
G SERE . B R B ATEBIE A

AT oAl 4 BB, AR 5006 8 —Fh
FRER IS, A s 2 T AL 4 FPE
RS A, B E 2R % 5 s A T, fRiX
LEF AT AT 55 R — A e 3 . BRI
S 55 3 SRR . 3 Bl R A 2 A
FHUAT A 2 A P2 B 2k 22 Y 2 R 55
ZAEEZ MR IR, 153520k s
HHEILT MG,
8.2 ARt

PEAT SE B0 1R BV 7E T Wl 5 24 R 47 1R V7
AR5, anfal 4 24 20 207l 0 R 2 5 VP46 S5,
Sk o KR b £ B PR AL 0 G e ) HRR?



Ty A ABE IR RE S VRAL B 25 A PR B

BEXE S — AN ), W AW bR v VAL AR 55 1)
R R T 4 PRV 4SS . (1) JCERETE
il X SAT 5530 5 AFDOS TR BRI ARG B 1 %
SR, BEIEARM R, JRBE, TiE. BOR. iR,
T RAFHIAE . Q)N FHH REVEAL, IX AT 5510 A2 A5t
W25 DR GErh O R I, AL dE IR D00 A e
2 0 TR R B R R DA MR S B IE AR A
(Proof-of-Concept, PoC) % 5 H| H Jil 4 (Exploit, EXP)
AR BIAAEAS [F- 6 R GRS (3) AL sy, X
RATESAE LI PR “Boot2root” RUHEHL, &
AR BGHRE T A HL AR 5 o EEEIRTLLT 4
ASVEMTAEN IR 52 2 N TERI . Web W Bt
W2 IR 25 59 R H . BRAE REABREE T . (4)Buitiik
P i, X —2RAE 55 B TR0 B S S b 6 55 e Y
UG, WA R I B 4
LA TERREE Z AU N E R E .

BEXE S AN, A TT o AT TR 48 2 A AU A
7] 1) 55 38T A A VA SE IR vt B, 18th T 5
PEAG AT 25 R A0 W 1K) 4 i 28 R PRAG SE 50 T e TE 2
(1)ZF i 3€ (Capture the flag, CTF), A fij s H %, &
A G HE BE R AT 55 75 425 (2) M 4% - B3(Network
treasure hunting), JABLF ¥ 4% 2% [H] I L Rk, 7R 05055
GO H bR - HAP, & AN E R RAESS, ib
AT 55 AT fe U s VR LG R FH Y TR B T A RS ),
BT B0 W bR SO B 1 8 X2 2 (Ambiguity
tolerance), B 75 ELA IO B A R BB H U5 (3) M 4%
i1 1l ok B85 (Network King of the Hill, NetKotH),
WA 2 5% JF 2 ) B R 2 S5 LI SR AT A 4E £,
I SR ST AT 55 5 5% (4) W 248 B8 2 R i) )
F 86-87(Network Explore and Vulnerability Exploit,
Explore-Exploit), i& A B BEMIIEIRATS, Ry 4%
PR I V) R FH 1E A 52 2 B AL 32 1R I A % 0 2
B WAL B P FSEEL AR E 3, fFE v EH 8T
B, PR R R — MO P IR R G
Iy ARG, W I AR AT . RGN
B IR PR I el R i S AR R B
SEEFLRE . SCHRI8TIWEIT T AEAT R BT IS T it 5
ST TSI JRE i (18 19 8% % 2 R s T R D Aty i 6 A ke
(1) 3 AN OCBE ). Bt Wovh B sl . MG RE R G
PEAL S LA P32 0E 2RI B AT e, S50 e K 1)
BIEWAAE 4 N, AAFA T 3 AN 1
AMIRSs, WIAEA JE ST R VR4l S (1) Y641

9 it

5L VPG RE A AR B L SO B 9T VR AN

193

WU 7 20 B, %3 43 %ot 5K Ji DG 11 i) R 0k
(kS

ERR 12 A AN R 4. RYgw A
Y £ <4 A Sl gt 280 2z 4 USRS Tl 1) 23 2 U Ay
HE ?

Tl 2 4 AT I ) iy S et TR P % 2 e R
FEIORN 3 75 3, AHE, A I8 b BT 309 28 2 v ) &5
F VP AR 2R 2 T i 45 A RV ) 28560 1 o %5 BB (¥ 45
T, ANTR] B HE DU 2 18] BE 88 R S — A 58 BE 1 R 4
AN ANSL R HE I % 52 . — 5T, I SRR 2 PR
RN TGP, DO LBl # At A 2 2
R, 22 AR R SR A is T
T, AEVEAl SE 560 BT I B, VR 2 HE AR AT th e A
RS, LTI A, R T RSN
Dy SR AEG SR KA fEL

VB RR 20 AT 2 R Ak sk WA E IR I ek, 3
5 R LR RE P 1oy i, U MENISC 74
FUEW, THE A 7 4050, T BT 21 KO8R
PUAC. BESRIXFE, AT 4 LB AN H 4 Be b
HRRAF?

LA TE B E A R R — b ] B R AT R T s
WFFT— P A R L 3X A T ok kA AL, (5
SR A PRI A R b 345 3 £ v ) 30
B, RVEA S B ENETCOR, 1S AVE e 2 %
(R B H ARG, X WAL ARH A G B . 7EM
8 e T H A B E R A B O RCE S, — 4
HENITRS CAT 5 A, A L4 i) 23— R U B
15 20% /i A7 o “RAENISC A 7 A, AHH A L I
Tr “RMEMIBUE AL 14% e 4, IXAERAFSCo AL &
BUEAE 3%/ A7 VE R L, “RAENISCyf 2 AN, A
LR LT R 7y — AL AE 50% ZeAa, IXFER TG
SCo A BUELE 10% 7547 X2 R L E R 43 2R
THR—AEHM ST 100%, 1 ALER]S LER
IS A AT 1) 37 BIUR A iy L, S8 R I RE A A KL
(LEMSEL IR S OL AP SR IR T

XL 7 LR RO i A5 2 3 R A
bt ATRLR IR R Bk B A ARG 10 2 7 AL g
DR Ay 49 P AR PR Rk L 2 53 P A BT B2 K A
X EE

R 3: F R HTE AT O U5 2, BIPPAL X
GARREES VI, R AT AT AN 2 R 3 Bk At v 25
F VPO IR R 2 i PR 2 R ATk SR R 2

JED T3 T AR 0 2 K 38 00 BB B, SR A5
FEFEAT U AL AT ) . BT 2.4.0 A2, X
DA R DA 38 R0onr SRR, ) LAAS 2 DF 4 7 D 1



194 Journal of Cyber Security 7 B 2454, 2024 45 11 A, 294, 6 H

BUEE, 2 )2 53 M A e FH ) Bl 20 3R

{2 R Wik i & vEm A A, 5 —
oAt A2 AH X (Relative measurement), XM 55
AT )2, W BT VAN R GO B — AN VR T
T A8 35 e LA R B, 49 BB AS VRS X S A R AN VR
rdE ) e e B o B iR SRR 4 ) ) e
(Absolute measurement), XM IELEREN)Z, XS FT
ATV AE AR 00 455 AS DA 7R D) PRy A T i EBUARL (T
P B . ZEEE) RIS O PR R BE, 19 BN UF
MV D) R B AN AT B UM PR A XL SE A . - HAN I
WX RS, DL B PR A A — AN L[]
(R 1R) R —J7 IR, e AT AR oy EL R B, LAAH
P A, RPN R A L PR AEIN L H
Kn, GEEVEN TR B IE n IR DX L YEMAERE, 7EREAS
S P AT o H B BT, AT
G5 Y — P 3 ) T AR 1) 6T B e R A s T Vs,
A7 ISR 36 = W AR — S50 A 56 24 R (%) ) 3
J7i%, R R BATH K Z R A AT S 1

DL b, AW N 50T, Z R irikid
R FUMACE, TAIE G e G .

o] 4: A FHBF UL 2R VPN BT e A A
RE I VEAY, A2 sa 6 T A% AR IR B X 51
AT A

BT B S T 2% 4 A N A B IR AL AR
AT B o ABFFCVFUAE Y 3 Fl e 2%
TOUET R AT SRR R o HE T I,
TSP BIE S, AR TEREM R H ) %
SNy RS R E RS S = G — A
—J7 I, FEFATAE I LA 2 510, B AR A
T FEFENAS NI RE ) BEAT HER I 255 VP

0 2% 22 < QI PR ROV A& DA IE 2 - 20 A7 280
NAEETT I, AW TR XA T M
2% 2 U SR B RS IE R B A5 HZ,
PO Bk A AIE A A A T HE T TR, 2 A A
A AR TR AL 7T SR 2R LR, AR A ik S 2 PEA
X IEE ) FRR .

ARSI ZR A VPR, R R g —F A
A BEI VAN I R R, X2 A TR ) ) . A
RN e B rh ) WFSU G Se A T XA R —
MG — N A RN PEAL RS54, IR H, BFois
R A [F AT 25 TE 20 5 AN R VAl 2 Ik, TF AN [F]
TEA VAL S8, Bk e i A 30 PEAG N S i fig ) BB,
X2 JE ST A AR AR ORI i) i

10K § B/ 5T BUR e A (U e I AT WY S
RAF K TP R BB AE B, 107 AN A W TRAl T

G B R R T T REVE A4 e ?

HRIT RENS 7 PP Al I R h R B M B R F A IR,
TR M AR A, ARME I SRR S AN Y
Hdle o IXHE AT AE BT BRYE, 2R A 7
BT T2 A e FEMIPNL B IE K A2 45 R
] R E o (HZ, AT 224 58 FRATBOLIN PEAS 7] )
&, AWFTER VPG AR S5 bR E e, B T 2545
PR B AR OGN B MR 2 A, AT IR I, T el
Ay BB N PEA A5 o SRR DAL &
WA, R T 45 s 0 AL RS VRO HE U _E
B CRE VORI Z Ak, I REXS PR R K17
NIERE . SR E AT AN B0 R .

10 fHXTITIE

BAN A AR [ 22 A 5 30 97 1l oy T 4% 2 4 A
TG PRSP PGEAT T . AR TAE G220,
T A S SR iRV EP NI B N L TR (s
Bk 1 LS FH P 10 0 52 ks i B AR 4 A R 5 ) 2
A i)l IX RIS FEEATH R A ARV 1) 4 1
A RS, TRV AT RIS . ATEE
XSRS T V. TR R BB LA TS, 4
A, R R, R . fRih, DR B E
22 R HPK B R -5 #H B 58 (Michelle Mazurek) [41BA
(1) JLIU BT 0 R B BEAT A 4 SCHR[881 23 #1738 17)
AR e 3 ) (R L AR, 5 T I ) T A
H G SCHR[891E ik 43 A1 BiBiFilO13E 26 (1 £ #,
PR ARG B AR TT R 5N, SCHR[91]
U T R RN AN B U T R B ;. SCiR[92]
O T AE B A S BLIT,  AATT AN ) SR 95 1) 22 4 i)
S WA B PR32 1 55

B/RIFEER VRPN 2 EH T
WOBWS R ER TR, T A N aNe s,
UM 5 2R FH L SO R B PR SR S 00 o SCIR[10]
ISR SEVE T I 5 40 L F PP, M KSAs =AM
Wk, HlE T HEAE R RGN R L& Ui 4148
W 25 A PR R AT ) 53 o SCHR[93 ]2 24k & Sl it
3R R AR, BRIk HH e R e SRR Y 5 % 2 i
B JAAT I B A S BRI AR S, IR ST
A 447 30K 0 o 25 0 48 5 260 110 0 B 2 B R RR 2E FN 2)
WREE5Y 2 TR o

11 245

J[AX ==

AW T RGBT 2 A2 E B W7k,
BFRERAEE . B BRGE . A5 RALE
MR 255 PRI, 57 73508 A2 N A fe o1



K, I 4 5 A IR SOT L KPP BT
SEROVERT RS, ELFRAEN . BCEE . BRI T % o
FANL A MPPYEE 6 2R, HAIRLF Il A
PEo B T SEPEDE O ANAT LR VY AT, AT BE
AR A BETIVRAG IR “RT70 [RII, BEigs i 7
BT SR PR (PP AN AR S5 AR VE T ik, AR S5 K Ak
RAFEAUL R BRI g BERT PR3 7 1%, DL R R 4
PGSR BT SR 2

B AR PEAFRMANERRE S
R ERMBELG PR AT TEE LT R
B, 43T AFEFTAER B N0.2191100007119010,
No.Z181100002718002)#R 22 7 B4 . Bt & F 28, i 2
AFFRH 3 5, Bt NeSE BIR R XN £.4,

S0k

[1] Dan S. A Guide to the National Initiative for Cybersecurity
Education (NICE) Cybersecurity Workforce Framework (2.0)[M].
Auerbach Publications, 2016.

[2] Curriculum guidelines for post-secondary degree programs in
cybersecurity (CSEC2017). A4 Report in the Computing Curricula
Series Joint Task Force on Cybersecurity Education. 2017.

[3] Cybersecurity Curricular Guidance for Associate-Degree Programs
(Cyber2yr2020), A Report endorsed by Association for Computing
Machinery (ACM) and Committee for Computing Education in
Community Colleges (CCECC), 2020.

[4] Rashid A, Danezis G, Chivers H, et al. Scoping the Cyber Security
Body of Knowledge[J]. IEEE Security & Privacy, 2018, 16(3):
96-102.

[5] HallettJ, Larson R, Rashid A. Mirror, mirror, on the wall: What are
we teaching them all? Characterising the focus of cybersecurity
curricular frameworks[C]. 2018 {USENIX} Workshop on Advances
in Security Education. 2018.

[6] Shoemaker D, Kohnke A, Sigler K. The Cybersecurity Body of
Knowledge: The ACM/IEEE/AIS/IFIP Recommendations for a
Complete Curriculum in Cybersecurity[M]. CRC Press, 2020.

(7] F TR W2 ) e d N A BT IE S, W 2 s ) e & TR R A
IR AR HET, 2019.

(81 I W& 2 i) e 4 N A BOFTIR I, W 2 ) e & TR R A
B IR R TR 2.0, 2020.

[9] O'Neil L R, Assante M, Tobey D. Smart grid cybersecurity: Job
performance model report[R]. Pacific Northwest National Lab.
(PNNL), Richland, WA (United States), 2012.

[10] Nilsen R. Measuring Cybersecurity Competency: An Exploratory
Investigation of the Cybersecurity Knowledge, Skills, and Abilities
Necessary for Organizational Network Access Privileges [Ph.D.
dissertation]. Nova Southeastern University, 2017.

[11] 360 P25 22 AR5 I 4 2 A4 A Be 0 R Jeé 1 B H, 2020.

[12] Institute of Information Security Professionals (IISP), Information

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

(23]

[26]

[27]

[28]

[29]

(30]

[31]

195

Security SKills Framework (ISSF), 2010.

Campbell S G, O’Rourke P, Bunting M F. Identifying Dimensions
of Cyber Aptitude[J]. Proceedings of the Human Factors and
Ergonomics Society Annual Meeting, 2015, 59(1): 721-725.
Campbell S G, Saner L D, Bunting M F. Characterizing
cybersecurity jobs: Applying the cyber aptitude and talent
assessment framework[C]. The Symposium and Bootcamp on the
Science of Security, 2016: 25-27.

Ani U D, He H M, Tiwari A. Human Factor Security: Evaluating
the Cybersecurity Capacity of the Industrial Workforce[J]. Journal
of Systems and Information Technology, 2019, 21(1): 2-35.
Hanford S. Common vulnerability scoring system, v3.1 [C].
Technical report, Forum of Incident Response and Security Teams.
2019.

Rowley J, Slack F. Conducting a Literature Review[J]. Management
Research News, 2004, 27(6): 31-39.

Skulmoski G J, Hartman F T, Krahn J. The Delphi Method for
Graduate Research[J]. Journal of Information Technology Education:
Research, 2007, 6: 1-21.

Saaty T L. Decision Making with the Analytic Hierarchy Process[J].
International Journal of Services Sciences, 2008, 1(1): 83.

ZhuY X, Tian D Z, Yan F. Effectiveness of Entropy Weight Method
in Decision-Making[J]. Mathematical Problems in Engineering, 2020,
2020: 1-5.

Xu Z S, Da Q L. Study on Method of Combination Weighting[J].
Chinese Journal of Management Science, 2002, 10(2): 84-87.
(BREIK, IKRA. 2 @M Sk A G IRBUNEN E[T]. P EE
FEFI, 2002, 10(2): 84-87.)

Dombi J. Membership Function as an Evaluation[J]. Fuzzy Sets
and Systems, 1990, 35(1): 1-21.

Lai C G, Chen X H, Chen X Y, et al. A Fuzzy Comprehensive
Evaluation Model for Flood Risk Based on the Combination
Weight of Game Theory[J]. Natural Hazards, 2015, 77(2): 1243-1259.
Mancuso V F, Strang A J, Funke G J, et al. Human Factors of Cyber
Attacks[J]. Proceedings of the Human Factors and Ergonomics Society
Annual Meeting, 2014, 58(1): 437-441.

Hopkins P, Unger M. What is a 'subject-matter expert'? [J]. Journal
of Pipeline Engineering, 2017, 16(4).

Converse J M, Presser S. Survey questions: handcrafting the
standardized questionnaire[M]. Beverly Hills: Sage Publications,
1986.

Konstantinos X, lain S, Huw R, et al. Penetration Testing and
Vulnerability Assessments: A Professional Approach[C]. Paper
presented at the International Cyber Resilience conference,
Security Research Institute Conferences, 2010.

Matthews J, Goerzen M. Black Hat Trolling, White Hat Trolling,
and Hacking the Attention Landscape[C]. Proceedings of The 2019
World Wide Web Conference, 2019: 523-528.

Caldwell T. Ethical Hackers: Putting on the White Hat[J]. Network
Security, 2011, 2011(7): 10-13.

Horejsi J, Lunghi D, Pernet C, et al. earth akhlut: exploring the
tools, tactics, and procedures of an advanced threat actor operating
a large infrastructure [J], 2020.

Brangetto P, Caliskan E, Rd&igas H. Cyber Red Teaming-



196

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

Journal of Cyber Security 7 B 2454, 2024 45 11 A, 294, 6 H

Organisational, technical and legal implications in a military
context[J]. NATO CCD CoE, 2015.
MITRE ATT&CK Evaluation, Methodology Overview: Adversary

Emulation, URL: https://attackevals.mitre.org/adversary-emulation.

htmlPenetration.

Chuck and Allen, Competencies 1.0 (Measurable Characteristics),
HR-XML, Recommendation 2001-Oct-16.

Vybornov A, Miloslavskaya N, Tolstoy A. Designing Competency
Models for Cybersecurity Professionals for the Banking Sector[M].
Information Security Education. Information Security in Action.
Cham: Springer International Publishing, 2020: 81-95.

Yaokumah W. Cyber Security Competency Model Based on
Learning Theories and Learning Continuum Hierarchy[M]. Global
Cyber Security Labor Shortage and International Business Risk.
IGI Global, 2019: 94-110.

Prifti L, Knigge M, Kienegger H, et al. A Competency Model for
Industrie 4.0[J]. 2017.

Behrens S G, Alberts C, Ruefle R. Competency lifecycle roadmap:
toward Performance readiness[R]. CMU CARNEGIE-MELLON
UNIV PITTSBURGH PA SOFTWARE ENGINEERING INST,
2012.

von der Gracht Heiko A. Consensus Measurement in Delphi
Studies[J]. Technological Forecasting and Social Change, 2012,
79(8): 1525-1536.

Kou G, Ergu D J, Chen Y, et al. Pairwise Comparison Matrix in
Multiple Making[J].
Economic Development of Economy, 2016, 22(5): 738-765.

Dalkey N, Helmer O. An Experimental Application of the DELPHI
Method to the Use of Experts[J]. Management Science, 1963, 9(3):
458-467.

Criteria Decision Technological —and

Suriowiecki J. The Wisdom of Crowds: Why the many are Smarter
than the few and how Collective Wisdom Shapes Business, Economies,
Societies and Nations[J]. Choice Reviews Online, 2004, 42(3):
42-1645.

Rowe G, Wright G. The Delphi Technique as a Forecasting Tool:
Issues and Analysis[J]. International Journal of Forecasting, 1999,
15(4): 353-375.

Dajani J S, Sincoff M Z, Talley W K. Stability and Agreement
Criteria for the Termination of Delphi Studies[J]. Technological
Forecasting and Social Change, 1979, 13(1): 83-90.

English J M, Kernan G L. The Prediction of Air Travel and Aircraft
Technology to the Year 2000 Using the Delphi Method[J].
Transportation Research, 1976, 10(1): 1-8.

Grisaffe D B. Questions about the ultimate question: conceptual
considerations in evaluating Reichheld's net promoter score
(NPS)[J]. Journal of Consumer Satisfaction, Dissatisfaction and
Complaining Behavior, 2007, 20: 36.

Joshi A, Kale S, Chandel S, et al. Likert Scale: Explored and
Explained[J]. British Journal of Applied Science & Technology,
2015, 7(4): 396-403.

Kapoor, Peter. Systems approach to documentary maritime fraud

[Ph.D. dissertation], University of plymouth, 1987.

Saaty T L. The analytic hierarchy process (AHP)[J]. The Journal of

the Operational Research Society, 1980, 41(11): 1073-1076.

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

Triantaphyllou E. Multi-Criteria Decision Making Methods[M].
Applied Optimization. Boston, MA: Springer US, 2000: 5-21.
Shiraishi S, Obata T, Daigo M. Properties of a Positive Reciprocal
Matrix and Their Application to Ahp[J]. Journal of the Operations
Research Society of Japan, 1998, 41(3): 404-414.

Carter T. An introduction to information theory and entropy[J].
Complex systems summer school, Santa Fe, 2007.

Delgado A, Romero I. Environmental Conflict Analysis Using an
Integrated Grey Clustering and Entropy-Weight Method: A Case
Study of a Mining Project in Peru[J]. Environmental Modelling &
Software, 2016, 77: 108-121.

Shan C J, Dong Z C, FAN K, et al. Application of combination
weighting method to weight calculation in river health evaluation
[J]. Journal of Hohai University (Natural Sciences), 2012, 40(6):
622-628.

Chen J F, Hsieh H N, Do Q H. Evaluating Teaching Performance
Based on Fuzzy AHP and Comprehensive Evaluation Approach[J].
Applied Soft Computing, 2015, 28: 100-108.

Bai S M, Chen S M. Evaluating Students’ Learning Achievement
Using Fuzzy Membership Functions and Fuzzy Rules[J]. Expert
Systems With Applications, 2008, 34(1): 399-410.

Chameau J L, Santamarina J C. Membership Functions I:
Comparing Methods of Measurement[J]. International Journal of
Approximate Reasoning, 1987, 1(3): 287-301.

BIARIEANT 2 A5, WM& NA TR TR &, 2019.
MITRE C. Adversary Tactic Technique & Common Knowledge
(ATT&CK), 2020, URL: https://attack.mitre.org/.

MITRE C. Common Attack Pattern Enumeration and Classification
(CAPEC). 2014. URL: http://capec.mitre.org.

Bahrami P N, Dehghantanha A, Dargahi T, et al. Cyber Kill
Chain-Based Taxonomy of Advanced Persistent Threat Actors:
Analogy of Tactics, Techniques, and Procedures[J]. Journal of
Information Processing Systems, 2019, 15(4): 865-889.

Pols P, van den Berg J. The Unified Kill Chain[J]. CSA Thesis,
Hague, 2017: 1-104.

Nickerson C, Kennedy D, Smith E, et al. Penetration testing
execution standard[J]. 2014. URL: http://www.pentest-standard.
org/index.php/Main_Page.

Meucci M, Muller A. Owasp testing guide v4[J]. OWASP
Foundation, 2008.

Auger R, Barnett R. Web Application Security Consortium: Threat
Classification Version 1.0[J]. Web Application Security Consortium
(www. webappsec. org), 2004.

Herzog P. OSSTMM 3-The Open-Source Security Testing
Methodology Manual: Contemporary Security Testing and Analysis[J].
ISECOM-Institute for Security and Open Methodologies, 2010.

Rathore B, Brunner M, Dilaj M, et al. Information systems security
assessment framework (ISSAF) draft 0.2. 1[J]. 2009.

Scarfone K, Souppaya M, Cody A, et al. Technical guide to
information security testing and assessment[J]. NIST Special
Publication, 2008, 800(115): 2-25.

Wu P, Sismanis Y, Reinwald B. Towards Keyword-Driven
Analytical Processing[C]. The 2007 ACM SIGMOD international
conference on Management of data, 2007: 617-628.



=7
Wy

[69]

[70]

[71]

(721

(73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

(81]

[82]

S BB BN A I VAN 275 PR LY

Zhang Y, Xu F F, Li S, et al. HiGitClass: keyword-driven
hierarchical classification of GitHub repositories[C]. 20/9 IEEE
International Conference on Data Mining, 2020: 876-885.

Bodeau D J, McCollum C D, Fox D B. Cyber threat modeling:
survey, assessment, and representative framework[R]. MITRE
CORP MCLEAN VA MCLEAN, 2018.

Song J, Alves-Foss J. The DARPA Cyber Grand Challenge: A
Competitor's Perspective[J]. I[EEE Security & Privacy, 2015, 13(6):
72-76.

Song J, Alves-Foss J. The DARPA Cyber Grand Challenge: A
Competitor's Perspective, Part 2[J]. IEEE Security & Privacy, 2016,
14(1): 76-81.

C&Ocirc;T&Eacute; J E. Sociological Perspectives on Identity
Formation: The Culture-Identity Link and Identity Capital[J].
Journal of Adolescence, 1996, 19(5): 417-428.

Hoffman R R. How can Expertise be Defined? Implications of
Research from Cognitive Psychology[M]. Exploring Expertise.
London: Palgrave Macmillan UK, 1998: 81-100.

Ericsson K A. The Cambridge handbook of expertise and expert
performance[M]. 2nd ed.

Johnson D. The Triangular Distribution as a Proxy for the Beta
Distribution in Risk Analysis[J]. Journal of the Royal Statistical
Society: Series D (the Statistician), 1997, 46(3): 387-398.

Weisstein E W. Triangular distribution, from mathworld—a wolfram
web resource[J]. URL: https://mathworld.wolfram.com/Triangular
Distribution.html.

Price P C, Jhangiani R S, Chiang I C A. Reliability and validity of
measurement[J]. Research methods in psychology, 2015.

Eisinga R, Grotenhuis M T, Pelzer B. The Reliability of a
Two-Item Scale: Pearson, Cronbach, or Spearman-Brown? [J].
International Journal of Public Health, 2013, 58(4): 637-642.
Peterson R A. Rating scales[J]. Constructing effective questionnaires,
2000: 61-81.

Workthrough of Cengbox, Gamebox in Vulnhub, URL: https://
www.hackingarticles.in/cengbox- 1 -vulnhub-walkthrough/.
Khandkar S H. Open coding[J]. University of Calgary, 2009, 23:
2009.

BF 12013 AP RO E A
LA BUAE T R B S TR T
B Lo o ST A A fiE 1 0P
o PO BT 2 HH L B A%

Email: zhangxiu@iie.ac.cn

EERGL T 2014 SEAEAL USRI L
FAL e BUEA E R B B TR FUTIE
R TR WU B 4. TS
A ARy 2 N R LS SN e s U]

X155 . Email: gongxiaorui@iie.ac.cn

(83]

[84]

[85]

[86]

(87]

[88]

[89]

[90]

o1

[92]

[93]

197

Childers N, Boe B, Cavallaro L, et al. Organizing Large Scale
Hacking Competitions[M]. Detection of Intrusions and Malware,
and Vulnerability Assessment. Berlin, Heidelberg: Springer Berlin
Heidelberg, 2010: 132-152.

NetKotH (Network King of the Hill), URL: https://netkoth.org/
Bock K, Hughey G, Levin D. King of the hill: A novel
cybersecurity competition for teaching penetration testing[C]. 2018
{USENIX} Workshop on Advances in Security Education. 2018.
Zhang X, Liu B X, Gong X R, et al. State-of-the-Art: Security
Competition in Talent Education[M]. Information Security and
Cryptology. Cham: Springer International Publishing, 2018:
461-481.

Zhang X, Liu B X, Gong X R, et al. Explore-Exploit: A Security
Competition Modeling the Real-World Network Penetration
Scenario[J]. Journal of Cyber Security, 2020, 5(4): 55-71.

(TS5, XFEJE, 3BBEEE, %%, Explore-Exploit: — FBi$bl B 5
BBV LRSI, (R LR FR, 2020, 5(4): 55-71.)
Votipka D, Rabin S M, Micinski K, et al. An Observational
Investigation of Reverse Engineers' Processes|[EB/OL]. 2019:
arXiv: 1912.00317. https://arxiv.org/abs/1912.00317.

Votipka D, Fulton K R, Parker J, et al. Understanding Security
Mistakes Developers Make: Qualitative Analysis from Build It,
Break It, Fix it[C]. The 29th USENIX Conference on Security
Symposium, 2020: 109-126.

Parker J, Hicks M, Ruef A, et al. Build It, Break It, Fix It:
Contesting Secure Development[J]. ACM Transactions on Privacy
and Security, 2020, 23(2): 10.

Votipka D, Stevens R, Redmiles E, et al. Hackers vs. testers: A
comparison of software vulnerability discovery processes[C]. 2018
IEEE Symposium on Security and Privacy, 2018: 374-391.
Redmiles E M, Malone A R, Mazurek M L, et al. I think they're
trying to tell me something: Advice sources and selection for
digital security[C]. 2016 IEEE Symposium on Security and Privacy,
2016: 272-288.

Emami-Naeini P, Agarwal Y, Cranor L F, et al. Ask the Experts:
What should be on an IoT Privacy and Security Label? [EB/OL].
2020: arXiv: 2002.0463 1. https://arxiv.org/abs/2002.0463.

XIEAE T 2002 F7E 1 E R BT R A
BEIRAFIE L2500 o AT R 22 B A5 B T
FRAT T 01 o B /ST AT HT5T
AU Ay 0 4% 2 A TR B IR 4% 2 AV

FiARZS: . Email: liubaoxu@iie.ac.cn

FE&H T 2015 FAE P EREHEAR RS
PAFE L AL IR P E R R B L
HF 5T BOSE 2247 o B 704N % 5 R
Gz, BN ZIRFAE,. &
Ui H1% . Email: yudongsong@iie.ac

PROGEESSIVE



198 Journal of Cyber Security 7 B 2454, 2024 45 11 A, 294, 6 H

RERE T 2020 FAE T EA KRG XI$E T 2015 FEAEHE RPN L
B IAE P R B B LR TR 224 o AR E R 22 B 5 B LR
BT B 1 1247 . Email: zhaobeibei@iie. ST I o BRSO BT 5P

ac.cn T 5 2 R B, 6 R BE 4% ) e gk o 3 i) O
TR SR EPP4S . Email: liuyuan@

iie.ac.

B 1. AN E X R R AT ERE

F1 ENEXE-REFITNERERI T
Table 11 Data analysis of the definition of criteria in the first Delphi round

A AR R i aeau AHC I REE CV o aPMO
SCyq: FRUEEIRBEE 0 0 2 7 15 5 454 064 014  92%
SCyp: MZEN I 0 1 1 8 14 5 446 076 017 88%
SCya: B 0 0 3 11 10 4 429 068 0.16 88%
SCqq: Web N FH YT 0 1 2 10 11 5 429 079 018 83%
SCop: FEFFINIR) 31T 0 0 3 7 14 5 446 071 016 88%
SCps: IRIFHZ A H] 0 2 2 8 12 5 425 092 022 5%
SCoy: B AR E 0 3 2 8 11 5 413 101 024 67%
SCsq: HEBNB T & i3 0 0 5 9 10 5 421 076 018 79%
SCsp: WIAHHE FFRHK 0 0 3 10 11 5 433 069 016 8%
SCz3: BN IBIE 0 2 1 6 15 5 442 091 021 79%
SC3q: WIS 55 5 FI ] 0 1 1 10 12 5 438 075 017 88%
SCys: BRIERGARUIRELT 0 1 4 8 11 5 421 087 021 75%
SCye: NIIRAT ™ Wb B AR 0 1 4 6 13 5 429 089 021 7%
SCyy: W45 TN IkE 0 0 3 6 15 5 45 071 0.16 88%
SCyy: FAR 1 2 4 7 10 5 396 114 029 58%
SCsy: A AL FAIRIE 0 2 3 4 15 5 433 097 022 71%
SCsy: Biligiftortir 0 0 2 9 13 5 446 064 014 92%
HRBFEALL: 24

F12 HENEXHE_RERITFUEES

Table 12 Data analysis of the definition of criteria in the second Delphi round

L5 o %%Uﬂ Eﬂ:%‘»)ﬂ 4431 Jp’; WA gyﬂ L M tsMEE CV o APMO

SCyy: FRURTEHRBAE 0 1 5 12 28 5 446 077 017 8%
SCyp: PIZEN I 0 0 4 11 31 5 459 065 014 91%
SCyy: BMEEA 1 1 6 15 23 5 426 092 022 8%
SCy1: Web N FH BT 0 2 6 16 22 5 426 085 020 78%
SCop: FEFFINIR) 317 0 1 4 16 25 5 441 074 017 87%
SCyz: IIAEHT R 1 1 7 13 24 5 426 094 022 76%
SCpy: BRI 0 1 5 12 28 5 446 077 017 8%
SCyq: HBHBU T H g 0 0 7 11 28 5 446 074 016 85%
SCsy: WIURHE RRHL 0 1 7 11 27 5 439 082 019 80%
SCyy: BEMB I LIS 0 1 3 15 27 5 448 071 016 8%
SC3q: WIS 55 5 FI ] 1 2 4 11 28 5 437 096 022  78%




TS AR @ALBIEINA I BT VR SR A VR Y 199
T e o S LD o Wi k%R cv o APMO
SEAAAT] FEAAGNTT  dan EEARE SEATANT
SCys: BAFRGRURELTT 0 2 4 14 26 5 439 082 019 83%
SCse: N AT Sl it 0 1 5 10 30 5 450 077 017 8%
SCsy: & FINIGYIHEIE 0 3 5 12 26 5 433 091 021 76%
SCyy: B4 it Ik 0 2 4 13 27 5 441 082 019 83%
SCyy: FARRH 0 2 5 13 26 5 437 084 019 80%
SCsq: HHE AL FANHIE 0 1 5 14 26 5 441 077 017 8%
SCsy: Biligiftortir 0 0 7 10 29 5 448 074 017 85%
AR 46
BidsR 2: RIRSH0E H AR LA RE P AR
F 13 U ERI XS B T B9 B X EE AR RE P B — B AR IR
Table 13  Pairwise comparison matrix of SCy; and consistency check
SC;;, SCi, SCi3 n Amax CI Rl CR — SR AT I Amax X VAL 0] 5 U BRI F(SW 1))
Yo 1 15 13 —0.1640 0.1095
SCy, 5 1 2 3 300 0 052 0 biiSus -0.8711 0.5816
Yo 3 12 1 —0.4629 0.3090
F 14 BUEER XN FE N B9 50X P B P B —BUME AR 38
Table 14 Pairwise comparison matrix of SC;; and consistency check
SCy; SCy; SCp3 SCpy M Jmax CI RI CR — PR Amax R NAFAE 1) B U B (SW )
SCy 1 2 2 3 0.7423 0.4117
SCy 12 1 1/2 2 0.3246 0.1800
4 410 003 089 0.04 ik
SCyy 112 2 1 0.5866 0.3098
SCp 153 12 1/4 1 0.1774 0.0984
F 15 BEIEHIXT R FOE N B9 B X P KB P B — B AR IR
Table 15 Pairwise comparison matrix of SC3; and consistency check
SC;  SC3;  SCi3 SC3y  SCss SCi SCzp M dma cI RI CR ;ff #Jj:w;jgu )(%S;';
SCyy 1 1/3 1/3 2 1/2 3 4 02688  0.1191
SCs, 3 1 2 4 2 3 5 -0.6624  0.2935
SCss 3 1/2 1 3 2 5 3 —0.5284  0.2342
SCs4 12 1/4 1/3 1 1/3 3 3 7 741 0.07 136 005 @ik -0.1956  0.0867
SCss 2 12 12 3 1 3 3 —0.3840  0.1702
SCs6 13 1/3 1/5 1/3 1/3 1 2 -0.1240  0.0549
SCs, 1/4 1/5 1/3 1/3 1/4 12 1 —0.0933  0.0414
F 16 FTHUIE RIS R FAE N BY B 3T bL R RE B K — B[ A 56
Table 16 Pairwise comparison matrix of SC4; and consistency check
S§Cy SCip M Jmax CI RI CR — A Jmax R NERFAIE 0] 5 U B (SW,))
SCyy 1 0.9487 0.75
2 200 0 N/A N/A N/A
$Cy, 153 0.3162 0.25




200 Journal of Cyber Security 7 B 2454, 2024 45 11 A, 294, 6 H

17 BUES RS B2 6 W B9 R X LA RE B — B 1A 36

Table 17 Pairwise comparison matrix of SCs; and consistency check

5Csq SCs, N Amax  CI RI CR — SRS Jmax X NARFAIE [0 5 U *XFEJE(SWSJ')
SCsq 1 172 0.4472 0.3333
2 200 0 N/A NJA N/A
SCs, 2 1 0.8944 0.6667

Bk 3: BN E L EBUEIT IR
F18 ENEERENE—RERITNEES

Table 18 Statistics of the numerical value of criteria in the first Delphi round

ARSS  RURE Tfé%‘»)ﬂ z;zz's%‘ma LPSE z;tz;‘ma iféSUﬂ AL HE RHEE GV APMO
Ly 1 0 2 2 10 10 4.5 4.17 0.90 0.22 75%
L, 2 0 2 5 11 6 4 3.88 0.88 0.23 63%
L,y 3 1 1 6 8 8 4,5 3.88 1.05 0.27 58%
L, 4 1 1 9 3 10 5 3.83 1.14 0.29 46%
Ls 5 1 1 9 2 11 5 3.88 1.17 0.30 46%
AR 24

F19 ENELEVESE - RERITFWUBES

Table 19  Statistics of the numerical value of criteria in the second Delphi round

VI R o e ha aku sau  H WL REE CVo apmo
Ly 1 0 0 1 8 28 5 4.73 0.50 0.11  97%

L, 2 0 2 4 6 25 5 4.46 0.89 020 78%

L 3 1 0 2 9 25 4 4.54 0.83 0.18 89%

Ly 4 1 1 3 10 22 5 4.38 0.94 021 81%

Ls 5 1 0 3 10 23 5 4.46 0.86 0.19 87%

ARREAEL 37
B3k 4: EREGS—MEMHEN Lo BITEE
20 ERES—MTMAEN L8BITHIE
Table 20 Data of self-assessment in line with each criterion of SMEs

SCy;  SCi;  SCi3 SCy  SCy  SCy3 SCyy SC3y SCip SCaz SCsy SCis SCiq SC3; SCyy SCip SCs SCsy

SME, 4 3 3 2 1 1 1 3 3 1 1 1 1 1 1 1 4 4
SME, 2 3 1 2 3 2 4 2 3 2 3 3 3 2 3 3 2 1
SME, 3 2 2 2 3 4 2 3 2 3 2 4 3 2 3 2 2 3
SME, 4 5 3 4 1 1 1 4 3 3 4 3 1 2 3 1 2 3
SME; 4 4 3 4 3 3 3 3 4 4 4 3 3 2 4 4 4 5
SME 2 3 2 4 1 1 2 3 3 2 3 2 1 1 1 1 2 2
SME, 2 2 2 1 5 5 1 2 1 1 1 3 4 1 1 2 3 4
SMEq 2 1 1 1 3 2 1 4 1 1 1 1 1 1 1 1 2 1
SME, 4 3 2 2 1 1 1 2 2 2 2 1 2 1 1 1 4 3
SME, 2 2 3 1 4 1 4 1 1 2 1 2 4 1 3 1 3 5

SME 3 3 2 2 4 4 4 3 2 2 3 2 4 2 2 2 4

SME, 3 2 1 2 5 3 2 3 2 1 2 2 2 1 2 2 4 4




TS AR @ALBIEINA I BT VR SR A VR Y 201
gk
§5C;1  SCi; SCi3 SCpy  SCyy  SCpz SCpy SC3y SC3p  SC33 SC3q SC3s SC3¢ SC3; SCyy SCyp SCsp SCs;y
SME,; 1 1 1 1 3 3 1 2 1 1 2 3 2 1 3 1 1 2
SMEy, 4 3 3 1 2 1 1 1 1 1 1 1 1 1 1 1 4 4
SME 5 3 3 3 2 5 5 5 3 3 3 3 3 5 3 5 5 5 5
SME 3 4 4 5 3 5 2 4 4 4 5 4 4 4 4 4 3 4
SME,, 4 4 3 4 2 2 2 5 3 2 3 2 2 2 4 2 2 4
SME 3 3 4 2 4 5 2 3 2 2 3 4 4 1 3 3 3 4
SME;, 2 2 1 1 3 3 1 3 2 2 2 3 3 1 1 1 1 1
SME,, 3 1 1 1 3 3 1 1 1 1 1 1 3 1 1 1 1 2
SME,, 2 3 3 3 2 2 2 3 2 2 3 3 2 1 3 3 3 3
SME,, 3 3 3 2 4 4 3 4 3 3 4 3 4 4 3 3 2 2
SME 3 3 2 4 1 1 4 1 3 1 1 1 1 1 1 1 1 5 4
SME,, 2 2 1 3 4 2 3 1 2 1 2 1 2 1 1 1 3 5
SME 5 4 3 3 2 1 1 1 4 1 1 1 1 1 1 1 1 4 4
SME, 3 2 2 2 1 1 1 2 1 1 2 1 1 1 2 2 3 2
SME,, 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 3 2
SME 4 5 5 3 5 4 3 2 1 3 4 5 5 3 1 5 3 5 5
SME,, 4 4 5 4 3 3 3 5 4 3 3 3 3 4 3 3 4 4
SME;, 4 3 3 3 4 5 2 3 3 3 3 3 3 3 3 3 3 3
SME;, 4 4 4 4 3 4 4 4 4 3 4 4 3 3 3 4 4 4
SME;, 4 5 5 3 4 4 2 4 3 3 4 3 4 2 4 3 4 5
ik 5: REITERAVIEIEUR
F21 ZEETENE—RERITNEES T
Table 21 Data analysis of V444 in the first Delphi round
LEATPR ! . 2 . i L{ 5‘ mE ¥ kMExE v APMO
SEAANAT] FEARAIAT] an o AT SEAIATT
BT 0 2 4 9 9 45  4.04 0.93 023  67%
JA ANy 1 0 6 9 8 4 3.96 0.98 025  67%
LA 0 1 2 9 12 5 4.33 0.80 0.18  83%
ZAHFTT R 1 0 4 6 13 5 425 1.01 024  75%
K 1 2 3 1 17 5 429 121 028  63%
RERGE N 24
F 22 FETRNEZRERIFILEES T
Table 22 Data analysis of Vg in the second Delphi round
G . 2 . ! > O W RREE CV APMO
SEAAAT] FEARAIAT] an AT SEAIATT
BT 1 1 4 10 21 5 432 0.96 022  78%
A 0 0 3 14 20 5 4.46 064 014  92%
ZF 0 0 1 15 21 5 4.54 0.55 0.12  97%
LK 0 0 13 18 5 432 0.74 0.17  84%
PNl 1 3 2 12 19 5 422 1.04 025  73%

A REAL

37
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*23 ZEITFANE=ZREFITNEES R
Table 23 Data analysis of V,4ing in the third Delphi round

LAV = é%‘»)\ﬂ EZIK%'U\ﬁ ij Jj_ﬁzév)\ﬂ o %éu\ﬂ A B k2 cv APMO
BT 0 1 3 7 34 5 4.64 0.70 0.15  84%
B 0 0 2 17 26 5 4.53 0.58 0.13  96%
CER 0 0 3 10 32 5 4.64 060 0.3  93%
L5 0 1 5 12 27 5 4.44 0.78 0.18  84%
PNl 1 1 3 10 30 5 4.49 0.88 020  84%

LRI N 45

i 6: BT ERMERBANTEXRAREE BRI SITN LR
R4 HERRA)HREEEENGSTNER

Table 24 Membership matrix and comprehensive evaluation result of the alternative (4,)

mOnshaw BT 73 i F LK K
TTURIH AU 0 0.67 0.33 0 0
[EEYNEEAR 0.11 0.78 0.11 0 0

TR R R 0.22 0.33 0.45 0 0
Web B Brifi 0.2 0.8 0 0 0
FEFFAE 1) 347 0 0 0.27 0.64 0.09
IRz ST A 0 0 0.27 0.55 0.18
B LRI 0.09 0.36 0.55 0 0

HBhBGEE f 0.1 0.3 0.4 0.2 0
HIHH IR 0.11 0.67 0.22 0 0
WA B A 25 0.11 0.78 0 0.11 0
P 2%l 55 55 R 0 0.56 0.33 0.11 0

BAER GRS T 0 0.18 0.64 0.09 0.09

IS PR A 0 0.09 0.27 0.55 0.09
& NI YISE 0.11 0.45 0.33 0.11 0
I -t 0.1 0.1 0.8 0 0
HAR S 0.1 0.2 0.6 0.1 0
Bt Ak BRI 0.1 0.1 0.8 0 0
B it b 0.1 0.2 0.6 0.1 0

RGN 9
i RIRE 0.09 0.41 0.34 0.13 0.03
PEYL 475

2357 51.94
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Table 25 Membership matrix and comprehensive evaluation result of the alternative (43)

Ender BT 24k T Lx KIifi
TGS RAE AR 0.05 0.65 0.1 0.1 0.1
LI NE7S] 0.11 0.79 0.05 0.05 0

J PR AR 0.16 0.26 0.47 0.11 0
Web J3 2k 0.21 0.74 0.05 0 0
TR PP 1) 43 by 0 0.05 0.09 0.27 0.59
b MGt iy | 0 0.09 0.45 0.46 0
B STARAT 1R 0.05 0.14 0.48 0.24 0.09

BT A 0.05 0.35 0.55 0.05 0
WIS R3RI 0.16 0.68 0.16 0 0
1 10 B ) Atz 1% 0.32 0.58 0.1 0 0
o4 4% 1l 45 55 1R 0.11 0.68 0.21 0 0
B R G R LT 0 0.05 0.11 0.84 0
I A 7 i i 0 0.05 0.09 0.73 0.14
& NI B BIE 0.14 0.19 0.52 0.15 0
97 44 it 0.05 0.3 0.5 0.1 0.05
FeAR il 0.05 0.2 0.6 0.1 0.05
B b 3 AN IR 0.05 0.25 0.45 0.2 0.05
Yoot 0 0.15 0.35 0.5 0
A RUREA L 22
gEtr R 0.09 0.37 0.29 021 0.04
P s
35% 55.04

F26 AWM RA)IREEEMENESITMER

Table 26 Membership matrix and comprehensive evaluation result of the alternative (4;)

rebirth BT A mF LK K
TGS RAE AR 0 0 0.33 0.33 0.34
LI NE7S] 0 0 0.14 0.43 0.43

J PR AR 0.05 0.05 0.4 0.35 0.15
Web 5 Bl 0 0 0.1 0.24 0.6
TR PP 1) 43 by 0.2 0.6 0.2 0 0
IR SR 0.19 0.14 0.33 0.24 0.1
PR R 0.15 0.3 0.45 0.1 0

BT A 0 0.15 0.4 0.4 0.05
LIl GETI=EINEY 0 0.05 0.25 0.4 0.3
1 [ A% B Flkyz % 0 0 0.32 0.47 021
PR 26 1 25 95 m A 0 0 0.26 0.32 0.42
P R G R LT 0.21 0.42 0.16 0.16 0.05
S PRV AP 7 i 0.37 0.37 0.16 0.1 0
& NI SIS 0.21 0.16 0.26 0.26 0.11
974 415 it 0.05 0.21 0.48 0.26 0
AR Bl 0.05 0.26 0.42 0.27 0
B b B AN E IE 0.11 0.31 0.32 0.26 0
Yok F ot 0.1 0.16 0.37 0.32 0.05
B AL 21
srt R 0.09 0.16 0.28 0.29 0.18
VER LR

35 66.05
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Table 27 Membership matrix and comprehensive evaluation result of the alternative (4¢)

Mote T FAE CER TR pNi
TS HRARAR 0 0.33 0.33 0.34 0
Y NBE7S] 0 0.07 0.57 0.36 0

JE A 0.07 0.43 0.21 0.29 0
Web J3 2 il 0 0 0.33 0.6 0.07
P23 1) 43 By 0.4 0.47 0.13 0 0
T e 3 A 0.33 0.53 0.14 0 0
SRR 0.27 0.53 0.2 0 0

LG TR gy ) 0 0.36 0.5 0.14 0
B R 3R 0.07 0.21 0.5 0.22 0
I B B R 0 0.29 0.43 0.28 0
o4 2% ik 45 55 R 0 021 0.22 0.57 0
B RGRRE T 0.29 0.43 0.21 0.07 0
TS TR AP 77 i i 0.54 0.38 0.08 0 0
ol eI N YRR S 0.23 0.38 0.23 0.08 0.08
I 74 it L 0.14 0.36 0.43 0.07 0
HR B 0.07 0.43 0.5 0 0
At A AR 0.14 0.43 0.36 0.07 0
B o3 b 0.07 0.36 0.43 0.14 0
L GZNA 15
LrASRIm 0.18 0.34 0.33 0.14 0.01
34> 49.22

*28 AWM RANIREEEMENESITMER

Table 28 Membership matrix and comprehensive evaluation result of the alternative (4,)

d3adfish BT 4k =T LK PNl
TGS RAE AR 0.07 0.36 0.28 0.14 0.14
LI NEIS] 021 0.58 0.14 0 0.07
B A A 0.14 0.36 0.29 0.21 0
Web M FH Bt 0.29 0.71 0 0 0
TR PP 1) 43 by 0 0 0.12 0.47 0.41
IR A 0 0 0.23 0.59 0.18
PSRl R 0.12 0.38 0.44 0.06 0
Wi Bk & f g 0.2 0.07 0.6 0.13 0
WIS R 3R 0.13 0.47 0.33 0.07 0
1 10 B ) A2 % 0.27 0.53 0.13 0.07 0
PR 26 1 25 95 ma A 0.06 0.5 0.25 0.13 0.06
B AE RGAU R LTS 0.06 0.19 0.38 0.37 0
I A 7 o i 0 0 0.2 0.6 0.2
& NI B B8 0.07 0.2 0.4 0.27 0.06
974 415 it 0 0.2 0.53 0.27 0
HAR 0 0.2 0.67 0.13 0
B b 3 AN IR 0.07 0.2 0.6 0.07 0.06
Yo -t 0.07 0.27 0.47 0.13 0.06
B RREA L 17
srG sk 0.12 0.32 0.31 0.20 0.05
P s

B4y 54.99
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Table 29 Membership matrix and comprehensive evaluation result of the alternative (45s)

giglf T FAE CER LR R

TS HRARAR 0.15 0.31 0.31 0.08 0.15

Y NBE7S] 0.15 0.69 0.08 0 0.08
JE A 0.15 0.47 0.23 0.15 0
Web J¥ B 0.31 0.69 0 0 0

P23 1) 43 By 0 0 0.18 0.63 0.19
T e 3 A 0 0.19 0.31 0.5 0
SRR 0.13 0.27 0.53 0.07 0
LG TR gy ) 0.07 0.21 0.5 0.22 0
B R 3R 0.29 0.43 0.14 0.14 0
I B B R 0.36 0.5 0 0.14 0
o4 2% ik 45 55 R 0.14 0.43 021 0.22 0

B RGRRE T 0.07 0.2 0.47 0.2 0.06

TS TR AP 77 i i 0 0 0.36 0.5 0.14
ol eI N YRR S 0.14 0.43 0.29 0.14 0
I 74 it L 0 0.5 0.29 0.21 0
HR B 0 0.36 0.43 0.21 0

At A AR 0.07 021 0.43 0.14 0.15
B o3 b 0.08 021 0.5 0.21 0

ARREAEL 16
LrASRIm 0.14 0.37 0.26 0.20 0.03
34> 51.87
30 IFAEXTREYIL AL R
Table 30  Skill aptitude of all alternatives

Ay A, As A, As Ag A,
SCyy 3 5 2 2 2.5 3 2
SCy, 3 45 2 2 2 3 2
SCyi5 3 3 3 2 2 3 3
$Cy 3 5 2 2 2 4 2
SCy, 4 2 5 4 4 2 4
SCys 5 3 4 4 4 2 4
SCyy4 2 3 3 3 3 1 3
SCyy 3 35 3 3 3 3 3
SCs, 3 4 2 2 2 4 2
SCys 3 4 2 2 2 3 2
SCy4 3 5 2 2 2 4 2
SCys 5 2 4 3 3 2 3
SCy6 5 15 4 4 4 1 4
$Cy, 3 35 3 3 2 3 2
SCyy 4 3 3 3 2 3 3
SCy 3 3 3 3 3 3 3
SCsy 3 3 3 3 3 3 3
SCs, 3 3 4 3 3 3 3
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Table 31 Example of task labeled
BT [SES > SN | bRl TH/m4 AN AR
THERG LA 1
AL .
CUONEES M’f}gf jﬁ;ng%u M
JE A 1
My JRAIE BT
My: SQIi VEATLHTHHL 4 (web £k i
Web W H %l 1 #5Q A ubuntu j;; . F(D ) S;glt;p apache
Mg ATRSCH BT
P2 P30 1) 43 By 1
IRz H 1
R A 1
WY& |
e
M;: A% php-reverse-shell
, Myg: $THRATH K shell
IR SR Mg: FIH DS/%U\ www-data &7} % ubuntu ne
i
T 17 % 2y Ak |
15
o0 24 I 45 59 A |
FIH
Mo FENSCAT LSRR AN K st R 2
T.H pspy64s
My BN BN Bt FE,
B RGO I UID=0 [ w] 5L Al AL R IR AT A weet
gt md5chec¥<.py . N metasploit ubuntu
M ,: f{iJf] msfconsole [1] web_delivery 15
Pk payload
Mi3: ¥4 payload 5 A\ mdScheck.py
My, 345 root ALPR ] meterpreter session
N AT b |
it
o 28R /B |
I 74 it 1 Mg: IBBUCHY 4 50 SCF LAk BRI
BRI 1
HARALFLRIBGE 1
B o3 b 1
45X ascff O MKEFUHL O & OF M 451 5¢
S E IR OJcH: e Pl R e EAl ML 45 55 OBt Ae G
VPl sz mEEd O 2 6 ¢ MR 2% b Lo OO 28 PR A0 s T A
ZEAVIR O¥F M4 OmF OL%x EPN]
A RAIBATHL M/~ T 100 17 0100-1000 17 0K 1000 17
K R My B ENLIFEA R AR RS, KRB UID=0 (AT 352 0] 5 A mdScheck.py
T EAR S5 T
R EAES T
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Btk 8: B EENRLLEYN PSRN ENNELRSE

VEHT: L 5 R 2 O LG FE AR B R R AR B PRI S 5, IS A — e E
JRAANDE, R R 2R A 0 AN R, A T Vel 1 2 IR ik AT 2k

*32 BEEESBUNSHESIHENRNE
Table 32 Multi-hierarchy SW calculating by SMEs who tend to divide the weight equally

, RE N
. —gE LARE g .
RN R e it BE pwnsny 7 VS EH SR
%) %) i
%) %)
SCis 30.54 5.32 7
c, 17.42 SCpy 333 5.80 7 3 20
SCys 36.16 6.30 7
SCyy 2831 6.10 5
SCyy 24.19 522 5
C, 21.56 4 20
SCys 28.25 6.09 5
SCs 19.25 415 5
SCsy 1127 2.85 3
SCs 16.59 419 3 X
SCas 19.08 4.82 3
Cs 2528 SCss 15.95 4.03 3 7 20
SCas 15.22 3.85 3
SCss 11.54 2.92 3
SCsy 10.35 2.62 3
o 56.78 11.40 10
Cy 20.08 2 20
SCy 832 8.68 10
SCey 473 7.02 10
Cs 15.67 2 20

SCs, 55.27 8.66
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