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Abstract The covert channel is an attack that transmits information between processes which is not allowed under the
current security policy. Two processes are involved in constructing the covert channel: trojan and spy. The trojan process
with high privilege transmits information to the spy process with low privilege through the covert channel to complete the
entire attack. There are many types of transmission media for covert channels, such as time, power consumption, tempera-
ture, and so on. In modern processors, the branch predictor is an important microarchitecture component, which effectively
improves pipeline efficiency. However, since the branch predictor is shared among multiple processes in single core, it has
the potential risk of constructing covert channel. At present, the Intel x86 architecture has been found to have covert chan-
nel attacks based on branch predictors, but whether there are similar attacks on the Arm architecture has not been fully
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studied. In this paper, we successfully build three branch predictor based covert channels on the actual hardware platform
of the Arm architecture. First, we design and implement a branch predictor based covert channel CC and RSC similar to
the x86 architecture under the Arm architecture, and second, we discover a new covert channel BTBC based on the branch
prediction component BTB. We evaluate and analyze the impact of covert channel parameters on channel performance and its
causes, and give recommendations for parameter settings. On the two cores of Cortex-AS53 and Cortex-A72, we test and
compare the signal characteristics, transmission rate and SER of three covert channels. The result shows that transmission
signal of BTBC has clear edges and small oscillation amplitude. BTBC has similar channel performance to CC and RSC un-
der the actual Arm architecture hardware platform, and can transmit data with a low SER on both cores. When the transmis-
sion capacity is 200bps, the SER is only 2%. Finally, we also give the defense measures against such covert channels.

Key words Arm architecture; branch predictor; covert channel
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Algorithm 1 Contention-based Covert channel
trojan:
if n==0 then
branches()
else
nops()
end if

spy:
while true do
usleep(5000)
start=measurePMU(MISPRED)
branches()
end=measurePMU(MISPRED)
if (end-start) is high then
n=0
else {(end-start) is low}
n=1
end if
end while

E5 CCRR{EEHRE
Figure 5 CC convert channel pseudocode
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Algorithm 2 code blocks
branches:
mov w0, #0x1
cmp w0, #0x0
b.ne 2f
nop
cmp w0, #0x0
b.eq If
nop
nop
2:
cmp w0, #0x0
b.eq If
nop
nop
I:
cmp w0, #0x0
b.ne 2f

nops:
nop
nop
nop

6 CC 2 {518 branches()#1 nops() 41X
Figure 6 Pseudocode of CC covert channel branches()

and nops()
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Algorithm 3 Residual State—based Covert channel

trojan:
if n==0 then

taken()
else

nottaken()
end if

spy:
while true do
sleep(5000)
start=measurePMU(MISPRED)
taken()
end=measurePMU(MISPRED)
if (end-start) is low then
n=0
else {(end-start) is high}
n=1
end if
end while

8 RSC [RRfEEMNED
Figure 8 RSC covert channel pseudocode

Algorithm4 code blocks
taken:
mov w0, #0x1
cmpw0.#0x0
b.ne If
nop
nop

1:

mov w0, #0x1
cmp w0, #0x0
b.ne If

nop

nop

1.
mov w0, #0x1

cmp w0, #0x0
b.ne 1f

nottaken:

mov w0, #0x1
cmp w0, #0x0
b.eq If

nop

nop

1:

mov w0, #0x1
cmp w0, #0x0
b.eq If

nop

nop

l:

mov w0, #0x1
cmp w0, #0x0
b.eq If
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Figure 9 Pseudocode of RSC covert channel taken()
and nottaken()
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Algorithm 5 BTB-based Covert channel
trojan:
if n==0 then
branches()
else
nops()
end if

spy:
while true do
sleep(5000)
start=measurePMU(MISPRED)
branches()
end=measurePMU(MISPRED)
if (end-start) is high then
n=0
else {(end-start) is low}
n=1
end if
end while

El 11 BTBC Rik{EEMHKET
Figure 11 BTBC covert channel pseudocode

Algorithm 6 code blocks
branches:
void target();

1drx0, [x29, #1624] // address of target()
blr x0

nop

nop

1dr x0, [x29, #1624]
blr x0

nop

nop

nops:
nop
nop
nop

12 BTBC [k {5i& branches()1 nops(){h 13
Figure 12 Pseudocode of BTBC covert channel
branches() and nops()
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