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Abstract Deep learning models have achieved excellent performance in many tasks, and have gradually been widely
used in many fields. Since training a deep neural network with superior performance is expensive, a deep learning model
can be regarded as the intellectual property of the model owner. However, the security issues of deep learning models were
not considered at the beginning of design, and they have gradually emerged with the rapid development of deep learning.
With the deployment and application of model training cloud platforms, the threat of deep learning models being stolen,
maliciously distributed, and resold has greatly increased. Due to the huge value of deep learning models, malicious attack-
ers illegally stealing models will seriously violate the rights and interests of model owners. So, it is urgent to protect the
copyright of deep learning models. To solve this problem, many copyright protection technologies of deep learning model
have been continuously proposed in recent years, including model ownership verification based on digital watermarking
technology and model access control based on watermarking or encryption technology, but there is a lack of summary.
This paper summarized the current researches and discusses the possible future research directions. This paper firstly in-
troduced the basic concepts of deep learning model watermarking and backdoor attack, the requirements for model water-
marking; and then, made a comprehensive and detailed summary and classification of the existing deep learning model
copyright protection schemes based on different classification indicators from the differences of implementation functions,
implementation methods, implementation time, and verification methods of different schemes; in addition, this paper
summarized attack methods for copyright protection schemes of deep learning model from four aspects: detection attack,
escape attack, removal attack and fraud attack; finally, the research status was summarized and the key research directions
in the future were prospected. Hope the detailed summary of this paper can provide a useful reference for subsequent re-
search in this field.
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Figure 1 Schematic diagram of backdoor attack
based on data poisoning
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Figure 2 Classification indexes of copyright protec-
tion scheme in deep learning model
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Table 1 Copyright protection technical framework of deep learning model
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Table 4 Use model fingerprint to realize ownership verification and DNN copyright protection
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Table 5 DNN copyright protection schemes that can realize access control
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Table 6 Applications of DNN copyright protection technology in other tasks and scenarios
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