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Abstract A type of online auction known as an electronic sealed bid auction which protects the privacy of bidders while
decreasing the distance between the transaction price and the actual value of the item generated by participants' bidding
strategies. On the other hand, conventional sealed electronic auction techniques all rely on a trustworthy third party, which
rises the cost of the auction and increases the risk of bidder confidentiality leaks. Decentralized blockchain technology has
grown rapidly in recent years, offering fresh perspectives on how to construct sealed electronic auction solutions. Some
research has proposed utilizing the blockchain's decentralized benefits to reduce or do away with the need for third inter-
mediaries. However, all these solutions rely on public key cryptography, but as blockchain systems frequently have nu-
merous users due to property of open, maintaining a public key infrastructure is both expensive and problematic. This has
made using these methods in real world situations difficult. This work uses identity-based additively homomorphic en-
cryption algorithms to secure multi-party integer comparison protocols in order to overcome the issue of reliance on a pub-
lic key infrastructure in prior solutions. It suggests an identity-based consortium blockchain sealed electronic auction sys-
tem, with a consortium blockchain serving as the protocol's platform for communication and interaction. Through three
rounds of communication, this protocol accomplishes the comparison and ranking evidence of sealed bids in a sealed auc-
tion without the use of a third party or a public key infrastructure. In terms of security, we present theoretical proof that,
even in the case of only one single honest bidder, our protocol does not reveal any bidder's privacy in the semi-honest
model. We implemented our sealed electronic auction protocol based on the Hyperledger Fabric consortium blockchain
and conducted experiments to compare it with other existing approaches. The experimental results show that our solution
has considerable cost-savings and efficiency benefits.

Key words sealed bid auction; consortium chain; identity-based encryption; homomorphic encryption; multi-party
computation
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