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Large-scale Linear Equations Qutsourcing Computing
Scheme Based on Blockchain
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Abstract With the development of cloud computing and big data technology, outsourcing computing has received more
and more attention. Outsourcing computing provides a new approach for resource-constrained users to solve complex
computational problems. However, users may encounter issues such as data privacy leakage and inefficient verification of
outsourcing schemes during the outsourcing process. Additionally, there exists the challenge of fair payment between users
and outsourcing computation providers. To solve these problems, and in response to the common problem of solving
large-scale linear equation systems in the scientific community and engineering fields, this paper proposes a secure block-
chain-based auditable outsourcing computation scheme for solving large-scale linear equation systems in combination with
blockchain technology. Firstly, we construct an efficient outsourcing computation scheme using the sparse matrix blinding
technique and random addition partitioning method, which realizes the privacy protection of the user's outsourcing data
and the verifiable outsourcing results. Secondly, we design a new smart contract for outsourcing computing based on smart
contracts with characteristics of automation and enforceability, which realizes the public verification of outsourcing com-
puting results and fair payment between users and outsourcing computation providers, and protects the rights and interests
of both users and outsourcing computation providers. At the same time, we take advantage of the blockchain's features
such as tampering and traceability to record the interaction information involved in the outsourcing process on the block-
chain. Furthermore, we propose an auditable outsourcing computation mechanism that cooperates with the on-chain and
off-chain, which realizes the public auditing of the outsourcing computation providers' computation behavior and can trace
back the malicious outsourcing computation providers. Finally, we analyze the security and performance of this paper's
scheme and compare this paper's scheme with the existing ones to prove that the proposed scheme is secure and efficient
and achieves fair payment between users and outsourcing computation computers.
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yvaddr PV IE 45 R verifyResult ; € T t,. t, A
IR, J3 il & FH P e ovt S 45 B R It 1) FH A0 o 5
H ROV SIS TR 6 AL T AT S SR HEAT T A
atk, 18 T IR ALY task  Tmpl o
OT PREISIE 1 Fros.
Algorithm 1 OT(g)
IR PR, -G 2N A Sl AT
struct Task
{
ulD; [/ 7 10 & A TR (k)
wiD; /AN TS 1) 5 bR iR
S5 ML SRR bR
Haddr; daddr; /I &kt
yaddr; //AMI VTS5 B b
verifyResult; /5 UF 45 5
}
t s 1T BRSO S 2 SR I )
t,5 /AN TSR TS 2 R I )
Task[ | task; /IFIUHAAT 5545
Task task Tmpl; //5€ X AR &

(2) 1F454242 B %L submitTask

submitTask B8 % H 7, R BT A A
ulD, f, Haddr,daddr . F| 7 18 FH 1 R B0 75 2205 1 4
w (BL3E w Flwy ) AT B BEA 29D, IXFEA RESE Ik
— AR S IEAT, M w R IR R R A 4
fRE &M AR . A R s, ok
A ML T AT 5 K 3 B NAE SR, R U S U
AT SR il sk ME—FRiR taskID .

submitTask PREL WL 2 s,

(3) 153K MU PR 2K getTask

getTask PR HAMU TS W, R Hm
KulD,wID o AN U575 i o 50 75 ) A e
BA NS d (4 d BRI e &2 4R E )
M A B, XA REIRI — M EARS, Hitb
AMUTHEAT 5 AR A AT H B S, AT

97

FRI IR BE R B, S 2 ) msg.sender Y4
HAMAML TR wID, R R 2 PRI
P EAR AT AT S5 BAR(E B

getTask PRI 3 s

Algorithm 2 submitTask(ulD, /', Haddr,daddr)
Payable

IR AT, 3RS —MES
require (msg.sender == ulD);
require (msg.value ==w);

task _TmplulD =ulD;

task _Tmpl.f = f;

task _Tmpl.Haddr = Haddr,

task _Tmpl.daddr = daddr;

task  Tmpl.wID =1;// 1 K75 null
task _Tmpl.yaddr =1,

task _Tmpl.verifyResult =1,
task.push(task _Tmpl); /¥4 0T AT 55
return faskiD;

Algorithm 3 getTask(u/D,wID)Payable

IO AT, S MESS

require (wWID == L); /{15530 R A5 HL
require (msg.value == d); /ML THE35 (137 42
task _Tmpl.wID = wiD;

h = find(uID);

task[h].wID = msg.sender;

return (task[h].f,task[h].Haddr,
task[h].daddr);

Algorithm 4 uploadResult(yaddr")

HHAMIT ST, TARE AL
require (msg.sender==wID and now<¢,);

yaddr = yaddr'; return yaddr;

(4) 2tk b A% R 2L uploadResult

uploadResult #& £ tH BRI M T AT 45 1) 41
BtEE I, HAmA M TS AR IPFS P AE
figttdik o MU TR T B E I T ¢, P, KR 2
vt B &5 R At AL B SRR RE S 4

uploadResult PR AL LISV 4 o .

(5) i R K verify

verify BRI 25 b X BB H i 56 e A T O, M
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RIGUE AN T S A5 R RS TE . B0 Rk HUR
f>Haddr,daddr, yaddr , {£5¢ % Hy =d 1¥1 4 Wi J5 %
thh yaddr,verifyResult . 45 UEZ 15 1M AT S 2
st BRAE S R, TG w, 2 DR
verify BRELUNSEVE 5 R
Algorithm 5 verify( f, Haddr,daddr, yaddr)
X BREEIRAIE RS 1Y AT, RIETH AR
require (msg.sender == verifier),
h = find(uID);
H =ipfs. download(Haddr),
d = ipfs. download (daddr);
y =ipfs. download (yaddr);,
if Hy =d then /531 y {1 IEMATE
verifyResult = True;
task[ h].verifyResult = verifyResult;

transfer(verifier,w,);

else
verifyResult = False;

transfer(verifier,w,);

return yaddr,verifyResult;

(6) 45 F LUK bR %L receiveResult

receiveResult B8 #1178, IR 0 IE
PIAME T g5 8 AN yaddr,verifyResult , ™4
verifyResult WIH & True HHH P AEWTE] ¢, P90 S 56 10E
i, PR R T RLEE Rl I R B M5
5L, T4 w IR d B B SRR A AN 2
verifyResult WAL AE False, w, F1d ¥ A8 LGH

receiveResult RN 6 FTr.

(7) 145 %11 R %] terminate

terminate PR 2t FH 7 8RO TSR I T, AR
TP HEAT A T AT S5 AT B 5 5 . R AT
HHREAT 73 9 LA R JUMHE B OWA S 55 L
H P AT M v 54T 2%, WP R F R e 40 5L
1) terminate PR %X, 1524 w (w, Flwy); @FMITH
SR U T AR S5 AR IE AR AE L R R I ) ¢, N ERAT
THELEE AL, B R g 5 20 B terminate pRj
B, RAFEHE w (o Bl wy VR G d 5 @FMUTHE
TERLE 0] ¢, WHeAT T TR &5 AL, i 7 R R AR
SE IS 18] 2, PN 58 O CLHEAT IR A PR 56 00E (1) A v S 45
Az f b hk B, WA vt 5% I ) terminate PR
B, IRAFI B wy A1 d o

terminate PR AU 7 Fior
Algorithm 6 receiveResult(verifyResult, yaddr)
IR AT, HBOML TS
require (msg.sender == ulD);
h = find(uID);
if (verifyResult == True and t, < now) then
task[h].yaddr = yaddr;
y =ipfs. download (yaddr);

transfer(wID, w, + d);
else

transfer(u/D, w, +d);
end if;

Algorithm 7 terminate()
/I SN S AT, BEAT 4
no _worker = (msg.sender == ulD
and wID ==L )//{% NSUHUT-%%
submit _timeout = (msg.sender == ulD
and now > 1,) //SM 15 TR
verify _timeout = (msg.sender == wiD

and now > t,)// ] JYS UEER S

if (no_worker or submit _timeout

or verify _timeout)
transfer(msg.sender, this.balance)
end if;

54 T1ER#E

ARICHMATHE T & TARRAR I AN, RIME
BB AN B VHR Y B B BERZ R B, BR
HER I B, VAT AR 2 A W DK SR R R R B T o
I, 77 ZEH HAR R AR AR Re S 2y rh e e A SCAME
WEFFTAEREE W 2 fos, NHHTER.

(1) 5 1 BB HERR B

P H KeyGen 53241 ProbGen 5.3, FIH Fa
HUEER ey S B M, N, ¥ R A by e
At H P RAAE BRI REEME 4 . W &b
WATEWN, BENGE b EAWIS d,. d,, Bi)5
W& SCH, d. d, L5 TPFS B 7474 315 219 3¢
MR A7t bl Haddr < daddr, 71 daddr,

(2) %52 BB AN B

M P AN A2, JER %G 29808 2K
Pk b, XEUBEIR RIS T S A AR selD o i
P o H A 2 scID o 1v) submitTask pREL, A2 Bl
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Figure 2 Outsourcing computation scheme workflow diagram

AIMLTHSAT S, I3 1) A 20 ST w o ARV
HMELTHSAT 55 S BB A B D b, JH R A3 31X
PIAN SN T SEAE S5 7R AR IR taskID, F taskiD, .
SE B B R AR AN SR AT 55 task g,
1ask y,y , FERFIZPIAN TS STIC A DR B T,

task,,, = D, f,Haddr,daddn ,taskID, } ,

task,,,,, = {ulD, f ,Haddr,daddr, ,taskiD, }

(3) 2 3 FrBe IR

AMEL T 1 8 R 5 2 seID Y] getTask iR
FORWAML AT 55 (taskID, BX taskID, )+ AT 41 4
d; WRJa, ST X IR & 20 selD % S
P A ISR A3V S S M H A d, [ d,, P H]
Compute SVEBEATAMLTHELRAE, JFRok g R L
L3 IPFS SBEATA7 Ak, IRAGAAEIE yaddr, | yaddr, ;
&% J5 i H scID " 1) uploadResult i £ 4 yaddr, /
yaddr, X BV RES L), SR T PRI

16 WA A4 v B3 wiID, 1 wiID, 53 3] 58 1%
taskIDy R taskID, (MO THEAT S5 5, 73 A B
TSRS task,g ~ task,,g,, HIEIXPA T

FlsRAEX BegE B S,
task,,;, = {ulD,taskID, ,wID, ,yaddn} ,

task,,,, = {ulD,taskID, ,wID, ,yaddr, } .
(4) =B 4 BB B
DX PBE 55 1 R S 4 seID TR verify

PR BOR BEAT 45 R IE A PRI AR, 56 U 4 5 20 ) A
IPFS " N H. d,/d, M y,/y,, %iF Hy, =d, -
Hy, =d, 25 0. AR SO vt i SR
R RS WA ), SO R Y R AR [P ORI £
R, KEIRAF R wy o SRR BO 56 UE Y R0 2R AT
GRS 1ask, oy~ task, s » FEAFIXPAEH
THE S ILRAE X BEE 1. Horp,

task,,;s = {uID,taskID, ,wID, ,vID,verifyResult,} ,

task,.,is, = ulD,taskID, ,wID, ,vID, verifyResult, } -

RIG, HP R scID 1 (F) receive BRI, R4
B Uk g5 A Wt S T A IR . R AR
O uER Ak, A el s o S gk R bk yaddr,
yaddr, ) TPFS F13REL y, « y, IMH, A Solve 5k,
FIHF N, T x = N(p, + y,) 15 2I0IUR i 1B,
[N ML TS 1 FIAM TS 2 #RF SRA I 4 w,
MG d, HHEAIMOUTHE SRR RN, H s
IRTFI 4w A4 d

(5) BBt s ZabpEt

WM R A F IR U AT, F P esh it
S scID T terminate BB TR 4455 .

6 TEMoH

6.1 FIHIENEHERERREFT RSN
REH 1. ASCOMITHH SRS R x S ERT.



100 Journal of Cyber Security {7 224 2# ), 2025 £ 1 H, #1045, 51 H

UL AR P AL v R R AT T R
oh R T AT S, A
d = Mb
H = MAN
d=d +d,

x=N(y +y,)

Hy, + Hy, =d, +d,
= MAN(y, + y,)=d
= MAx =Mb
= Ax=b
JITLL, Pr{Ax =b]=1=1-negli(1) . 5.

B 2. ARICAMUTHE T SRR IR A R
LR R B A - RE & b DL i R4
R x BaFh e 4.

UERH. NS 5 5 ML TR S IR P 25 ik mT L
B, ARICTTEIE M2 MR 2 )AL
e B, eI RET, SN EE 1 R4
5 E 2 HRe2r 0 3R1S B AL 5 I s (H b)) Al
(H,dy) - 1 e uE M R AN nl & b IR AL 224, il
T b I BRFAYE, AR3CT7 SR AT BEALRR i R B 3l v
I FHBEALINE 73 B BEFA DR B o BRAR 1) 7] 5 b
e A PEHLAETT ARG M . d =Mb, )5
s d , K FH BRI 73 F06 e BEAL 2 i i >
Wi d fld,:d=d +d,, L d &P gLZER
o HTA MO 1 AU TS 2 AN HE, ok
BIFEE 1 BRI R d, KA 4, M
TR 2 AT LA R 7 AT o0 b e AR i ah
) B b AT SR AR O ) A5 4 1 2 e ORIk
Fath iy, RS #Ed  d, b 2 AF]
X ArH. BRIk, SCARTT EREMORY - S N E 8l b 11
(VI

IR BH R AR R A B BRFAYE . SRR R
M) REGENE A 23 N% 5280 H = MAN , &%
M =(my;), N=(n;), M'=(m};), N'=(nj)s& 4"
HHFH AR T BE LR B e A B A B o 25 5 P A FHR
T A EFRARR A BRI A= (a))  A'=(a)),

P H = MAN = (t;) FUH' = MA'N' = (1)), Forb:
h@‘/ = Z; _’;=1 My X Qg XNy

hy = ZL]Z; M X Ay X My o
i EE R, 4 MHBEM, N M AN [T
A AR Z T0 R B AL B A i BE AL £,
DL Ay AR FEVES B TEVEI O (1 IR, BT A

X5 H F1 H' [FIARFHA] DL RSN

N IIE R A AR x IR ASCERESMI T
R Z AL, MU 1 RS B2t el
Hy, =d, ["JUFEE% y,, /MO ER 2 e adt
JiE4] Hy, =d, WFHE AR p,, X x=Ny +y,),
WM RS 1 MM RS 2 ARl kR
(K 5 SRz S48 S ARAT Y it 25 o 1 sk
FRE, Bk, x5 2R KB FALRY .

SEHE 3. RSN T SR KB 7 B4
%ux%yEmaaniﬂu

UERH. FEASCHE AN b, R R
FEAT P O B ) TR OX HL A WS T o) o I vkas
B, X oW . shAh, IR
H = MAN , XWTE O(n*) 5. 1 H sk g
LR, W OW) L. HIk, ASCAMIHE T

% B P TFRAL I O(L) -Efficient S2T0.
n

EH 4. ARIAMILTHE T %2> 1-Checkable
(Y ATESIE 7 %

WEBA. AMUTHE S A y E, Hy B
HIE N O(n?), WAkl LASGAIE 7 FE Hy =d J2 75
AR P, an R A M T S AR A SOy T ST
SRR P AEAE AN wAT R IR R D) p L, W06 E 5 A
WA p EHIBERA 1.

A9 aT A M 7 b R IS, AR,
FEIRSE ARG TP ABATT W] BE FF AN WL o AR SO X B
ER MU E R IR G, BR Mt & 45 R AE
75 IPFS 1, A3 2 a4 v S 4 RIx 0 =
TR A

AN, S BR N v s A7 A 5 R 4R 1) ] e,
N AN T R RS L. T Ax = b TG
ST Hy=d o, SEiAh ok &3 R R
y=¢ o LG RIEHE RIS W T D A DL
B RAPEREAT U o e B 2 UEHH AR, RBUEFE A4 .
FE b IRAE Sy PR TG . ME— 25t R
SAMUTHREE G B AV A e, B x
AAFAE o 3K — SR S B I R 9 AN 25 3 il B A vt
). MR W AFAE yre g n] DLl 5 U, WA
Hy*=d , 577F Hy =d o7 i . IEYE. 25 LTIk,
2 Ax = b GRS, AT7 A HA EM PR 08 1B
At TAEATT ZRIFEE A T4 BEIC AR AR 26 1
Ty R )
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6.2 AIEITHFAFEZ T

(1) A . MU TR AR AN T R
T SRWEE M) o ARSI HBE A FFIE ] . 2
PEA AT LI RE P, R DX B A A A v S 1) o o
Vi, e T 2K Bl K AT R TS
HE e SR T AMO T R T E . b
1 wiD Rl verifyResult , "] EAKFR AL T84 11
VAT M. 35 verifyResult A True, FonIEAMUTHET
FAR MR AT 55 v WL 1) 4T verifyResult 1
False, FsAMITHEE AN WL 1) 3 7R Fad
I F S5 B, T U M E S T AT
KA T I

(2) AVSLAT o FEBLSE ARV /ML TE B A 1 S Ak
(EZAFE MR AT RETEA IS, AT
() W] e S AEAEANME A ) 8 R X BVBERY R 524, A
F P X P e A AT AT 55 2 AT, 7
RE 29 SO I <, AL B3 T8k DX S B AT 5%
I, 7 1) B BE A A S AT e i AN o SAT S5
IEHEPAT, HP RS SR, Sk 538 5% 3k 1S
R P SCAT I 4 2 i o A5 MO TSR A A AT R
IRIES A, A e R 40 P A 3 AE %
RE 29 4% I il ) B B AT 2288 R HLET T, mTEL
SELH P 5 AMU TS L A A ST

7 HESTEHEI L

71 BEERESH

AT ZE T, HP WSR2 & 3 A
Bt: KeyGen BB, ProbGen [ BFl Solve BB
KeyGen [ B HW AN A A E M. N)
SR EIT R, MR R AT AR T R AN
INTHA p(l< p <), A1 IEHY BN [A] 52 2% B2
O(pn); ProbGen FrBH 114 d = Mb, H=MAN, 1
Hd =Mb I HE IR ZE O(pn), THE H=MAN

(¥ B T 52 A O(pn® ), 25 B BT SR RS2k
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PEJTRRALIAMY, 5 p < n, FTLAIRIY BEE 55 20 i
S O(n*) ; Solve BT BUH -5 x = N(y, + y,) &7
ST, SElr BOS R AR A Opn) « RIIEASTAME,
J PRI O(m?), i A
TR Ax = b IR IE N O(n') o FTLIH LT
F P B T B SR A, AR SCTT S8 RE KR B AC H
ORA & =R/ N
72 AERIMEE

Jr%[2, 18, 20, 29142 H (1 ORI 2 itk R 4
AMTHE T E AR IR AR B B A HR, HIX DY
AT R SRR IR o WA SO MR P i S
HEE. AP RIS R . H kS &
Lo W TH SR DL SO AR AT A JF IR IF I — AN J5 TR
A RGO K2, 18, 20, 2913 T LG . L 4E
Rk 1R, L MBERETE, p b BT b i e
TEIDHHER RN B REEGERT 2 Hig/h T
n RIEH), n R R R 2 1tk T 21 2R B8R B 1) B
Je—ANE A O SR B L

W1 R, RSO RIMEIESE S )T E2, 18,
20, 2910 AR, H 57282, 18, 2014HEL, AL
J7 ZERE LI AT A FFISHIE .
7.3 RITFE

M 7.2 T HIER BT AT LG A SO AR
PE, TN R M B BE A 2 I TR R A T A
J7 ZE M W BUEE AR AT I . Horh F e A
Ji iR E A [F— & e Bl LIS AT I W), X FE
TR RO S s R RN 5 (R o SR R b 52
RSN E A Intel(R) Core(TM) i7-8750H CPU @
2.20GHz EAMIAEEELSFI 8G AT

ASCAFH Solidity 8 7 SKHLT 5.3 R4 tH R
e A2y, JFAEHT 8% I 7E 2k Remix-Ethereum
IDE XY REA 29 B TF R EA T IR o FL A B R BT A
COMPILER(0.4.26+commit4563c3fc), LANGUAGE
(Solidity), EVM VERSION(default)li4h Fu1 2 Fior.

R1 RHREMEHREKRBINEARITEMREILR

Table 1 Scheme comparison

ES ProbGen Verify Solve Public verification
Ref[2] (2p+Dn* + pn)M~O(n*) n*M~O(n%) pnM ~ O(n) %
Ref[18] 2n*M~0(n?) 2n*M~0(n?) 3n’M~0(n?) X
Ref[20] (p+Dn* + pm)M~O(n*) (2p + D M~O(n?) pnM ~ O(n) %
Ref[29] 2n* +2(p - 2)n)M~0(n?) 3n*M~0(n?) n® +(p-2)nM~0(n*) v
Our Scheme 2pn* + pr)M~0(n?) 2n*M~0(n?) pnM ~ O(n) v
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FT2 HRESAFHMAER
Table 2 Smart contract cost test table
BREG LR KGAS GWEI ETH

Deployment con-

tract 2566 2 0.005132
submitTask 9168 2 0.018336
getTask 126 2 0.000252
uploadResult 28.4 2 0.0000568
verify 290.8 2 0.0005816
receiveResult 381.7 2 0.0007634
terminate 49.7 2 0.0000994

S2I6 Ll KGAS(1KGAS=1000GAS) H Hfir i
¥, I E GAS LIMIT 4 10000000, GAS #ir#s 4
2GWEL, HHICAE Z AR AL P AT I RE b 2 W FE— i
(1] GAS, GAS [MHSAE(5 GAS 4% GWEL 13

RIR AR IR A Sy Bl e 90 (P LA K 35 9 FH

M 2 ATRAE H, A% GAS IHFE B4R
HRE R BE B 207 (Deployment  contract) AT AT 45
$EAZ (submitTask)F Bt, 737l 75 2L HE 2566KGAS Al
9168KGAS. ALK —HeE 5w, Ml A
S AT AN AR TR — A 2 )

XPT 5.0 A BT ER AR e v U7 R A SR A A
V%, A0 MATLAB R2022a Xt )5 %
ProbGen. Compute. Verify 1 Solve 4 /My Bt dEA7 5K
ISR, R Compute B BE AN Verify B Be A6 Hov1-44
AT SRR . K 3 gh i AT R MERE Y i R
originat tuser » WV EATE HHBEATHE L O RE, 1) i) LASR
1352 A VERE I 26 o

R3 AMBREMARANEKBLELEREBA: )

Table 3 Experiment result

No. Dimension(r) Loriginal (3) Lyser () Lyorker1 (8) Lyorker2 (8) Loriginal ! tuser
1 1000 1.7656 0.2538 1.6604 1.6057 6.96
2 2000 28.3281 3.2228 27.7802 27.6627 8.79
3 3000 115.8125 8.4907 116.232 116.784 13.64
4 4000 299.1563 15.8872 298.165 298.117 18.83
5 5000 613.4375 29.1004 614.653 614.021 21.08
6 6000 1222.1406 45.3821 1222.263 1222.817 26.93
7 7000 1870.2969 61.2409 1871.276 1871.302 30.54
8 8000 3033.2656 88.5525 3032.231 3032.078 34.25

A7 P 7 BN T 4G ProbGen
KrBOH Solve FirBt, il 3 Fros, AR FR AR
FERAE, AR FRAC R VH SIS [ (FRAT: ) FTLUE
ST P IS RS T % [2, 18, 20, 29]
(RIS TRLFEY, 5 A7 28 P BRI R A5 2 5 ) iR
B 2GR

Kl 4 BB T H P AEAT AN o 507 ST H
ARSCAMUTEH R 7 RGOl AT OB 2 v R
A SRAR R RIITAY o« v LAE th, A AR H v 4
THE T RAET PN TR 2 £

Kl 5 MR T ST ARG B R IS TR A gk
T TR, ATLUE H, ProbGen By B At S B )

8 it

ARSCWTIE T R L5 RE AL 1) 2 A ) i,
ARG E B . BEHLS E1 R R B4
AR, W& T — BT T R L R ALK A
T MR E A BOR S RN FT A 1S

R RE 2 S R s . 2R MRHRIE S AR,
TRAE T 80 22 4 o Tl BT v i AL T S
AE & 2 LM S5 R A JT e A 7 5 A vk 5
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Figure 3 User-side time cost evaluation
and comparison
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