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Abstract A smart contract is a program made up of computer code. With the skyrocketing number of smart contracts,
how to use vulnerability detection methods to improve the security of smart contracts becomes more important. Existing
vulnerability detection methods such as symbolic execution, fuzz testing, and formal verification have a low degree of
automation, while deep learning methods based on sequence models have low detection accuracy due to insufficient fea-
ture mining of smart contract source code. Therefore, this paper proposes a vulnerability detection method Slice-GCN for
Ethereum smart contracts (smart contracts for short) based on program slices and graph neural networks. This method first
preprocesses the code of the program to simplify the program, and then uses the program slicing method based on graph
accessibility and data flow equations to slice the preprocessed program, and input the slicing results into the long
short-term memory network (LSTM) to extract the program semantic features of the smart contract. Then, the simplified
program dependency graph is fed into the graph convolutional neural network, and the program structure features of the
smart contract are extracted. Then, the program semantic features and structural features of the smart contract are spliced
and input into the multi-layer perceptron (MLP), and the smart contract is tested for vulnerabilities. On the basis of pro-
posing the Slice-GCN method, aiming at the reentrancy attack, timestamp dependency and integer overflow three types of
vulnerabilities, this paper compared the Slice-GCN method with three smart contract vulnerability detection tools Oyente,
Osiris and Soliditycheck, and passed the ablation experiments analyze the effects of program slicing, graph neural network,
and graph shrinkage ratio on the experimental results. The experimental results show that the method proposed in this pa-
per has greatly improved various indicators, can effectively improve the detection accuracy and precision, and reduce the
false positive rate. At the same time, the detection speed is also significantly better than the traditional smart contract vul-
nerability detection tools.
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contract EtherStore {

mapping (address=>uint) public balances;

function depositFunds() public payable {

balances[msg.sender] += msg.sender;

}

function withdraw(uint amount) public{

require(balances[msg.sender]>= amount);
require(msg.sender.call.value(amount)());
balances[msg.sender] -= amount;

}
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Program 1 Example of contract for reentrancy vulner-
ability being attacked

contract Attack {

EtherStore public etherStore;

constructor(address _etherStoreAddress){
etherStore = etherStore(_etherStoreAddress);

}

function pwmEtherStore() public payable{
require(msg.value >= 1 ether);
etherStore. withdraw(1 ether);

}
function () payable{

etherStore. withdraw(1 ether);
}
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Program 2 Example of reentrancy vulnerability attack
contract
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fallback() external payable{

require(msg.value == 1 ether);

if(block.timestamp % 15 == 0){

payable(msg.sender)
.transfer(address(this).balance);

}
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Program 3 Example of timestamp dependency vulnerabil-
ity contract
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function transfer(address to, uint _value) {
require(balances[msg.sender] - _value >= 0);
balances[ to] += value;

}
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Program 4 Example of integer overflow vulnerability con-
tract
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address[] _receivers;
mapping(address=>uint) balances;
uint256 _value;
uint public cnt=_receivers.length;
uint256 amount = uint256(cnt) * _value;
require(cnt>0 && cnt<=20);

_value = _value.add(10);
balances[msg.sender] = balances[msg.sender].Sub(amount);
for(uint i = 0;i<cnt;i++){
balances|_receivers[i]] = balances[msg.sender].add(_value);
Transfer(msg.sender, _receivers[i], _value);}

require(STATEVAR_0 OPERATE NUMBER OPERATE STATEVAR_0 OPERATE NUMBER);

NORMALVAR _1[msg.sender] EQUAL NORMALVAR_1[msg.sender]. Sub(NORMALVAR _3);

address[] NORMALVAR_0;
mapping(address=>uint) NORMALVAR_1;
uint NORMALVAR_2;
uint public STATEVAR_0 EQUAL NORMALVAR_0.length;
uint NORMALVAR_3 EQUAL uint(STATEVAR_0) * NORMALVAR_2;

uint NORMALVAR_4 EQUAL NORMALVAR_2.add(NUMBER);

for(uint NORMALVAR_5 EQUAL NUMBER ;
NORMALVAR_5 OPERATE STATEVAR_0{;
NORMALVAR_1[NORMALVAR_0[NORMALVAR_5]] EQUAL
NORMALVAR_1[NORMALVAR_O[NORMALVAR_5]].add(NORMALVAR_4);
Transfer(msg.sender, NORMALVAR_O[NORMALVAR_5], NORMALVAR_4);
NORMALVAR_5++;}
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Figure 2 Example of procedure standardization
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Figure 3 Program slicing based on graph accessibility
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Figure 4 Data flow analysis results
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03 uint NORMALVAR_2;

04 uint public STATEVAR_0 EQUAL NORMALVAR_0.length;

05 uint NORMALVAR_3 EQUAL uint(STATEVAR_0) * NORMALVAR _2;

06| require(STATEVAR_0 OPERATE NUMBER OPERATE STATEVAR_0 OPERATE NUMBER):
07 uint NORMALVAR_4 EQUAL NORMALVAR _2.add(NUMBER);

08| NORMALVAR_I[msg.sender| EQUAL NORMALVAR_I[msg.sender]. Sub(NORMALVAR_3):
10 NORMALVAR_5 OPERATE STATEVAR_0{:
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Figure S Example of program slicing results based on
data flow equations
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02 mapping(address=>uint) NORMALVAR_1;

03 uint NORMALVAR_2;

04 uint public STATEVAR_0 EQUAL NORMALVAR_0 length;

05 uint NORMALVAR_3 EQUAL uint(STATEVAR_0) * NORMALVAR_2;

06| require(STATEVAR_0 OPERATE NUMBER OPERATE STATEVAR_0 OPERATE NUMBER);
07 uint NORMALVAR_4 EQUAL NORMALVAR_2.add(NUMBER);

08 NORMALVAR_1|msg.sender] EQUAL NORMALVAR_1|msg.sender]. Sub(NORMALVAR_3);
10 NORMALVAR_5 OPERATE STATEVAR_0{;
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NORMALVAR_1[NORMALVAR_0[NORMALVAR_5]].add(NORMALVAR_4);
12 Transfer(msg.sender, NORMALVAR_O|[NORMALVAR_5], NORMALVAR_4);
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Figure 6 Final slice results
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Figure 7 Program semantic feature extraction
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Figure 8 Sample diagram of node elimination

6.2 EEFRHZE WL
S P P 470 A TR 255 e 4 BR324 48 A A i
FRAE, 1038 T BB RUE 5 2XRE 0% MRE P MM B 4
U 78 00 ML 7 S5 R RFAIE . PG RN I 48 AE AT
) B BTG ) B R S AR, AR 2 2 ) AL B
AR WA R0 FTR,
1 1
X"V —o(D 24D 2X,W)) (10)

o, A ORISR, A=A+, Ty FRIHERE,

A HABBAERE I G ER G IO I, K A AR
JE RS BB S EER S X, N R R,
W, h5E 12 IRERRE; o(e) AR TS R %L

B AT 3 RANE], Slice-GON J7 i %) %
ANEEAT 202, DR e T A R A A E
PR, A SCHRE T ik I R I e 4 T ok sk
B 1) 4 R R AIE
6.3 ETFENHLY4s

W BRZ G, BB RN Rk R
N JE A B SRR, R T AN R IE AT Rl
EF B E R R s W IR & vk 2 A
P BT 005 R R EAT SR AN B SR 3, HIX
RITIa B RAT AE T . b T s
(1 P 1) S5 AR AIE, AN ST R T 7 0 IR il
A 788 B A RURREAE, AT A5 21 AN ]
IR IER R o

S A =W NI OBYIL (& DA R N EE S L BUN BB (o
KB o7 ) B4 Jr e ik, ASWT 0 A 453 R
SCHEAT PRV I TE B ASB K49 i, [N OR B 5 I
RIS RGO R BH T 8 B B it
FEQIE 9 Fros, bl B v BN 4L i =
D153 8. TFREANT ST RE A 24510, e M gE
R AR IATI A . ASCH I TR A I

0353 BRI FE BN A 193, R o Bk S S
AAADPR,

9 ETEENMnss

Figure 9 Attention based edge contraction
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contract Serpent {
mapping(address=> uint256) public investorReturn;
uint256 public SerpentCountDown;
function CollectReturns () external {
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}
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