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Abstract The existing 3D model recognition network does not pay enough attention to the feature distribution and per-
turbation characteristics, which results in poor stability and flexibility of the network. In response to this problem, a novel
adversarial sample generation algorithm is proposed to explore the reasons why the deep network model is vulnerable to
attacks. The algorithm is based on point clouds and first uses the generation network to effectively learn the feature of the
key points in the point cloud, taking into account the original point cloud distribution and the adversarial characteristics, in
order to generate the feature representation of the adversarial points. Besides, the generator adjusts the generation of ad-
versarial points according to different point cloud inputs. Therefore, the algorithm is able to achieve the purpose of de-
ceiving the original 3D model recognition network and realize the investigation of the stability of the 3D model depth rec-
ognition network. Unlike the loss function of traditional attack models, the algorithm introduces misclassification loss to
expand the visible range of attack learning. Meanwhile, the algorithm also proposes a perceptual loss function on the basis
of the original adversarial loss function to improve the quality of the adversarial samples by comparing the similarity be-
tween the original input and the generated samples, so as to simulate the possible adversarial samples more realistically.
Based on this design, the adversarial samples generated by the algorithm can not only deceive the 3D recognition network
but can even visually deceive humans. Thus, the test of the adversarial robustness of the 3D model recognition network is
realized and the exploration of the reasons for the vulnerability of the deep network model is completed. The comparison
experiments and ablation experiments on ModelNet10 and ModelNet40 datasets demonstrate that the organic combination
of generative adversarial networks and perceptual loss allows the algorithm to efficiently generate high-quality adversarial
samples.
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Figure 1 Architecture for the adversarial generation network: The generator can effectively learn the representa-
tion of confrontation points, and adjust the noise input of the confrontation samples according to different point
cloud inputs. L,,;; improves the quality of the generated model by comparing the generated model with the original
model to make it more consistent with the sample distribution in the real environment. Discriminator ensures the
confusion of the generated sample itself, which is more effective to interfere with the recognition model.
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different loss function weights on the ModelNet40

dataset
E £=0.01 £=0.1 =1 =10
n=2 91.67 94.56 95.87 95.29
n=4 93.48 96.69 98.46 97.87
n==6 92.62 95.41 96.87 96.03
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Table 4 Comparison of attack success rates using different loss functions on ModelNet10 and ModelNet40 data-
sets
PN ModelNet10 / Zti il I (%) ModelNet40 / B B L #(%)
L L, PointNet PointNet++ DGCNN RS-CNN PointNet PointNet-++ DGCNN RS-CNN
— — 96.53 95.28 95.04 94.23 93.60 92.88 92.47 91.28
— 99.53 98.37 98.14 97.58 95.52 97.85 97.58 96.89
N 99.41 98.24 98.07 97.42 98.46 97.63 97.25 96.65
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Figure 4 Adversarial point cloud visualization
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Table 5 Success rates of transferred attack based on different victim networks on ModelNet10 and ModelNet40

datasets
e ModelNet10(H% i /%) Z/%) ModelNet40(H o 1% ) Z/%)
7 PointNet PointNet++ DGCNN RS-CNN PointNet PointNet++ DGCNN RS-CNN
PointNet — 17.6 15.8 13.3 — 16.9 153 12.9
PointNet++ 20.3 — 16.9 17.6 19.2 — 16.1 16.7
DGCNN 19.4 18.9 — 18.2 18.9 17.5 — 17.3
RS-CNN 19.2 17.3 16.2 — 18.7 16.4 15.4 —

%< 6 7f ModelNet40 £3E 5 £ L PointNet i)l M (& B AR /555 BT R I B Ih 33 L

Table 6 Comparison of transferred attack success rates for different methods trained on PointNet on ModelNet40

dataset
vk 7£ ModelNet40 £ #i4E - LA PointNet 4y Il Zxtl Bk WX 45 (B B B 2R /%)
C&W+, C&W+Chamfer IFGM LG-GAN DisGAN
PointNet (I Z:M4%) 100 100 73 98.3 98.46
PointNet++(LF M 4¢) 0 0 3 11.6 16.9

DGCNNQGTH 4 0 0 2.6 14.5 153
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Table 7 Comparison of attack success rate, /, distance, and sample generation time with state-of-the-art methods
on the ModelNet40 dataset

WARES T/ % t SRS B 11/% 1 DUP-Net [j /% 1 I ¥EEs/m I 1) /s 4
C&W+1, 100 0 0 0.01 40.8
C&W+Chamfer 100 0 0 — 43.73
3D-Adv 100 70.7 8.5 0.18 21.34
IFGM 73 14.5 33 0.31 0.275
LG-GAN 98.3 88.8 84.8 0.35 0.04
AdvPC 97.4 81.4 7.8 0.18 0.137
KNN 99.6 29.2 28.8 0.18 0.249
DisGAN 98.46 89.6 86.3 0.32 0.03
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Figure 5 Comparisons of visualized adversarial
examples
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