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Abstract As one of the new technological infrastructure in the new era of cloud computing, virtualization technology is
the bearer technology for building a new IT architecture. Virtual machine monitor, the most important component in virtu-
alization and cloud computing, is critical to the integrity, security and stability of cloud platform. However, the virtual
machine monitor has been exposed to many security problems in recent years due to a large number of codes, a complex
and monolithic design pattern and a lack of internal isolation. The virtual machine monitor controls the normal operation
of the entire virtualization platform. Once the virtual machine monitor is compromised, all virtual machines on the cloud
platform will be exposed to threats. How to reinforce the security of virtual machine monitor has become a research hot-
spot. Therefore, in order to better enhance the security of the virtual machine monitor, in this paper, we systematically
analyze and summarize the security reinforcement technology of virtual machine monitor from the perspective of archi-
tecture security. Firstly, we introduce and analyze three traditional architecture models of virtual machine monitors: hyper-
visor model, hosted model and hybrid model, as well as three actual virtual machine monitor softwares (Xen, KVM and
VMWare ESX Server), and summarize the potential safety hazard of their architectures. Secondly, we survey the domestic
and foreign reinforcement researches of the virtual machine monitor in recent years, sum these projects up into privileged
domain security hardening, integrity protection, error isolation enforcement, minimizing virtual machine monitor, nested
virtualization reinforcement and hardware encryption protection, and compare the advantages and disadvantages of differ-
ent researches. Thirdly, we institute four dimensions including trusted computing base size, access control, error isolation
and performance and deployment difficulty to evaluate the design of virtual machine monitor. Finally, we discuss the chal-
lenges and looks forward to the next step of virtual machine monitor security reinforcement.

Key words VMM Security reinforcement; virtualization security; TCB; architecture security

BiEE: SR)E, B, W55, Email: jiaxiaogi@iie.ac.cn.

AT B b R B 20 VP R T AR IR S I . WA 2 AR AT E AR E R E . AL RRERAR TR S 0
H(No. Z191100007119010)- H* IR} e [ 5 R 1 pd S48 %8 FE 4 101 H (No. CXJJ-20S022) %

ke H #: 2020-03-19; &5 H #H: 2020-05-31; 5@ Hw H HH: 2022-12-30



FEJRAL & TR ST VMM P 6 22 AN [ 254

1 3515

1956 4 6 H, 4# KM EHLAFZ Cristopher
Strachey &5 VR BRI HE S BRI R R IR
S, ARG AZYEREIZ R B AR
PP (= il 7] IR NV 9 N W R S N DR A 95 £
by RGBS AT BRI . A S B
RGN D1l BEE—GRBAUNLT 1964 4F 4 H 7
HitA=, & IBM 4771 IBM System/360 Model 40
VM, [ 2006 4T Db e Amazon Web Service
DK, RERMLEARAE A =i 53408 =7 & e
PEPROE T E IS BRI AR s A %O R R
FE BRI AL 4% (Virtual Machine Monitor, VMM), H
KA FRRE AR VIR, A MR UL BT R BT R 451
Fo BRI, VMM 3073 P8 R R R A R ot i A
%%, BAE KB . —H VMM 28|50, #4
VARG TEMZ . SCEREBITR R, B
VMM [P & PR3 I, VMM B OG i £
EWZEERN. Ll Xen Al KVM 4, M 2012 45
2020 4F 7 H, Xen #2547 (1R B 19 K 31 328 AN,
KVM (5o K 7 122 AP 1 piR).

300
250

200

#

< 150

100

50

0
2012 2013 2014 2015 2016 2017 2018 2019 2020
Aoy
1 Xen #1 KVM JRiREE#a%
Figure 1 The increasing trend of the number of vul-
nerabilities in Xen and KVM

AICH VMM I BT 5 8500 22 4 1) 58, A9
TR A M RO . 40 R 45 M =
JEAE BT th T R e L E AR, FEUL
i BREEBUR LAAMRIE B, W CVE-2017-170451),
5 AR 3 8 M T DUJE i T FRAR R AT SR T B
FAF AN ERAE R G VMM [IALR, 21 CVE-2017-
1091817, g iR 55 Behi Fg e & A VMM 35 T
BUELRE, fF VMM B0E BRI I s, SR
PHE RN BTG50 T4 VMM (1
B, VMM P AR T R AR

161

WAt LT BN E VMM, 220 VMM
HIR 2 4 ) U, AN BB PS5 1R T A R UL AL AR
SR RN A . R UE R SO 22 A i R b S 5 A 9T
I, MiHZE VMM 4846224, % VMM T2 4k
T 8 R 3 K (1) AU 2 A IS AR R

B4 VMM - & [ APk, BR3Z2E] VMM 520 41,
2352 BFFBUIE )0, W Xen 1) Dom0. KVM [
15 EHURAE R RS . NIk, 5IA SRR, A
SCHE ) 2= FREE (1) VMM 1 & 22 AN 4328 VMM
FERUOER 224 ME I AT VMM 224 PEnE . PR
$ag 2z A o ] 5 A B S R0 B 25 R AR A R G (1) Dh BEAL
B e VMM 222 i 73 A 5 T 58 4R 1) VMM
AN FETHARARE ) VMM AP
T /ML VMM () VMM 222 PEinfE . 35T ikE
FERMEIT VMM 22 AP I RS 1 0 (19 2 4
o AL Xens KVM Fl VMWare ESX Server 44,
ARG VMM BETH R AT A G AR 53
PTG 2 35, BRJG A BEFI T VMM BB 22 42
PEIME G 3 F)R VMM At sk GE 4
o ffa, AR T VMM SEG e A ) oF
Tl g, JF BT R 23551 VMM 1 & 224
AT TR EECR 5 %),

2 MRE=

2.1 VMM ZEHy4r

MR ZER SEIL 75, VMM R LL43r 24 hypervisor
B g E AR R AR = 2KP I 2 FEoR).
Hypervisor B8 n] DL E A —AS L 115X BRI
SERRAE RS, DA BT H VMM & B,
VMM B IS TR L, BRI 5 BT A Y 2L P U,
N7 ) AR R LR AR R SIS AT IR LR
B8 AR AT7 10, WL Za BT VMM 1)
Ao fE FRA, WP A FHERE RGO
BRI i EVIERAE RAA G A R & B DIRE,
T VMM AE A5 EHLERE RGO T 1) N AL AR et
17 VMM X REAUBILIR) 78 20 Dl S e B2 38 FH 4 AL
PRAE RG MRS R EAT o A5 E BRI W5 iR FUMLAE
HAE FEVEAE RE I — AN SRR EAT R EE, B
BUIR 2245 2 BAUERE RGN VMM L [m] 41 57
AR DL B R B ) 45 . IRA B,
VMM G P BT P BRI [R]I, H—o0 J&
/O a8 M HIACAE B — B AT AR AR DAL ) 45
VERGERAN DT o fELZARTTIH, WAL 24 O
THREBUE AN LA R IR VMM Bl A R UL A Wi
R, VMM SEHLE R vk #4528 (1 5 BRI 43 388 A



162 Journal of Cyber Security {5 S\V%Z 454, 2025 1 H, F 104, 5114
HERIAL HERIL
HEDIL HEIL HEIL HERIL
AL %L
P % P % P %P fi LA iilidig JIRY
PR 7P L % PR P mﬁ@?“ 55 RS
fER5 L YEZ % tE5% 2
CPURIE | [ Wora e | [ e | [ Eh el Al
Kt Hith H Hith ik itk
VMM CEE S VMM
i B
Hypervisorf5i 7 i AR
HERUEAIL R HERIL
WY &P % P
BRI JHRY IRy
FARURAE R & PR & PR
W IR BB L tEZR%
CPUBIIL AR
i Bk
VMM
i
RO

2 VMM ZH41%8)
Figure 2 The architecture model of VMM
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perlbench* 4.6% 0.7% / ~Xen 1.4% / / /

bzip2* 0.7% 4.7% / ~Xen 0.6% / / 2%
gee* 1% 5.2% / <Xen 5.9% / / /
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TCB Size 4K SLOC 23K SLOC  8.5K SLOC / 1.8K SLOC / 5.8K SLOC /
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