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Abstract Insider threat is initiated by trusted internal personnel. Which is more transparent, covert, and high-risk than exter-
nal threat. It is a challenging cyber security issue, therefore we should pay more attention to the insider threat’s current research
findings and evolution trends. In this paper, we study the research category of insider threat and use grounded theory for rigor-
ous literature review and analysis. Through the systematic study of insider threats in the panoramic view, we aim to help or-
ganizations obtain a panoptic view on this disparate topic and thereby quickly develop solutions according to their actual situa-
tion. This paper presents a novel insider threat survey of great significance to the field of insider threat. The main contributions
of this survey can be summarized as follows. (1) It summarizes the research scope of insider threat, aiming at establishing the
framework of this research. The research scope includes seven aspects: definition and classification, data set analysis, event
analysis, deterrence, mitigation and prevention, detection and response. The framework describes the workflow of insider threat
research, following the direction from event to solution. (2) It makes a comprehensive analysis of insider threats from the defi-
nition and classification, data sets and events, and proposes a practical and unified taxonomy. This method makes the important
characteristics of threat events easy to maintain and keep a clear state, and makes it easy to expand, integrate and modify. (3) It
proposes a step-by-step defense framework including deterrence, prevention/mitigation, detection, and response, it summarizes
the impact of user behavior, psychology, and criminology on events, and then summarizes and analyzes the research results. (4)
It analyzes the insider threat cases and current research progress, then discusses the deficiency of existing research and proposes
further research directions from three aspects: data set, event analysis, and defense.

Key words cyber security; insider threat; analysis and defense solutions; grounded theory for rigorous literature review;
practical and unified taxonomy; survey
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Figure 3 Research scope of insider threat
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Figure 7 A step by step defense framework for insider threat
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