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Abstract Cybersecurity named entity recognition (NER) is becoming increasingly important as the number of cyberse-
curity documents rapidly grows. Compared with general domain NER tasks, cybersecurity-domain NER faces many chal-
lenges. There are many types of security entities, and new words often appear as entities causing out-of-vocabulary (OOV)
problems. Existing deep learning recognition models (RNNs, CNNs) do not perform enough to deal with these challenges.
With the rapid development of the pre-trained model, it is widely used in many tasks and achieved state-of-the-art per-
formance. However, in the domain of cybersecurity NER, there are few studies on the pre-trained model. This paper pro-
poses two cybersecurity NER models, named First Subword Replaced (FSR) and Masked Cross-Entropy Loss (MCEL),
based on the pre-trained BERT (pre-training of deep bidirectional transformers) model to extract security entities from the
cybersecurity dataset. The FSR and MCEL models can also deal with the mismatch between the subwords and labels
caused by BERT using WordPiece tokenizer. This paper conducts extensive experiments on a real-world cybersecurity text
corpora. The results show that the pre-trained model proposed in this paper outperforms the previous state-of-the-art
method by 1.88% F1 score on the cybersecurity dataset.
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AT KR H SR 10 b 1 2R 8 4
mask. [A°4 BERT #i% &R H T £ )2 Transformer M
7, BRBARLF RS S B, HoAh 7 145 S 2 pk il
R AT R, PR T FSR B
WAME B E RIS RIS SEHE 2 1
Masked Cross-Entropy Loss AR SR R 45 2
H =y(H,)

p(y|X):s0ftmax(HnT) (14)

Lycp :—%iif/log(p(y, |X))

i=1 t=1
Wt Hy e R,y (o) RRSREA 3 5 — A
i 5 BRI B H . MCEL B RERE T 15 45
B, T LIS T A7 53 A D 8 3 o A4
B3 P T AT TR I £ L
AR LT, U SCAREA R o
F AT AIINBRA, A b R
PR I SO 5P 1)

4 Iy

h T VA BT R AN I P e, AR FE AR IR
H—MEA M EARE . H T LR B AL PRl
FEFR LS ST 4H Y
4.1 HIEE

A STAY Y U 1R 22 4 A0 1) 3F 5 R 4 SCAR 3
Pl B N MR 4 4% i) 22 A AT AT £ 1)
b T P 1 € G/ ot/ R & 7 bt e B
AT F AR iE MR o 12X 26 2% 1) 22 A 5P AR A0 5
i 45000 FLIAFT 5000 N4 43 SEAAR . IXAS 4 4 AU AL
P 1100 SRS AR SR TR ) RNk Bt () O T, G
T PR

(1) Software (#ff 4, #l4n: Microsoft .NET

Framework 3.5)
(2) Operating_System (#1E &% 4, #l40: Linux

Ubuntu 10.4)

(3) Network Terms (P45 A%, f4n: SSL, 1P
Address, HTTP)

(4) Attack

a) Means (M J7i2%, {914n: Buffer overflow)

b) Consequence (X4 ®, HlUn: Denial of
Service)

(5) File_Name (3CfF44, {51101: index.php)

(6) Hardware (fifl f:, {5 4n: IBM Mainframe
B152)

(7) NER Modifier ( — M 7E Software I,
Operating_System KHTELE 2 J5, v LA B R 42k
FE B ERAE R A B

IR 7 RS, 9 PRSI,

“Network_Terms” #% A\ A& B2, KA Wn4

K2 HHGHHR S R 28 ARTE . BRI, SR
“Network Terms” FJU N HEEL, “Attack” JEn] LUt
— o RN BBt 7K “Means” /NS EH
RBC B & 45 1) “Consequence” /N, fildn, “ %%
X s H (Buffer overflow) ” #{iA A& “Means” 1)
— NS, DR AN AR B I R 2 H bR, AR
S ST SE R . BN “HE 48R 55 (denial of
service)” M/t “Consequence” 25, (EZ5E I CA
R R RTEAL N “Means” B “ Consequence”
(RSB SR ARTE 2 o AR MEAE — N R R P
BATINF, 5&h “Attack” 21, “NER_Modifier” 287]
PARA A STAS AT 77 i B A RGOS B .
41 “This vulnerability is present in Adobe Acrobat X
and earlier versions...” , i “and earlier version” &
INIAS X Z BT I T Adobe Acrobat WA 14 7 52 3
ek g, AT LA B U0 SCAS o R Al s AH 2 A 5
2 B B R AR

AR T A I AR AT PEAL LT P R, S
b PUAS B s B B IR 4R, — N S
MR G . INZRERFE 7 3800 NSRRI L 37000
AN g ], MR AEE I A 1200 AN SRR
8000 /LT L] o
4.2 BRI

(1) BILSTM-Softmax: CHER[14]1%H T BiLSTM

YA SORGRISZ, Aat JE 4 Softmax #4720 75
FERA i 40 AR YU S o

(2) BILSTM-CRF: SCHR[ 1414 T H] BiLSTM
Vet 25, CRF A A gt 2ok b 47w 44 S5 A4 TR
B,

(3) BiLSTM-CharCNN-CRF: SCRR[ 17142 Hi 4 1
CNN REZHCAR] )RR onE B, R FR R 22 )
5 BPHEAE I AE S BILSTM-CRF AR (1) NI4T
ARV o AR )02 A H A A S 1) iy 44 5K
VUM SS b BRIAR AT o TGk A SCHR Y A
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] F1 {8

Precision = P x100% (15)
TP+ FP

Recall = e x100% (16)
TP+ FN

Fleox Precisionx Recall <100% (17)
Precision+ Recall

AR H PyTorch HEAESH T A7 IS8 . TEAH 1)
SR EWT:

(1) FEAER

8 2 B B T 50T B A L (D S AT 1
B A LR /N A 10 f Adam 01638, #I4G
2% 0.015. Y%k epoch Hh 100, LSTM Hiff]
B ) 4 L E O 100, PR AE A2 X LSTM,
T CABGOIR 2 1) s 4E 5 2 200, 1] [n) A8 H 35T Glove
RS Shof o 35 7 RERI 9 248 SCARTEAT TN 5459 21 300
i3] [ P AT HIA A . S T B b A, AR [
embedding 25 11 T 25%(1] dropout J2 . &3 7341, B
99% 1 SUAKE/INT 128, IRIMOKs SCA B K 13
H 128, {EMRES 2] “BIO” Hbriikg . Ak, i
A5 FH 27 2 2 3 P

LR, =LR,, x : (18)
1+0.05%x epoch

(2) FSR 1 MCEL &%)

FEF PN GAERL L T X 3 K/ANS FIAR X 43K
/INE S HIE BASE 1 LARGE AN[ARERS KN | (145
o BAN, EESIN T —AN3E T30 mask(Whole word
masking, WWM) I T 25 BERT #5781 525 %} EE .
WWM TE I i F2 A B mask BRL ] [ 2 487 35] 1
mask AN LI 1) Fr A -l 43, AT RASE b g e Tl
SR B B A B (1) B A A O T .

(1) BERTgas: 12 )22, Ba)Z 768 4ESEFN 12 MR
13k, BESHE1.112.

(2) BERTarGE: 24 )22, Fa2 1024 4EFERT 16 ANE
B3k, MESHE 3410
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(3) BERTww\: 24 )2, B2 1024 4R 16 ME
Bk, B8 3410,

FSR I MCEL BRI “[CLS]” #5458 3
ATk, I HAEH “[SEP]” 55 HI/E A 45 2 .
filh JZ bR A “BIO” k2. Jf HAE BERT JZ2 2 )5
KH T W)Z Highway 4%, BT X828 i fii)l 2511
BERHRTT LAFE Github™ E 4 21, AR S48 1) 2
PyTorch AP, 75 i 9 2% 25 7] 22 42 iy 4 SEAR LU
FE45 TR B, FSR A MCEL #70 [1) 4k 22 Bk 2 Al
BERT & LB E A, mAXAKEREN
128, Dropout ¥ B N 10%, %% ] K& E H Se-5,
adam_epsilon ¥% & 4 le-8, warmup_proportion % & A4
0.4, batch_size B'E N 10,

5 ZHRoMH

5.1 TEEEXTEE

T 1 T LS 0] e A iy 44 SEAAR A s et
Eb 7 A SO M AR R R R 2R AR ) 2 . L T
ZrBi FSR A MCEL K I & 56 F X 43 K /NS B 1]
(cased)f) BERT-BASE 5 4A # Bl BERTgasE-casedo M
KDL, E BILSTM AR BRI 745 2
SATEfERS 2R CRF BEALHS T DL T F1 A IXUE
BT VS N5 4 A TS nT BASE I 7e 29 1) FH SCA )
SAF BN KRR 3T . %t FSR #7841 - CRF
AT LAFETE F1AE, XUERH T 7EMRS 248 ] CRF A1
RUR] ULE iy 4 SRR BT 45 B3R P RESE T . AR
({4 7 FSR-CRF Fl MCEL 7 W % 25 [0) ‘22 4 $ i 4 -
R RE TR vk B AR BILSTM-CharCNN-
CRF, {IF B T JE T T S5 PR R A I 45 22 4> 5 4
1 iy 44 SR UIMTE S R B . eAh, T
BERTgASE-cased T2 282 K /NE) MCEL B2 8 F1 4 7] LLIA 3
87.13%, T FSR-CRF %4, [X2 MCEL 773 F|
TR BT R 45 L, FSR BERUAAUE A T R4S
FAAR] [P B — AR S

Bl 3 JEoR T ARG T-HE B RE A de 4 SR
RIFSEIGEE H . T DU S I 2B 28 1) FSR i
MCEL 45 B3940 T LSTM B, A Tl 25
IR AEPEH “Network _Terms”. “File Name” Fll
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Figure 3 The F1 scores of different models for each entity category on the cybersecurity dataset. The pre-trained
FSR, FSR-CRF and MCEL models are based on BERTgsg_casea model

x1 MEZTEREHBARMRAFNBIRE LER
Table 1 Results on the cybersecurity NER dataset

LY Precision Recall Fl1
BiLSTM-Softmax 85.69 84.41 85.04
BiLSTM-CRF 86.12 84.79 85.45
BiLSTM-CharCNN-CRF 86.67 85.06 85.85
FSR-BERTgAsE-cased 85.75 85.92 85.84
FSR-CRF-BERTgasE-cased 85.01 86.98 85.98
MCEL-BERTgAsE-cased 87.43 86.83 87.13

WL 2 Pron, ACEKEET MCEL BB ER T A
[ 21 R /N AR A DX 43 B ] DK /N5 0 S 56 45 SR 1) 5%
W) Jf B AT TR 40 ) S8 B AL . b AU 4
BERTgASE-cased~ BERTBASE-uncased +  BERTLARGE-cased ~
BERT | ARGE-uncased~ BERTww-cased 71 BERTww-uncased
T I S5 &5 A ] DOYLEE 213 T FLn] X 43 K /N B [P A
BB T A 3 Finl KNS, JeT WWM A
AT LASREUR = 0 F1AE, WWM Al LU /E BERT Tl
2k L mask #8731 AR £ o BT BERTww-cased
") MCEL HiM3k15 T 87.73%I1 F1 {f, KT
BiLSTM-CharCNN-CRF #£7+ T 1.88%.
52 HRERAHAR

RS A R ORI T TIOR8 FSR
I MCEL M &, ASCEAHE T A b 21 AR
FARTTHR . AR SHRZR “[SEP]” #'5 . {EfRID )=
AR R AR “BIEOS”. “BIO” LK Highway
W2 A E M DTk . AHOCSEEG ST MCEL Y, A5y
BUH R ] BERTRASE-cased

X 3 R T ARIAAE R e 45 F . AT LA
MELEMEH] “BIEOS” HIFRT S 2o KR BB 0]

LASEARUN KRS e, ) 4% 2% ) 22 4> i 44 S AR
SECH —3% 9 SRR, Wl “BIEOS” brid:
A, PRSI 2, REACT “BIO” s
Al RINTESCAR) AT “[SEP]” fF 54
MR FORSHER . “[SEP]” 55 IAE SCA A Z,

%2 MCEL ETAEREXNENET B LS
LIRS EEE EHERITEE. U X3 uncased, C X
3= cased
Table 2 Results on the cybersecurity NER dataset
with different model Sizes based on MCEL model. U
means uncased, C means cased

Rl Precision Recall F1

BiLSTM-CharCNN-CRF 86.67 85.06 85.85
U-MCEL-BERTgase 87.44 86.40 86.92
U-MCEL-BERT  arge 87.23 87.44 87.33
U-MCEL-BERT wwm 87.56 87.32 87.44
C-MCEL-BERTgase 87.73 86.83 87.13
C-MCEL-BERT | srce 86.90 88.32 87.61
C-MCEL-BERTwwm 87.96 87.50 87.73

#3 ETNHTERE®ALERFNBEERHRM

R
Table 3 Ablation study on the cybersecurity NER
dataset
Ry Precision Recall F1
BiLSTM-CharCNN-CRF 86.67 85.06  85.85
MCELsio-sep-Highway-2 87.43 86.83 87.13
w/ BIEOS 85.31 87.08 86.19
w/o SEP 86.46 87.49 86.97
w/o Highway 86.53 87.48 87.01
w/ Highway-1 87.72 86.21 86.96
w/ Highwway-3 86.99 87.08 87.04
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