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Abstract With the rapid development of the Internet of Things(IoT) field, a large number of IoT devices are exposed to
the Internet, but the firmware of the IoT devices that stores the file system is often found to have security vulnerabilities,
causing serious security problems. In order to deal with the security problems of IoT firmware, security researchers from
home and abroad have conducted extensive research on automatic vulnerability discovery, but the false positive rate and
false negative rate of existing vulnerability discovery methods are still not ideal. In this paper, we propose an automatic
vulnerability discovery technology for IoT firmware based on reaching definition analysis method. Based on reaching
definition analysis method, a backward tracing taint analysis method is designed with the help of the heuristic information
generated by function call path analysis, and the method can reduce the false positive rates of the vulnerability discovery
process. At the same time, in term of reducing the false negative rate of the vulnerability discovery process, we expand the
user-input by identifying the parameter characteristics of the function calls of user-input API functions. Furthermore, we
expand the scope of vulnerability identification by identifying the trigger points of the vulnerabilities in the vendor-defined
library functions. Based on the above methods, we designed and implemented an automatic vulnerability discovery system
FirmRD. In the experiments, in a comparative dataset composed of 49 firmware from four manufacturers: Netgear,
TP-Link, D-Link, and Tenda, the accuracy rate of the vulnerability discovery method of FirmRD has increased by 1.8
times comparing with the cutting-edge framework SaTC, and FirmRD can discover more vulnerability alerts at the same
time. After manual analysis, we found 4 middle-risk or high-risk 0-day vulnerabilities in the comparative dataset. In an
extensive dataset composed of 6 TOTOLINK firmware, FirmRD found 68 correct vulnerability alerts with an accuracy
rate of 82.93%, 58 of which were related to 1-day vulnerabilities, and 8 of the remaining 10 0-day vulnerability alerts have
been confirmed by the manufacturer.
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Figure 3 The principle of parameter definition posi-
tion analysis
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4) AU SHoE G N TAAER AT H S
ek B =, WMAS AN BAEE R T2 1.
DRI, i S o A A A 7 4 o 2 A s U O
BN Z PR EOT e BRI I fE e 280 AL E . Ak
M5, FHRRA TR B SHO AR E S, WAL
AT BERT S RN, 27 R e S W Rl 22 o
D3 H R, AR AT R I % AT R
SR B AR, KX AL E AR A S BN
TR G R 2 2O R A T I AT A B

(5) BEGMANSHCE S MR HARS ] Rl
FITAE s A A\ S H0 e, ) SRR 9 A I T Bt
s LR MR, LR Rt &
P o o NN S B0 E Tk, AR )R
PR BN S AR 1238 T AT S SCAT I PR

(6) 75 KEE S IR HARS B 52 A7 B R
TAER TG REMH N APL s B, S
R RUE R R AP -5 R KOG R,
V9 R R RESE WG IS pR A AT A R, A, R
HIF B AP DA s T e A2 T REA T A

FEBTRAALA 7 T, D G X [R] A B R |
P (3 AR PE AT AR 0, A5 RAESCEL
N H bnAr B S R AT T AN e, Je i T
S AU AR, AR AR 51 AT AR B0
PO IS AT 85 RSBl T BTk, $ew T ig
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BEAb, A7 R bR B B IR 2 Ak S S
IS OL, A T5 SR A RTIE R 2 M 1 53, SRR ek
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PEMRERT BT AT 51 P DL IR 5 SCRTIETE, A4 iz AT
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4 ®EEZIE RS FirmRD 8%+ 53K

4.1 BRGLRWM

THRPE R 3 ST T CaTas M iy
R HT TR A2 0 5 m A MR, 3k Ty 2 (] 4 i
AbBR L H G 43 B i o BT R P AR R, AR S
B FESEIL T — A H AL w29 248 FirmRD,
HAG A HTHESE angr!' o0} RGEHEAT 7520, &
GEREARZERIWIEL 5 P o
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Figure 5 The system structure of FirmRD

E [ P FAL BERY B, R G0 B W 1
IR E S0 RS . FirmRD MG I 3645 ) 1 1Y
W DL B IIAT Y 42 F AT 7 B2 A48 1) 28 T 48t 4 Hh AR L
Wk R0 ¥ 2 [ 1, A8 binwalk!™ T B s SREL T
[ fF S R G

FERT S BT BE R, R G0 T B AR PR A ) A
2% 5y % B Bk 1) B ks = EHIRE A A 4 BT B FR,
AR IC 5 P A BT S APT BR 5
SE VG RIRIIALE « FirmRD [ RT 5 2 HTAER 71 57 T 43
BT H bs5 75 SR 0BT A, 28 bek B 1 4k 2
X 26 A8 1R X 468 3 B R P4 R o0 T L b, K P
N APL BREE g A, I 3a i tU3) eh 500 1 2
HURFEY K 715 s IR U BE o

FE o T B b, AR 48 7 BRI 1) f B
BRI JEAE HARRR 3 b e Ay sV 2R A, Rl iR
WG S E I YT RIS R SR A R R R X e
T 42347 R Bl FirmRD A FHFE T st rvs
R E R T I B A R B L, JF s
ST A SR 78 T A SR s R L

TEZL R FirmRD [f] = AN Brasidierf, v i 20 b
B 7L DRSS 3 TR kT Tk MUk, 4.2
W 4.3 NG5 e A A v > TR R DL KT AR
IS AR BT T, AR E T T A
FeIT I ARG 0 TG AR WY k. Lk
25, 4.4 TR RGN SEI T TR IR
4.2 BlimS HESRIE T

FirmRD 1] fi 3 /AT R SEASHY ] T SaTCUIF
RHESL T %60 %7 MBI HEEL HTML. JS.
XML Z5 4% 3P i o S -5 3% ) 454 SOAH R 11 9%
e R, R e A R R SO o R R O

) 5 G G ALAE R 40 B H bR 10 0 2 32 B fE 7
DL A 1) s

SR, AR SaTCYR 2Bty S A B i 2
KB IR G r DR 7 S0 5 O K HL T KT
75 R RNTE L, RIS s PR AT AR A7 AE 5 o
N o IZME B2 A BE 2CON 11 A 4K 48 (Implicit entry
finder), W IH F T SO HAT AR ) pR 2L
WHANDNT, — &R LM T 15 5P E s 1
R ERERZ P YR Y N T

K 6 FIE 7 J&7s T SaTCU BN 12 4k 881 LA
fif B LA B TEVF AR e 1805 s PR U 1 — N s ], PR B
AL M%7 Tenda AC18 H&—A 1-day i,
JTHERRRTE )1k SaTCU R it e i 7 A5 4k 7 R piris

T, ELrfA i i, A s s R P R o
1lint _ fastcall formSetSambaConf(int al)
; int result; // 2
4| int v2; // re

16| memset(s, @, sizeof(s));

17 13 = sub_2B884(al, "password”, “admin");

18 12 = sub_2B884(al, "premitEn”, "8");

9 v11 = sub_2B884(al, "internetPort”, “"21");

1 = (char *)sub 2B884(al, "action"”, 8&unk F1338);
9 = (const char *)sub 2B884(al, "usbName", &unk F1338);|
8 = sub_2B884(al, "guestpwd”, 8unk_F1338);

23| w7 = sub_2B884(al, “"guestuser”, &unk_F1338);

24 v6 = sub_2B884(al, “"guestaccess”, &unk_F1338);

vS = sub_2B884(al, "fileCode”, 8unk_F1338);

if ( !strcmp(sl, "del”) )

{
28 doSystemCmd("cfm post netctrl ¥d?op=%d,string_info=¥s", 51, 3, v9);

£l 6 Tenda AC18 ;5 =iRIRA R 1
Figure 6 The first taint source identification example
from Tenda AC18
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Yt N R B P, SaTCU B TN 11 25 4k 28 45 1% 4 R
PN T, ffu T St . SR, EE 7 1, i
TR SO BT N T RV (1) G B
A SaTCUHS, BN 02k 38 Tovk 4 bt
TN

char v6; // [s
7| char s[64]; // [
8| char dest[256]; // [
9| char v9[256]; // [sp
9| int v10@; // [sp+3
1 const char *wil1; //
2| char *nptr; // [sp+368h] [bp-14h]

int i; // [sp+36Ch] [bp-10h]
i=0;
16| memset(s, @, sizeof(s));
7(| nptr = (char *)sub_2B884(al, “"LISTLEN", "@");

8|21 = (const char *)sub 2B884(al, “"page", "1");
19 5 =0;
20 for (1i=1; ; ++i)

1 = atoi(nptr)

if ( <i)
4 break;

s[e] = e;

5[1] = e;

5[2] = e;

vs[3] = e;
29 sprintf((char *)v5, "¥s¥d", "list", i);
30| | vie = sub 2B884(al, v5, &unk ED730);|
1 if ( !vie || !*(_BYTE *)vie )

break;

strcpy(dest, (const char *)(vie + 1));
dest[strlen(dest) - 1] = @;
sprintf(s, “"dhcps.Staticip%d"”, i);
SetValue(s, dest);

38| SetValue("dhcps.Staticnum”, nptr);
2 = sprintf(v9, "/network/lan_dhcp_static.asp?page=%s", vil);

Bl 7 Tenda AC18 i3 =iRIRA R 2
Figure 7 The second taint source identification ex-
ample from Tenda AC18
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Ja, RS EBERIRX R, AT AU b
T DRI, BIASRE H S e O FH RN A v S, R
BRI K 55 6 85 bR 00 R AN A7 AR HO VAR, 2R R
A B AN 23 78 5 S I R B A AR R R

BT R AR, g S HARSCE S 0, FRATTE
T SaTCUIHESR ST 1 HH B = 5 (10190 4 i 45 5 i 7
PO T 194 246 ik 45 S8 5 | A 8 110 o 50 T 2 B0k
fiEo S LA BARHE, REREH T AER— S8 E
ENEZOSS =i e

= APT R RS NGy 2 R, Sl et
00 28 il 55 OB - IR A AR e S UL &L, HH 3060 Y
26 IR 55 OB - TR AL B P AT pR B, 2R 10 AT 4
b T AL SO A G TS . 5 12
ATTRER AT R AL T . SO AR PR DL R H A A E R
MRS, HIEH API count dict - #id sk
callee_addr FRiRIIEREA T T 0925 IRk 55 O B 1) o1 X
R E S BT E reg name 51T EGE, 54—
PR E AT T [F] - S B R IO T —
FEEBIE, RGUHAESS 27 1740 N & ZHE N 4y FH
N APL AN API ser, SETTER AT LT
S AL BTG RUEEATY 7

Bk 2. H N AP KILE

BN 28RS BT key_addr

fth: N APL

1:BEGIN

2:  API set =set()

API count dict = dict()

FOR each key_addr
/BRI 258 ik 55 SR B 7 i) A R e 5 | AL
xrefs = get _xrefs_by dst(key addr)
FOR xrefin xrefs

N R
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8: 1RG22 PTAEFEA TR 21T R e 44
9: callee_name = successor_name(xref.ins_addr)
10: IF callee name is None OR callee_name is

Unresolved THEN //J5 4k ridEpaigl, 5IHARRESE
11: CONTINUE

12: IF callee_name contains func_filter keywords
13: THEN //AZAL & B0M 1 0 545 S AR B SCAF
AL R 1 75 A At e 0

14: CONTINUE

15: 10 S5 A T S RN A (1 25 A7 38

16: reg_name = check_arg(xref.ins_addr)

17: callee_addr = successor_addr(xref.ins_addr)
18: IF callee _addr not in API count dict.keys()
19: THEN

20: API count dict[callee_addr] = (1,reg_name)
21: ELSE

22: IF callee _addr count dict[callee_addr] [1]
== reg_name AND calladdr count not added

23: THEN /U1 5R 224 W 2% ik 55 Sk 71 1
[l — 2 A B E e, BN 2

24: API count dict[callee_addr] [0] +=1
25: IF API count dict[callee_addr] [0] > threshold
26: THEN //#7 71 $ka i B E, 5% APT

27: API set.add(callee_addr)

28: RETURN A4PI set

29:END
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Figure 8 The sink point expand module
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175
44 Rt

FirmRD & T python SEH, #2851 /1248
T angr!'SWE 4L H4L () APT #2211 . FirmRD I35 X 73]
JHE DI RE R4 T ] angr'® 5 Ghidra" sz
(B R L1, e 2 P %] T Ghidral™ 482 11
XIS RILE T angr! HEZ G RN ] 2 4%
Fa 2 G U HREE PR BRI T R R

K 9 JER T angrt HELL TR 28 X5
R, 250 88 T angr!'®. radare24% 5 F
BONTHESUE 2 APL $ R A B . R Bodhs
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“stbEn” ek, angrt'®5 radare2 V5 ) TN K
FRER A i LDR — 4B AR 51, e 1855
745 B gl sk “[pe, #0x3a0]” , i T X T
“stbEn” A5 HE

= > 2
TSR B
IDA HAIEE R angr. radare2ifl}|45 R
 text:0008025C LOR R4, =(_GLOBAL_OFFSET_TABLE_ - 0x80263) I Fzs:: e r4, [pc, #9x44a] I
 text:00080260 ADD Re, PC, Ra ; FES ; oxFE3388 X56260: add o4, pc,’rd
T T
1 RERE A | iR
R RIK R

| MRIK R
FRHESHALE | :

2
[ text:0808304 LOR R3, =(aStben - @xFE38S)
 text:0008308 ADD R3. R4. R3 : a relative offset

R3
IDA WAL R

'
'
’
Y
Xb8364 dr 3, [pc, #6x3a0]
Xb9308: add r3, r4, r3

angr. radare2ifl {45
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Figure 9 A cross-reference example from Tenda AC18
httpd program

51, Wk 9 MR, IDAPAT Ghidra!™!
P IR G BB AE 0 MT A8 S5 1 R R I IEAf 5 18 T itk
KEI R, FEARGIT, EfEETE 0xB025C Ak
KL LDR 5 ADD Wy 4511, THGEH T PSSR 2T
J& R4 WHALAEM IERM AL, Bl 72558 £ GLOBAL
OFFSET TABLE JR{ENE 6L b PC % fr4%
HUE 0xB0268 J& IHUE. #E—5Hh, 7E 0xB0304 A,
B4 VRS AR LU, X T “stbEn” T4
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angr! THESL R () AHSE APL.

5 SRImAait
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Table 1 Hardware environment

i [
FEHRS Dell PowerEdge R740
CPU IntelR Xeon(R) Gold 6230R CPU @ 2.10 GHz
AT 32GB
i 7 2TB

11

w2 OBHIE

Table 2 Software environment

A ALE
Ubuntu 20.04.3 LTS
Linux Core 5.15.0-58-generic
python 3.8.10

angr 9.0.6885
Ghidra 10.0.4

AR SC IR 43 A2 BE R LR LA ) A

(1) SArvERTIZHEHEZLAH L, FirmRD 561 &
SCRT IR A 3 M7 (K03 IR 46 45 5 IR v A R gk AT o
TNUKE RS, S0 v A P U 5 i 2
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KGRI HTHESE SaTCHEAT 7 5% b 5256,
T g et s 56 5 1 4 T 43 A IR TR A R, T
T ok e 6 LR A 4 S AU YT A 4 B
SR A ISR A B 25 T 3 YA ) 7

FERTEE S, AR T SaTC 5 KARONTE!
HEAT 0T Ll S 36 I8 3 [ 1) Karonte $cdi 4277, %40
Pa4E0 % K H Netgear. TP-Link. D-Link. Tenda Y
AT 49 FK st asEE . A8 DR B SR I R T B
JIF, ASctAEd 6 > TOTOLINK ) R 4 rh 2 [ 2F
YUY s 2 AT T AN IR TR 4
G T RGP E LRI 1-day 5 0-day il
LE0E
5.1 5 SaTC ByxtEbimix

% 3 78T FirmRD 5 SaTC HEZEAE Karonte %
PRAEPH Epnt sz 5 L, Horh, SaTC IR Kcds
SRE T A8 SO SR A 1 SR A R s A S
W, RICKEAE 5.1 5.1.2 5 513 TRl RIS
B IS I H R T = AN 1)
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%3 FirmRD 5 SaTC X LLR KL R-ERYESERE
Table 3 The results of the comparison experiment between FirmRD and SaTC-Alert and Accuracy

SaTC FirmRD-45 75 s 841k FirmRD-J5 75 B0 7 5%

J T AN BN TERT EmEC EwR B EWl EWE B EWE TR

Alert #TP TP rate Alert #TP TP rate Alert #TP TP rate

Netgear ~ R/XR/WNR 17 1901 537 28.25% 493 434 88.03% 6305 5836 92.56%

D-Link DIRSE;VR/ 9 32 22 68.75% 16 7 43.75% 33 18 54.55%
. TD/WA/WR/ . 0 0

TP-Link TXKC 16 7 2 28.57% 55 31 56.36% 79 45 56.96%

Tenda AC/WH/FH 7 144 122 84.72% 156 142 91.03% 326 291 89.26%

Total - 49 2084 683 32.77% 720 614 85.28% 6743 6190 91.80%

*ARTH ST T SaTCU A g b, T SRAETH A S BT A R IR TR R A2 R 1, A T 20 T S 4 TE A 4] (True Positive, #TP), X

Z ARG 17 T 2 A A R AR o

TR IS TR, A6 L T FirmRD 5 SaTC &
LIRS R EAf . iR 3 mI4n, ZEAH RIZR AR,
F& T AT D-Link B 141, FirmRD Jmil & B 1E
WA= T SaTC, S IERIZRANEL SaTCHE T+ 1 1.8 1%,
FAZIE R AT RO S 25 3 S sy R sk I
ARTCR, XA T A5 AL 71404 SaTC 72
M0 LA 5 g [ e VI A TR

FirmRD 7E D-Link 1 [ £ H S50 1 #f 2R fr 1%
(1 J5 RIAE T LT 31 8 £ IR IE A ) . i 3
A0, {E D-Link & £FH, FirmRD J8 FVG sid
FHEI R B IE A& R D T SaTC, PRIIEAE R
BARBCEIEAFFP IS T FirmRD [ IE# R KT
SaTC. &ML A1 F 225U A7 T D-Link | #5318 H
W 4% 11 (Common Gateway Interface, CGI)AbBLFE 7
o PR NS BET AR AYE, FirmRD (135 505
ARG AT IFAIE R, ok R R L
HEIEMER . B TR S5 s T e TR, A

% 4 FirmRD 5 SaTC ¥t EbiMik 3216 25

KA DU AR IR UEYS U R EE R T 5.1.2 b i
Migik.

55— 75, FirmRD W{E D-Link [#F 1] ncc %%
TRERIRE R R I T ASE T SaTC (1) eI A
M, %R TA O A g 5805 CVE-2021-45382 #i
SO I 7= 2 o F T R S K, TR
AT H 8 R AR B T MR S 56 UE (Proof of concept,
POOVRY, JG8ith 4k 2B M it 5 )
HEAT V38
(2) AT

TERGEEAT R TT I, FATR L T FirmRD LA
SaTC JE 4 $dh h (P18 AT E) . (i FANIR)) /s i
& G IR AR AR AE ZE B, AN TP RS%
AT I TA) e 7 e S 2, O VA AR IS AT IR ) 4,
APIRHIELE T T FirmRD 77 S HEAT Ab 31K 75 s
SIURAE, FHE T s s | P TR
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Table 4 The results of the comparison experiment between FirmRD and SaTC-Efficiency

e N o SaTC FirmRD—}? PR R0 e
T35 AT ) T35 AT ) T AL AR AT TR R
Net-gear R/XR/WNR 17 16.78h 28.95h 7721 13.50s
D-Link DIR/DWR/DCS 9 1.95h 2.12h 640 11.93s
TP-Link TD/WA/WR/TX/KC 16 4.22h 2.75h 1017 9.73s
Tenda AC/WH/FH 7 12.32h 4.87h 1443 12.15s
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/* Grab a pointer to the request url */
requri = getenv( “REQ

/* poto failure if t ri doe
if((query = strchr{requri, “2")) == NULL or

{

goto failure_condition;
}
/* Point the control type field pointer 9 bytes beyond the requri
controlType = query + strlen(“?service=");

using the specified control type string */
r/run”, controlType, getpid());

nd into the srcipt and execute it by “sh -c"*/

Fprintf(fn, “rm -f %s/%s_%d.sh”, "/var/run”, controlType, getpid());
fclose{fn);

sprintf(filename, "¥s/%s_%d.sh", "/var/run", controlType, getpid());
systen(filename);

}

E 10 CVE-2018-6530 iFiAfl & S152
Figure 10 The information of the vulnerability trig-
ger point of CVE-2018-6530
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Table 5 The results of the API function identification experiment

R JH BT IR AP i3
Netgear R6200v2 httpd sub_15C34
IZIRC N TP-Link Archer C5v2 httpd sub_B4680
(& /g;b;ﬁ(;?ﬁ\éa% %) Tenda AC18 httpd sub_2B884
TOTOLINK T10 cstecgi.cgi WebsGetVar
Netgear R7500 net-cgi config_get
B S A TP-Link C2600 openssl NCONF _get_string
Tenda AC6 multiWAN GetIniFileValue
TOTOLINK T10 Sysconf inifile_get string
&N IEPIN Netgear R6200v2 httpd acosNvramConfig_get
JSON ZEi#J N TOTOLINK T10 cstecgi.cgi cJSON_AddItemToObject

API PR3, Hrp BT 5 s B, IXAREL T A

R TR IR 2R 4408

RS TR SR TSR APL b ) 4 i iR ]
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RNYFERES CAETR LI H AT T b, R 5 X

513 {5 RICR Y FERE WA
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Table 6 The results of the sink point expand experiment
7ol ) T Bl A A JZE B e 24 fa s e 5
libacos_shared.so getTokens al Stepy
SR fi e MR Netgear get_wlan_channel al sprintf
Ves 1 RS ek B libnat.so agApi_tmschAddConf al-a$ sprintf
(KB AAF verify_value a4 strepy
SR Tenda libtpi.so restart_dns_proxy al-a3 sprintf
tpi_portfilter_set a2 memcpy
ZH i N A Netgear libacos_shared.so get wlan_channel al system
FENSERS BRI Tenda libtpi.so tpi_I2tpc_set nat al doSystemCmd
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Table 7 The 0-day vulnerabilities discovered in the
comparison experiment

W 0-day Jwiili
Netgear R6200v2. R6300v2 CVE-2022-30078
Netgear R6200v2 CVE-2022-30079
Tenda AC18 RATF S E NI

(CNVD-2023-54791)
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o T R E AR [ AE P 5 10 1-day Jii B
WG, DAL RS 10 1 2% A2 2E AT S 0 A 6 lE 2
S, ALK AIE G T AR E R Y 1 0-day 5
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Table 8 The result of the extra experiment of vulnerability discovery

B R EsE SR Alert  IERIEHTP  HENM 1-day 6 H  GEWREEY REAH XN 0-day i H  1-day S5 EL
AT20R cstecgi.cgi 12 10 3 1 6 3
A3700R cstecgi.cgi 11 4 5 0 4
A7000R cstecgi.cgi 11 4 5 0 4
LR350 cstecgi.cgi 20 16 16 0 0 7
NR1800X cstecgi.cgi 21 17 17 0 0 8
T10 cstecgi.cgi 7 7 0 3 4 0
Total 82 68 44 14 10 26
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