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Black-box Testing Method for Web Authentication Bypass
Vulnerability Based on Response Similarity Determination
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Abstract Web authentication bypass vulnerability is a prevalent web application vulnerability which allows attackers to
access other users’ data with unauthorized identity. Commonly, Web authentication bypass vulnerabilities are tested by
manual methods, which heavily rely on security expert knowledge. Manual testing leads to low efficiency and high profes-
sional requirements for testers. And due to the impact of website business logic heterogeneity, the existing automated vul-
nerability testing methods are not suitable for the detection of Web unauthorized vulnerabilities, because they primarily
target common vulnerabilities in web applications, such as XSS vulnerability and SQL injection. In view of the above
problems, we propose a black-box testing method for web authentication bypass vulnerability based on response similarity
determination. The proposed method can automatically identify unauthorized interface according to the required access
control permissions inferred by the difference among the returned results of various users’ accessing the same interface.
These identified unauthorized interfaces can used to yield test cases of specific access permissions, reducing some pur-
poseless test cases and improving the efficiency of fuzz testing. Then, the new method replaces identity marks in access
requests, generates request test cases for authorized users and unauthorized users to attempt testing bypass authentication
actions of the targeted interfaces. Finally, according to the similarity of the returned results, the proposed method deter-
mines that whether there is an unauthorized vulnerability. At the determination stage of new method, the HTTP response
structure similarity is adopted to determine the traffic of same interface, as well as the HTTP response content similarity is
adopted to determine the unauthorized interface to be tested and the existence of authentication bypass vulnerabilities. In
order to verify the effectiveness and feasibility of the proposed method, we use the data sets of open-source websites and
actual websites. Results show that our new proposed method can detect all known-authentication bypass vulnerabilities in
the open-source websites and several previously unknown authentication bypass vulnerabilities which have been verified
manually.
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Figure 1 Authentication bypass vulnerability
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Figure 7 The architecture of HTML content
similarity
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<html>
<body>
<li><a href="http://t/cn"> i
fEE</a></1i> 0: PEE
<div class="user-data"> N N
<h2>P AH</h2> 1 ARG
<p> 2: FAFPE:
<span>FR%& : </span> .
<span>BBzJX7</span> :> 3: BBzJX7
A 4: FHSH:
<span>FHSH : </span> 5: 13123456789
<span>13123456789</span> . Az
</p> 5:-&15 ZIFF. .
‘</div> . (FH145FF)
BEENER. .. (H1455F)
</body>
</html>
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Figure 8 An example of HTML text sequence
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Figure 9 Process of bypass fuzzy test
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POST /user/query?id=59 HTTP/2
Host: www.test.com

Host: www.test.com
User-Agent: Mozilla/5.0 ...

POST /user/query?id=59 HTTP/2 Cookie : SSID=E28v3gx7tXU4
POSTZ£#Y : CSRF=7tyf8rn3khcm

User-Agent: Mozilla/5.0 ...

Cookie: SSID=E28v3gx7tXU4

Referer: https://www.test.com/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close ]
Sec-Ch-Ua: "Chromium";v="91" ...
X-Real: 656

Cookie: SSID=CY2hDyF1QGrv

BOBAT P I T P R UES R

type=1&CSRF=7tyf8rn3khcm

IEH R

POST /user/query?id=59 HTTP/2
Host: www.test.com

type=18CSRF=s8t0s7t8sf7e9f Cookie : SSID=XuzRn91lgpdD
POST£%{:CSRF=q23ah07bsmnu

User-Agent: Mozilla/5.0 ...

Cookie: $SID=XuzRn91lgp4D
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Figure 10 An example of test case generation
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L 12
<div>HRIEFRAF : U2</div>
<div>4: IK=</div>
<div>EEiE : 17123456789</div>
—— <div>tBlik : Changsha CSU</div>
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Figure 11 An example of bypass test
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Table 4 The result of decision strategy of unauthorized interface to be tested

Web 3 H] LB C Fi g Rl K P FIE LS T I 4% Recall FUER Precision  TIHIERK(s)
74CMS 421 440 21 100.0% 95.7% 7.9
CRMEB 310 310 310 100.0% 100.0% 0.5
iWebShop 150 149 149 99.3% 100.0% 6.7
PHPSHE 105 111 105 100.0% 94.6% 0.6
StartBBS 76 76 76 100.0% 100.0% 0.5
W3 CMS 112 114 112 100.0% 98.2% 0.5
T2 15e] o9 3 1 7 7 7 100.0% 100.0% 0.3
AT EE) 20 20 20 100.0% 100.0% 0.5
Tz 15 1 3t 3 8 8 8 100.0% 100.0% 0.3
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Figure 15 Efficiency of test cases for three types of interfaces to be tested on each website
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Table 5 The detection result of BT _WABV

Web 1 fi] R HH Jh i £ (WY I kA BRI IR L AR IR AT SPAMER I K (s)
74CMS 1/1/0 0/1/0 0/0/0 1/0/0 135.9
CRMEB 2/1/0 0/1/0 2/0/0 0/0/0 108.1

iWebShop 2/1/0 0/1/0 2/0/0 0/0/0 232
PHPSHE 1/1/0 1/1/0 0/0/0 0/0/0 5.5
StartBBS 0/1/1 0/1/1 0/0/0 0/0/0 22

W8 CMS 3/1/0 1/1/0 2/0/0 0/0/0 7.9

132 el 194 3t 1 1/2/0 0/0/0 1/2/0 0/0/0 0.3
T2 94 i 2 0/1/0 0/0/0 0/1/0 0/0/0 0.9
12 el 94 3 3 0/0/0 0/0/0 0/0/0 0/0/0 0.5
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Table 6 Common vulnerability scanner features
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AppScan[8] v v v X v
Nessus[9] v v X X X
Nikto[10] v v X X X
Acunetix Web
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Table 7 The result comparison between AppScan and
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PHPSHE 1/1/0 3/0/0 1/1/0 2/0/0 0/0/0
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& CMS 3/1/0 1/0/0 3/1/0 0/0/0 0/0/0
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