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Abstract With the popularity of cloud computing and Bring Your Own Device (BYOD), enterprise information systems
exhibit open and dynamic interconnection features. This trend has led to the replacement of the one-time identity authenti-
cation mode based on boundary trust with the zero-trust security architecture based on dynamic trust evaluation, which has
become a research hotspot in industry and academia. The dynamic trust evaluation model provides continuous trust
evaluation for the zero-trust architecture, which can effectively protect the security and privacy of enterprise information
systems. However, training dynamic trust evaluation models faces two practical challenges: 1) many enterprises have lim-
ited abnormal login behavior data, which affects the training effectiveness of the model and leads to low accuracy of the
trust evaluation model, which is not conducive to the reliability of the identity authentication system; and 2) user behavior
data contains users’ privacy information, and the legal risk of privacy leakage makes enterprises unwilling to share abnor-
mal login behavior data. To address these issues, this paper proposes a dynamic trust evaluation method based on federated
learning, which enables various platforms to achieve joint training of the model without leaking the original user data,
thereby improving the security of identity authentication systems on various platforms. Assuming that various platforms
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provide users’ raw behavioral data, this approach extracts statistical features of discrete user behavior data based on the
actual meaning of different features and selects features with high relevance to risky users. To ensure data security and
training data scale, this method uses federated learning technology to train multiple enterprises together to obtain the core
model of the dynamic trust evaluation layer, achieving 0.205 system false acceptance rate and 0.192 system false rejection
rate, with improved accuracy compared to a single platform. Through this approach, the identity authentication system can
effectively evaluate user identity without leaking sensitive information, thereby improving system security and user ex-
perience. This paper also compares the effects of different machine learning algorithms supporting horizontal federated
learning applied to dynamic trust evaluation models. The experimental results show that using SVM as the machine learn-
ing training method in the dynamic identity authentication model based on federated learning is more effective than other
methods. Finally, this paper discusses the security and privacy impact of the dynamic trust evaluation system itself and the
federated learning from the perspective of security and privacy.

Key words federated learning; dynamic trust assessment; network security; identity authentication
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Table 3 Processed features
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Figure 3 Ranking of Pearson coefficients for different features
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Figure 4 Schematic of federated learning training and prediction
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A S e B AN, X AR YA
AR ME PP B AL K MR o i, 2% 18— Fh
Wi (R 0 ER T RE A A 114 UE & S 1) e AT
B AA AR />, AT B 2 7 B R P A A AR AR
FIE IR, HEMRBA S KK,

(2) wiHH (False Acceptance Rate, FAR) & ¥54
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and FRR based on federated learning



42 Journal of Cyber Security {5 S\ %Z 454, 2025 3 H, 1045, 52

x5 EHETHSRESER
Table S Experimental results with selected thresholds
e Hodfi ACC FAR  FRR B

Partial data NOFL 0.779  0.220 0.203 0.060
SVM Federated Learning ~ 0.794  0.205  0.192 0.031
Partial data NOFL 0.661 0329  0.333 0.791
ML Federated Learning ~ 0.692  0.307  0.317 0.916
Partial data NOFL 0.626 0373  0.384  0.905
Federated Learning 0.642 0357 0357 0.566
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Figure 7 Experimental results of ROC and AUC based on federated learning and single platform
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