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Abstract Binary comparison technology identifies the similarities and differences between two binary code fragments
by comparing their features. It is widely used in the field of security, including bug search, patch analysis and malware
detection, and it has different technical challenges in various application scenarios. Although studies have been conducted
to investigate and classify binary comparison techniques, they are unable to accurately describe the characteristics of bi-
nary comparison techniques, the specific impact of different challenges on binary code features, and the benchmark of
binary comparison techniques. In order to make up for the above shortcomings, a large-scale investigation was conducted
on binary comparison work. It was found that the current method of classifying binary comparison technology based on
application scenarios is not sufficient to accurately describe the characteristics of binary comparison technology, and most
of the work has not clearly declared its application scenarios. Therefore, a generic descriptive model for binary comparison
technology was proposed, which consists of the comparison object, expected target, technical challenges and the charac-
teristics of binary comparison technology. This model can more accurately describe binary comparison technology. Fur-
thermore, the impact of various technical challenges on the characteristics of binary code was discussed, including the im-
pact of compilation configuration, semantic modification, and code confusion on the syntactic, structural, and semantic
features of binary code. At the same time, a benchmark for binary comparison technology was proposed and verified through
experiments. The experimental results showed that when selecting a comparison benchmark, it is necessary to consider
whether the comparison objects, expected goals, and challenges solved by different methods are consistent. When the com-
parison objects, expected goals, and challenges to be solved are inconsistent, the comparison between them is meaningless;
When the comparison objects, expected goals, and challenges solved are consistent, the comparison between them is more
meaningful. Finally, based on the research findings, suggestions for further research directions were proposed.
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Figure 1 The basic process of binary comparison
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Table 3 The classification of binary comparison techniques
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Table 6 The comparison of binary comparison techniques
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Table 9 Experimental results of identifying patch

differences
MR PatchScope BLEX DeepBinDiff

merypt-2.5.8 3 151 4
binutils-2.12 2 92 2
mutt-1.4.2.2 2 148 9
streamripper-1.61.25 1 361 0
libzip-1.2.0 3 514 1
nginx-1.4.0 1 210 8
libpng-1.2.5 5 111 0
putty-0.66 12 4564 33
libsmi-0.4.8 5 1112 4
gzip-1.2.4 2 601 1
tiff-4.03 1 139 0
opendchub 2 266 27
xrdp-0.4.1 5 342 2
Apache-1.3.35 0 158 45
leptonica-1.70.1 1 319 0

MR 9 HRTLIEH, £iX 15 NMEPH, Deep-
BinDiff Jfiflt 1 3 MRS, AR 12 MR 2
(R348 T Z e H GEAR R ZE R BH) AN 11.3;
PatchScope Jw#k 7 1 MFEF, RBP4 T 2 550
H (N A 505 10 41 22 550 H ) A 3.2; BLEX Jl DR
A 15 AMREPIAN T 225, BN Rh T 2 4k
HNfFHR oSS H)A 605.8. S 4 R KM
PatchScope. BLEX. DeepBinDiff )%y H 45 R AE
EAE, I H U E R BE AR ER, A
S Rl P O

AT R S AR T B ik = 9.1 WA Pl L1 £ )
ECAOR S FILAT H BR LA RSl e R kA AN [R5 EAT]
() LA AT S B s LI

Wl 20 MU H AR, EERO R AR
TR ) Bk kAN [R] I, I G e T 9 TR R 6 B AR
HREX?

T ] % R 8, AR SC 3k U VulSeeker -
DeepBinDiff. Gemini = —HEHILLXTHEAR, 73515
WEHAEA R PR R vERe R I, FARPh 45 25 45
LRI S IERS . B gm PR AL I L S ARG TR
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I EE T, SCRPEs 4 2 B2 280 15 9 125 D0 A4 08 T .
DeepBinDiff SEILEEATI N 1) —JEHILLRT, SCHpE
G AR AL LT

VulSeeker 5 Gemini M55 %1l 7E Binutils
v2.30. Findutils v4.6.0 UL & Coreutils v8.29 £ 8,
I L 328 B A 2 o ST ) o A Dk A A R B
X P J7VE R H br 1 S ) R B R S A
P 1) R B AR ACLRE A i BUI AT HE P, A B Y
top-K "I K AH, KAHBUN, %753 ARG . 525 4
A 10 iR,

F 10 Vulseeker 5 Gemini L3645
Table 10 Experimental results of Vulseeker and

Gemini
sl top-K THI
Vulseeker Gemini
PETR ALY 3 2
Binutils v2.30 S A 3 2
25 G AT A T 5 5
TRIE 3 12
e R R Y 4 8
Coreutils EE TR 9 18
v8.29 745 G AT A 8 6
TR 3 13
PEHR ARG 12 3
Findutils 5 G 1 20 2
v4.6.0 5 44 PR P 51 8 2
TR 10 12

VulSeeker 5 Gemini 550455, VulSeeker 5
Gemini #SCHFE5 T 2 4 IS G AL T 1Y) R £
VCRC, ASCRFEgmitas ARG . SIS RnT LLGE H,
VulSeeker 7185 9 145 1137 50 N top-K {5, 458
424 Findutils v4.6.0 I, 1 top-K {H LLES R 4R 480
BT 8, LLEsgmiEti it i FE T 120 [FIN, Gemini
TERE NS top-K {H5m, 4450 Binutils
v2.30 Itf, I rop-K A LLES TR LRI R T 10, LLiES
GniE AT R T 7. LRSS VulSeeker 5
Gemini 7E55 9 2 ARG 137 50 M HERERIL M %

DeepBinDiff [1555%; 13 11 DeepBindiff $& Hi—Ff
FEARYL 0 1 I L T, SCRRES g R4 I
TR MR ARIRIUAD . 45 % WA —1E I F2)F, Deep-
BinDiff 233 [F]IX PN A DL C AR A o), ik
ASHORE A R P AN FE AT A SE AL . AR ST X
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AN PERRA, 25 HAL 71 DN RIERA AT X L,
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G UL TN R BE AR B IUIC o bl S 56 &5 45 401,
DeepBinDiff 1E #5154 £ 75 TR W R
B% . B4 4 Binutils v2.30 I, JLAEES G PR AL T
(K137 5 ¥ R0 0.66, “FEREHIEE R 0.66, 1k
I} DeepBinDiff 715 1§ 28R 2814 N (1) 7 [ FAH B T3

TEES I AL IE TR I 5 R I% T 0.508, KA T %
T 0.512. UtAh, DeepBinDiff 7585 9 1 5 13 5 R
et A BT bR

FHIE AT AR R g508, 9T AR BRI 56
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X 11 DeepBinDiff LI 45 R
Table 11 Experimental results of DeepBinDiff

AE/TE S H G
PEFR A HE 4 0.152 0.148
5 G R 2% 0.464 0.531
00-03 0317 0.320
Binutils v2.30 .
5 G 1R A 10 01-03 0.732 0.717
02-03 0.931 0.943
bz 0.721 0.706
PETR A HE 4 0.113 0.127
G R 2% 0.542 0.542
00-03 0.291 0.310
Coreutils v8.29 o
5 G 1R A AHE 10 01-03 0.613 0.652
02-03 0.918 0.904
bz 0.543 0.522
PETR AL 0.118 0.131
PG F 2% 0.625 0.615
00-03 0.292 0.320
Findutils v4.6.0 o
5 G 1R A AHE 10 01-03 0.762 0.801
02-03 0.957 0.957
bz 0.568 0.573

6.5 EHINH

T HGAUE M R EE R I LR 4. Tl
9 H FR LA P i PRl — Bk, e AT T8 i E
WA .” XMW, RATER T Gemini M
VulSeeker(bLFAT % T H b LA fig w18k % — 20
X PR VAT 5256130 . Gemini A1 VulSeeker

AT TR R X N g R, I RAT
FIH— N RBI ke L g5 . 18 H Il
4k OpenSSLv1.0.1f 1 [ s i #& £ tls1_process_
heartbeat(CVE %5 ) CVE-2014-0160), F&Al15357E
AN[E) B K (x86-64, MIPS Al ARM). AN 4 % 2% (GCC
v4.9.4 Fl Clang v4.0). AR g A AL T (O0-03) %)
OpenSSLv1.0.1f #EATH i, SERVEM RIS N top-K
TREL, top-K R Py 20 R E7E B AR 1 S0 B
A eREIHES A K, KAHBN, 5 EBR . 52
B W N RPN, RPE I IAFE top-K 1H,
55 BRI =8N top-K 45 R b TSR I oR B %

DL S T R B B B O HL, AT
it R, 7 OpenSSLv1.0.1f X — ¥ 45 4 v,
Gemini & $1% I I 28 B V-2 top-K 1H A 97,
VulSeeker 2 $k 1% i B AL 1 ~1- 23 top-K {1} 431X
— S 25 F A WX W P v TR IR B AR 4 R A ] —
o), Haanl itk 2SR5, w HAx L
AR BB — BN, 53 22 TR R BE B g AR HY
ST A
£ 12 23] CVE-2014-0160 BYSLIE 4R

Table 12 Experimental results of identifying
CVE-2014-0160

top-K Gemini VulSeeker
1 1(100%) 1(100%)
5 2(40%) 3(60%)
10 3(30%) 5(50%)
50 26(52%) 32(64%)
100 72(72%) 82(82%)
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