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Similarity Analysis of National Network and Operator’s
Network

ZHU lJinyu, ZHANG Yu, WANG Yunan, Z HANG Hongli, FANG Binxing

School of Cyberspace Science, Harbin 150001, China

Abstract In the context of cyberspace sovereignty, there is an inconsistency between the National Network divided by
national sovereignty and the national Operator’s Network divided by network ownership. To study the deployment of the
National Network and Operators’ Network in various countries around the world, this paper proposes a consistency analy-
sis method for the National Network and Operator’s Network from the perspective of network topology measurement data.
First, a heuristic method based on router constraints is used to annotate the nation and operator where the topology data is
located and a national-level “jurisdiction-ownership” data set of global routers is extracted. Secondly, the consistency in-
dex between the National Network and Operator’s Network based on the similarity rate and the external ratio difference is
proposed, and quantitative analysis is carried out from the multi-dimensional network and border, router and link, and a
consistency index between the National Network and the Operator’s Network of each nation in the world is obtained. Fi-
nally, the deployment status of Internet infrastructure in different nations is studied in terms of the deployment scale, scope,
and consistency. The experimental results show that the coverage of the router constraint-based heuristic method for anno-
tating topological data is 99.12%, and the accuracy of annotated geographic countries and operator’s countries is 96.47%
and 75.08%, respectively, as verified by IXP. Among the 187 sovereign countries in the world covered by the topology
data, the average internal similarity between the National Network and Operator’s Network is 0.66, with 106 countries
above the average, and the average external ratio difference is 0.15, with 121 countries below the average. The vast major-
ity of countries have higher consistency in routers and links in the network than in border routers and links. 95 countries
have higher consistency. A few nations have most of the resources of the global Internet and are closely associated with the
Internet infrastructure of many nations, for example, the United States has 39.2% of the total number of global routers,
which are deployed in 111 nations, while 109 nations have routers deployed in only 5 nations or less. The number of
internet infrastructures distributed in other countries such as China, Israel, the United States, the United Kingdom, and
Norway far exceeds the number deployed in their own territories, while nations such as Japan, Mexico, Finland, and Ger-
many do the opposite.
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Figure 1 Schematic diagram of national network and
operator’s network
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Figure 2 Overview of national network and operators’ network consistency analysis
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Figure 3 Schematic diagram of routers and links in
national network and operator’s network
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analysis between national network and operator’s net-
work
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and operator’s network
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Appendix Table 1 Similarity and external ratio difference values of national network and operator’s network of

sovereign nations covered by topological data

Nation JS JD Nation JS JD Nation IS D Nation JS D Nation JS D
BI 1.00 0.00 Sz 0.87 0.05 TR 0.76 0.08 SK 0.61 020 SE 042 022
Ccv 1.00 0.00 LY 0.87 0.06 HR 0.76 0.08 SS 0.61 035 PA 042  0.23
FM 1.00 0.00 BT 0.86 0.01 MZ 0.76 0.15 NO 0.60  0.09 NZ 041  0.12
GW 1.00 0.00 CN 0.86 0.02 LT 0.75 0.04 TZ 0.60 0.18 TJ 0.41 0.59
KI 1.00 0.00 GM 0.86 0.02 BG 0.75 0.09 K% 0.60 0.18 KE 0.40 0.19
MH 1.00 0.00 Uy 0.86 0.03 BF 0.74 0.10 CcY 0.60  0.21 CF 040  0.75
MR 1.00 0.00 SI 0.86 0.03 AL 0.74 0.12 IT 0.60 022 FR 039  0.19
NE 1.00 0.00 IN 0.86 0.04 SB 0.73 0.04 GY 0.59  0.15 SG 039  0.26
NR 1.00 0.00 MD 0.86 0.09 ME 0.73 0.05 MN 0.58  0.09 CH 039  0.29
PW 1.00 0.00 MY 0.86 0.10 DO 0.73 0.06 JP 0.58 0.13 VE 0.37 0.02
SM 1.00 0.00 GQ 0.86 0.13 NG 0.73 0.13 CA 0.57 0.06 GB 0.35 0.09
SR 1.00 0.00 GE 0.85 0.00 GR 0.73 0.23 MG 0.57  0.07 GT 033 032
ST 1.00 0.00 MK 0.85 0.02 SA 0.72 0.02 ZA 0.57  0.11 EE 032 0.14
SY 1.00 0.00 YE 0.85 0.16 LV 0.72 0.02 BW 0.56 022 NL 031 031
™ 1.00 0.00 PK 0.84 0.04 GN 0.72 0.23 NI 0.55  0.12 CR 031 040
TT 1.00 0.00 RS 0.83 0.01 CD 0.72 0.37 EC 0.55 0.19 BZ 0.31 0.59
ET 1.00 0.00 LB 0.83 0.04 RU 0.71 0.01 MX 0.52 0.07 KM 0.29 0.36
EG 0.97 0.00 CI 0.83 0.05 Kz 0.71 0.13 SC 052 023 ZW 029 038
MA 0.97 0.01 SD 0.83 0.08 HN 0.70 0.05 TG 0.52 031 PE 027 036
NP 0.97 0.03 TN 0.83 0.09 GH 0.70 0.19 DJ 0.51 027 AO 027 048
SL 0.96 0.03 TD 0.82 0.00 DK 0.69 0.03 RO 0.51 035 KW 026  0.11
CM 0.95 0.01 oM 0.82 0.00 PY 0.69 0.20 uUsS 0.50 0.02 Dz 0.26 0.39
1Q 0.95 0.04 PG 0.82 0.10 M 0.68 0.04 MW 0.50 0.09 GA 0.25 0.56
AZ 0.95 0.05 BS 0.81 0.06 FJ 0.68 0.08 PT 0.50 024 FI 0.24  0.08
BO 0.94 0.01 RW 0.80 0.02 BA 0.68 0.14 AR 049 028 MU 022 0.28
BD 0.93 0.01 BY 0.80 0.03 NA 0.67 0.08 IS 047  0.10 AT 022 034
QA 0.93 0.02 JO 0.80 0.07 AE 0.67 0.14 CG 047  0.14 Uz 0.18 033
TL 0.93 0.03 VU 0.80 0.20 PL 0.67 0.15 Cco 047 029 LR 0.16  0.05
HT 0.93 0.05 BH 0.79 0.02 M 0.67 0.16 ML 0.46 0.16 1IE 0.16 0.49
KG 0.92 0.05 IL 0.79 0.06 1D 0.66 0.02 Ccz 046  0.18 SN 0.16 0.82
IR 0.91 0.00 AM 0.79 0.06 BN 0.65 0.01 HU 046 020 KN 0.09  0.94
SO 0.91 0.01 MT 0.79 0.07 DE 0.65 0.03 CL 045 024 DM 0.04  0.11
TH 0.91 0.01 KR 0.78 0.02 AF 0.65 0.19 BE 045 032 AG 0.01  0.86
LS 0.90 0.06 KH 0.78 0.02 UG 0.64 0.23 WS 045 035 LC 0.00  0.29
LK 0.90 0.03 LA 0.78 0.06 UA 0.63 0.07 GD 0.45 0.58 CU 0.00 0.96
VN 0.89 0.04 MV 0.77 0.02 LI 0.63 0.24 AU 0.44  0.18 AVE 0.66  0.15
TO 0.89 0.12 BR 0.77 0.08 BB 0.62 0.23 ES 043 020
MM 0.88 0.03 PH 0.76 0.02 MC 0.62 0.23 LU 043 032




