105 542 i B %4 %M Vol. 10 No. 2
202543 Journal of Cyber Security March 2025

f

B T8k E HE B MERRE BRI
AL TR E

TeEY, REEY # FY, BamE T g’
VRS R TR T GRS T AT L B P E 210044
TR RUE B TR SR mst hIE 210044
SRR TR e S E R E s T 450001
o E R R R KA R 4 A ) e At AR P E 230031
SR EBIR RGR S TR bt S E 100048
O rr [N AR IBCZE i SR A S TR RS M AR 450001
TSE TR Mg R ) e A2 e B P E 250353

P

BE  ES A IBOR R R, 0% AR T kBT R BN TR A, ARfSFEmT L5 Al . R, B
VR MAE AW RE H TR T Bk BEIX 2o 42 7732, IR SR Mo EA IS . Tk, SBEARE nT b 7 vk R e ts
7 EUR R BRSBTS (AZ O AE T A I o AR, H AR A Ty VR P AR — 2 ) B, i, A B AR A
NGB ARIE R R, ST BA KV ZRI R RO S v S A o Joak, — e BE OO B2 RS 0 IO, 7T Re ek
B S 2 IR B P46, A R RSB R KR IATA BT, X LSy /e £ 5% ARG S AL 43 25 T
TEMEEAG. A T ARIK LG o) B, AR T — i T3 0 R 5 L AR R B (0 1R B i AR mT A oy 07 vk o 207 iR N T
WLAS 22 2 WK BE S AE SRR S YR B 22 2 AH S &, W T Tl HESLEUN & 2 AAE S . AETAC I 5 1R, ASC R SR Nataraj 25 &
W7 A T S ARD E AR A IR E MG, B G S LSRR P L AR SR R T 3 (b o IR S L A S MR IR JE 1, B R G R M TR A LA
SEPR G IG5, AR08 B  BREAR 2 AN, BN . FERT B T, A SO TR R R A R R, M
T D-ResNet18 M40 FH 14 5 1 4 FAT 45, AT BEAE 78 /0 FIFH A 2 IR IR IE AR B, T PR BUG AR I A% O HE o 52
UG AR BRI, ASCHREH T RIS TR A SR, AWM mr s ISRl B PRaRAR A, FLTRA B 1 o, 38 T O
EACIAEA PR A S B I M R A = 3 5. SE TN, 17 VRS S AT S 3 FE R B AR 2R A 4 2 MM T 55 13
RO PR BE, AR T 2 BTk, HETRER MR T 0.22%F 4.86%, AN IIZ5:— %6 Fr 7 N ) 20 4% T 52.68% 1
86.11%, HA RN HME.

FERIA IRIEEE S KR TAL; AR AN 32, KR IR AE AR

REESZES TP309 DOI S 10.19363/).cnki.cnl0-1380/tn.2025.03.06

A Deep Learning Visualization Classification Method for
Malicious Code Based on Enhanced Gray Level
Co-occurrence Matrix

WANG Jinwei"**, CHEN Zhengjia'? XIE Xue*’, LUO Xiangyang®, MA Bin’

'Engineering Research Center of Digital Forensics, Ministry of Education, Nanjing University of Information Science and Technology, Nanjing 210044,
China
*Department of Computer, Nanjing University of Information Science and Technology, Nanjing 210044, China
*State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450001, China
*University of Science and Technology of China, Hefei 230031, China
*China Aerospace Academy of Systems Science and Engineering, Beijing 100048, China
PLA Strategic Support Force Information Engineering University, Zhengzhou 450001, China
’School of Cyberspace Security, Qilu University of Technology, Jinan 250353, China

BIEE: WS, 114, Email: xuexie2008@163.com.

ARG 3] = K E AR THRI(No. 2021QY0700); [H K AR EF %I 4 (No. 62072250, No. 62172435, No. U1804263, No. U20B2065, No.
61872203, No. 71802110, No. 61802212); 1 JsRHZ A1F 414 A A4 55 H (No. 214200510019); YLA5 HARFF 4 (No. BK20200750); VAl R
A4 1 24 273 ) A AR 0 T A5 S35 PO 4 (No. HNTS2022002); YL 7R HFSTAERIFSY 5 SR 3735 H (No. KYCX200974); |~ 4415 H 2z
AFOR T ST & TP H (No. 2020B1212060078); LU 444 TH AL 4 T 5 51236 & TFALE 3 4 (No. SDKLCN-2022-05) %8

ke H H: 2023-04-28; 55 H #H: 2023-07-26; 5 Fw H HH: 2025-01-10



Faf & FE TSR AR LA R R A LA 2 2875k 85
Abstract With the increase in scale and variety of malicious code, traditional methods for analyzing malicious code have
become time-consuming and error-prone because they require manual feature extraction. Additionally, malicious code au-
thors are continuously researching and using new techniques to evade these traditional methods, rendering them ineffective.
In recent years, visualizing malicious code has become a research hotspot because it can display the core features of mali-
cious code in images. However, there are several issues in current malware visualization methods. Firstly, some algorithms
have high complexity in model training, resulting in longer training time and higher computational costs. Secondly, some
algorithms only focus on the binary-level features of malware, which may fail to capture higher-level feature information.
Additionally, existing algorithms are mostly designed for malware family classification tasks, and their applicability in
malware type classification is limited. To address these issues, this paper proposes a deep malicious code visualization
classification method based on enhanced gray-level co-occurrence matrices. This method combines gray-level
co-occurrence matrices commonly used in machine learning with deep learning, avoiding the complexity and difficulty of
manual feature extraction. In terms of preprocessing, this paper first uses the Nataraj vectorization method to transform the
malicious code dataset into grayscale images, then extract the gray-level co-occurrence matrices and convert them into
gray-level co-occurrence matrix gray-level images. We then use pixel value multiplication to enhance the image, effec-
tively reducing the number of black pixels in the image and increasing its brightness. In terms of model design, this paper
construct a D-ResNet18 network model based on the characteristics of residual connections and dense connections for
grayscale image classification tasks. This model can effectively extract the core features of malicious code by utilizing the
feature information in each layer. Experimental results show that our method achieves superior classification performance,
with advantages such as high accuracy and fast training speed. Moreover, the preprocessing operation is simple and suit-
able for fast classification of large-scale malicious code samples and other scenarios with high real-time requirements.
More importantly, this method demonstrates superior performance in both malware family classification and malware type
classification tasks. Compared to previous methods, it achieves an accuracy improvement of 0.22% and 4.86% in the two
tasks, respectively. Furthermore, the training time per epoch is reduced by 52.68% and 86.11%, respectively. These results
highlight its practical value.

Key words deep learning; data visualization; malicious code detection and classification; gray-level co-occurrence matrix
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Figure 7 Image enhancement proportional ablation experiment
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Table 6 The influence of network structure on classification accuracy
PAG/TE S i S by ResNet18 ResNet34 DenseNet121 Vggl6 Res2Net50 D-ResNetl8  Simple CNN
53 B2 /(%) 99.33 99.38 99.68 99.43 99.35 99.68 97.75
img 2t V5w
Malimg % ﬁ ERT R 52 65 90 104 106 53 4
PEAE S [i1)/second
4 c FLOPs/G 1.8186 3.6708 2.8647 15.5069 4.2035 2.0243 0.0816
SRR KM 11.1893 21.2975 6.9795 134.3714 23.0620 12.9514 0.9083
I HHER /(%) 78.43 77.29 77.02 75.88 77.52 79.03 75.70
IZr—Re s
PE HdE4s ﬁ L 31 40 51 60 57 32 27
. []/second
SEERAH C
FLOPs/G 1.8186 3.6708 2.8647 15.5068 4.2035 2.0243 0.0813
SRR KM 11.1796 21.2878 6.9600 134.2936 23.0231 12.9416 0.6072




Fth A g A R AR R R IR RO A P 7 T i 97

M 6, FATAT LA B Simple CNN A% 13
bR i 2 SRR Sy ISR P L A7 A e I 0 .
DRI, BB A5 3 PRI B 2 S SR 0 T AR Ak 40 R HE A
P AR B o T LA R (R 1k B Fe A, 3.
ATTAT AR 3] d5z 38 A5 e 28 AT 55 (PRI DT A5 5 e
(K532 a5 5 A T BN EDUH & 7= R Simple_ CNN 4b
LA /NPl 2% G a0 o3 SR HER R 52, BT 1A 5
Malimg B4 PE Edli 4R 2] 1 LT W 2% £ 4 LA
S C 1oy SRR e K, an &l 8(a) &l 8(b)
FIT7R o 3K PR 9K 7S T 1 BB 37 AT 1 S22 7t R A ) ) 5%
SERIE, O RUER R AR DL

IHTE 6, B 8(a)F1E 8(byrl 4, KT maRs

o245 28 Hg % Mialimg BOH A S0 41 C 43 S 3 1 B

0.9965 1

0.9960 -

0.9955 1

0.9950 -

Accuracy (%)

0.9945 -

0.9940 -

0.9935 -

ResNet18 ResNet34 DenseNetl21 Vggl6 Res2Net50 D-ResNetl8

models
(@) ML S5 F X Malimg i 5 52 4021 C A3 2 HEH R 1 52
& 8

KW AT S5, B Simple CNN FIFRAT T4 H 1)
D-ResNet18 b, 42 254 4514 rh i 7 511 ResNet18
A5 4 5 I 2 ) 10 5 J 140 RD I, EL 0 R A R SR A1,
14 99.33%. HIELZ N, DenseNet121 A&7 76 HAx 1
Tl 9 &% 5 ) v 6 I g e, L 43 SRV 2 W DL 2
99.68%. AR, 1A (1] X 2 A 0 42 2 o e v, ELII
SR, INZh—3 T 2 90s. IE4h, DenseNetl21
R AE TR ARSI Ay AT S R — e, Horak
WERRBEA A 77.02%. 1M Res2Net50 Fll Vggl6 #7L[K)
NI TG, L 28 00 43 e ot T vy, (H 43
RUER AL T DenseNet121; ResNet34 #5784 [ Il 25 i)
[EVRE DS 5 S (B W B S2E 4 < B N =
o 245 2 X PE I 4 5230 1 C 4 U 36 1 S

0.790 +

0.785 4

0.780 -

0.775 4

Accuracy (%)

0.770 A

0.765

0.760 -

ResNetl8 ResNet34 DenseNet121 Vggl6  Res2Net50 D-ResNetl8
models

(b) FZELEF A PERICI AR 524520 C 43 S R 5 1 S

M4 GEFTRINE C LR ERETIFIN

Figure 8 The effect of network structure on classification accuracy of experimental Group C
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Figure 9 Accuracy performance graph based on net-
work structure and each malicious code type
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