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Abstract Inter-domain routing networks are the key infrastructure of the Internet. Due to the adaptive mechanism of
inter-domain routing networks, BGP anomalies such as disruptions and attacks often cause cascading failures which bring
great harm to network. To meet the demand for timely anomaly response, the BGP anomaly detection traceability method
based on real-time monitoring data has a lag, making it difficult to block the propagation of anomalies in a timely manner.
Identifying potentially impacted risk areas at the early stage of the anomalies can provide alert information before anoma-
lies spread, which can help support targeted protection in advance to reduce the impact of anomalies. However, existing
methods for identifying impact risk areas are often based on cascading failure models that simulate anomaly propagation
processes, making it difficult to balance identification accuracy and speed in large-scale inter-domain routing networks.
For this reason, a rapid method called RRAI is proposed to identify risk areas affected by BGP anomalies that can meet the
realistic needs of large-scale inter-domain routing networks. Analyzing the failure mechanisms and interaction principles
of nodes and edges in the cascading failure process of inter-domain routing networks, a metric called “risk degree” was
defined for identifying nodes that are vulnerable to the current anomaly area. For two types of initial anomaly node loca-
tion distributions: centralized and decentralized distributions, we propose risk area identification algorithms for single-area
anomalies and multi-area anomalies, respectively. The initial abnormal area was used as the center for iterative expansion,
and nodes with higher risk were added to the risk area by layer screening. Comparison with existing methods is based on
small-scale networks due to the high complexity of existing methods. Results show that RRAI can reduce the runtime
while improving accuracy significantly. Experimental results based on real anomalous events on global networks show that
RRALI can effectively predict all highly impaired nodes in less than 10 minutes, thus enabling rapid identification of risk
areas in large-scale inter-domain routing networks.
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Figure 1 Location distribution of initial abnormal AS
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rithm for single area failure
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Table 3 Average running time of different identifica-
tion methods
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Figure 6 Accuracy comparison among different
methods varies with the number of nodes in the target
area

h T HEEIE RRAT S SR 55 i WY 114 2%
P, ARSI H R RGBS DX 335 b T 1) 52 R i R
HEAT W o S5 W vl 0, L8 T 52 58 A 1415 0
W AL 32 AN LIBRIR I A, LA A2
P T I R 1 55 Y A LT A 1T 2 B [
(RIS o [RI0E, PR3 H X e B A2 534 1 971 Ak
ST OCH S . ARSI v AN 1) H bR X 3T
A, 0 EEAN [F) 5 i R R AR DX A B 2
B LY m g, S 25 Rl 7 s o AHEG T 3HoAt
Jik, RRAI BEWETE € /D IR H AR X 3015 s B g
A5 BT 2 A0 (071 05 o 76 H AR DT AR T oA
50 B, AL R KU Dk T LA 2 4 1R
AT 4 Ao BERT RRAT K82 H P2 v 974 s (1 1R
HIRIES] T 87.5% ML THE BT A 17 s 76 5 I TR) B
PP sz i D 80, RILAR I 4 A5 5
(19 ~F- 38 52 404 LV BCR AR T A 2 A LR sk
et /D (1), Ul B AR S I R) B IR 2 R P A L
HARFT TN, W24 T 2R 100 1, RRAT #t AN R 5
TR B S B L A X B R R 1 H
BRI B BN, RRAT AT RS S0 e 32 450
IR, TR S S B i AR A ) SR

XA R IBAT I 3R 4 Bios. 256K 6
FINERGF K E, HIR RRAI Degree fl RRAI-NI Jji%
(3 e P, HE HLHERR 2RI 75 70%LL R o 1] RRAIL
BARAS R, RS E B 7 MR, iU XS



X E R A5 BGP 51 S 50 KUK X I bRt R0 77k

113

33 5T S R, T R B K 1 R X
32+ .
? 31 /A'/—/— 5 iq-ilt\.
EisY e
E%— /// FEFER 30 4 4TS T LU IE RRAT S5 7
=0T o VAT LL KPR B, LUK FL7E Sl 1) iy 99 2% v
gard (A e o T HE— B4R T RRAT 1652 b5 45 1) 7T
=T y FHPE, A RTERSC 0 2R LA B AR AL 7 = A
@%_/, T i RRAT 7852 B 9 44 F 1 1% F 7732 o
=2 = RRAL (ESEBRBLI R RRAT HEAT IR BB S0
A4 RRAI Degree MR A EA A — R A AW h, R
3L —- RRAI_Customer-cone - N A Al 3 Py 1 21
! I ! I I ! BGP 5 S HH 2RI H X 4% S35 5 s A 219
50 100 150 200 250 300 R N . N
FUBR B0 15 £ KR A X XT8N, ARSCFET CAIDA 2
e TR AS Tl 2R PO 1 4 ) 1 Y 2 4,
BT ARRARS RS S SEMARRETR  uation s A AT CAIDA AATFH) AS it
WEZHR

Figure 7 Comparison of highly damaged node num-
ber among different methods varies with the number
of nodes in the target area
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Table 4 Running time of different identification methods in the global inter-domain routing network
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