105 542 i B %4 %M Vol. 10 No. 2
202543 Journal of Cyber Security March 2025

SN2 EIE MIEIR A A MG B4 IR BN 55
RRGE, RO, BEE, xEakE, KT

PRAE R RE TR ME PIE 330013

T T AR SGVE F U RN, A AT S I o kA 9 2% O SR AR A D, 200 T 3 T SO A A SO
TN E ARG o ELAAORE, B S A IS AR A TSI VE R 75 (1 S 36 AR, SRS A AR 1) 218 20 RO iR SR UG VR
SAHORAS AL, AHTHVRRAE A0 42 JR B AN 1L, 45 G IR T 2 S FOR USSR AR I A7 i, % 3CAE U-Net JHSUZ A INiE X
B4 BRI BRI VERALE, DA B 2 AR AR MERRAIE, RIS EE T = ASAN R (3 35 B o MR AR 1 YR RE, SR 75 g i ke
AR 18] (BRI 5 5 I ANAS XA T R, DAt — 2D i 4 R IR VA SR X I 0T o BRAh, 1Z30H U-Net £
R B R P IR A S UL R O 22 0 B R, DASRICANRE P (R VERRAIE, JFIEE v B 3% 5 R R 3= 2 R 22
St KBRS FREERISE, DA s i SRR RE . 2RI AR DU I RS A4S D $ s 5 CASIA-MFSD. MSU-MFSD.
OULU-NPU. Replay-Attack EJRGPPAY, ST 7R N SLH . S EUR AR SC IR M R SE 0045, WP BURLEAT T S 2% B 70 LUK
XEHB Y SEU AT T AT AT, % SCREY REASAT BRI 7 SR K B R 2R

KA NS AR, AR SO, AOGER; OB GR, IR R

FESESES TP391.41 DOI S 10.19363/J.cnki.cn10-1380/tn.2025.03.09

Research on Introducing Global Semantic Enhancement
for Face Fraud Feature Extraction
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Abstract Based on the domain knowledge of face anti-fraud, this paper proposes a face liveness detection model based
on semantic enhancement and cross-attention optimization to address the problem of feature dilution layer by layer in the
network during face liveness detection. Specifically, we first use the prior knowledge that living samples are free of fraud
noise, and use the half-edge constraint method of living faces to extract strong correlation features of fraud; we also use
the global shift invariance characteristics of fraud features, combined with deep metric learning technology and anomaly
detection, etc. Method, this article adds a semantic enhancement module to the U-Net bottleneck layer to enhance fraud
features and capture long-distance shift invariance features. At the same time, it compares the performance of three differ-
ent language enhancement modules on the model, and then in the encoding block and decoding A cross-self-attention
module is introduced after the skip connection between blocks to further enhance the global fraud information and focus
on important areas. In addition, this paper replaces the traditional convolution operator in the decoding block of the U-Net
model with a central difference convolution operator to extract fine-grained fraud features and remove them by calculating
the difference between the central pixel and the surrounding pixels. The influence of lighting and environment is used to
improve the robust performance of the model. After testing and evaluation on four commonly used face liveness detection
data sets CASIA-MFSD, MSU-MFSD, OULU-NPU, and Replay-Attack, intra-dataset experiments, cross-dataset experi-
ments, and ablation experiments were conducted to verify the model. Complexity analysis and visual analysis of some
experiments were conducted. The model in this article can effectively reduce the error rate of face classification.

Key words face liveness detection; global semantic enhancement; cross-attention; central difference convolution; deep
metric learning
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RAER 1R, RSO U-net B KI25 G
PEREAE A VL G B A IR Bk, AR
Lt T STASN. Auxiliary il LGSC %573k, BHX 1
ARSCHEAL ¥ APCER XA 0.03, H MY 1 5Hp3 2
AL ACER Y0 fetE:, Wil 3 S5 WSl 4 7R AR FIIRE
R EVEAL TR iz AR 0y, I HAH LG T oAb U7
TEARSCHIAE ACER Fabn IS T B ESUR . st
GE R, AR SCRRDN AR AR EREE 4 A Buki A A
TR IS H AT B IFZ A R
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3.5 BEHEENL
h T HE D UE B T AL 1 9 2 AR R 1R Ak e

ASCBCE T B HEE I . By, BAE—A
Bl ENGR, RIGHES D EERE LI 25 5
AR PP o FAT PR 1R, BRR 7R AN R i Bl 4R 2
), FLSEAEARIRVEREA B 0 A AT IR K 57 . A
ik FEAE CASIA-MFSD #ll Replay-Attack %3 4 F it
A7 15 s AR WA DL VP Al A R g 2 AL RE T, a4
LGSC. PatchNet™*”', LBP. BaseNet-Fusion''”), STASN.
FaceDS 1A% L. MR 2, ARCHILE HTER(%)
Tabs NS T BAEROR

72 BEIESENIKLH HTER 517
Table2 HTER metrics for crossdataset testing
e Wik e Wik

WARES
CASIA Replay Replay CASIA

LBP 47.0 39.6
STASN 31.5 309
FaceDS 28.5 41.1
Auxiliary 27.6 28.4
LGSC 27.4 23.7
BaseNet-Fusion 27.9 38.5
PatchNet 9.9 26.2
ARICHEY 173 25.6

Wi 2 FioR, AR SCHTHRALH) U-Net M2 IS T 5
WFPERE . BARCK UL, DAZRA RINAH MY PatchNet
2445, f#H CASIA-MFSD il Zk4E, Replay-Attack
MR EE N, A SCHEZY ) HTER 845k PatchNet Jf
w7 7% A7 fEH Replay-Attack i Il 2k £,
CASIA-MFSD (i SE I, A SCHERL ) HTER 4
25.6%, Lt PatchNet WS 1%, HTIEAT I, A SCRE ALK
ZACTERE A FE R o AEEE B AR, AT TR R
M 5 43 H 2 B8 £ (CASIA-MESD) MK 43 #F 2% 5
£E(Replay-Attack) I PEREA T N B 1E im0 R G
VERNMTE BT, B o 3R T 8 M4
PE R, X5 BRI HE R A Bl et ik
(170 FHR, MK HER G b 2 3] B IR VEZR &= AT LA
ARGFIHET 2 7 e 2 G
3.6 ENIEIRIEIRITLE

h T AN [7) (1) 18 S8 it AR N M A1 38 5
(IR, A T GCM. SFEM. ASPP 7EJ5il4
U-Net FRIL, 715 T 76 OULU-NPU #i4E R~ 1K)
ACER f&¥5. W# 3 Fin.

3 RW], =ANE SCBE U-Net #G W] W42 T,
FLRAE I 1 IR R, U-Net+GCM [ APCER,
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%3 1£ OULU & LTt
Table3 Testing on te OULU-NPU dataset

i ik APCER(%)  BPCER(%)  ACER(%)
U-Net+GCM 0.03 0.6 0.3
1 U-Net+SFEM 0.4 0.4 0.4
U-Net+ASPP 0.5 0.7 0.6
U-Net+GCM 0.8 0.6 0.7
2 U-Net+SFEM 1.0 0.8 0.9
U-Net-+ASPP 0.7 1.7 12
U-Net+GCM 2.1+3.3 0.6+1.0 1.4+2.2
3 U-Net+SFEM 3.0+4.1 0.3+4.4 1.744.3
U-Net+ASPP 2.7+£3.6 1.6+2.9 22433
U-Net+GCM 4.2+3.6 1.2+0.8 2.7+2.2
4 U-Net+SFEM 5.0+4.1 0.7+2.3 2.8+3.2
U-Net+ASPP 45+5.6 2.2+3.1 3.4+43

ACER #RiE 2] T HAEAMOR, iEAR =M R
CEEBOR AR e, W] GCM BRI A 45 M 2%
R R TR I 2 IR L . AR U, 7R 1

F, U-Net+GCM [f] ACER Lt U-Net+ASPP i
U-Net+SFEM 3 A% 0.1 F10.3; ZEWMY 2 F, U-Net+
GCM [#] ACER Lt U-Net+ASPP #1 U-Net+SFEM 434
%.0.5 A1 0.2; ZEWMY 3 AP 4 K, U-Net+SFEM 5
U-Net+ASPP 7E DY AN 3 1301 11 25 A 250 R th i A1 T
U-Net+GCM.

SRIGASCAEH CASIA. Replay-Attack. MSU 7
T JBONT ER B 2 Ta) AT Heds A2 95 S8 Bk, I
% 4 lLE T GCM. SFEM. ASPP 454 J5ilf Unet M
28 MR 2R

Wiz 4 pros, ACA#H CASIA-MFSD. Replay-
Attack F1 MSU-MFSD HE47 B SO T BN BUehs 2 (7] (1) £k
PN A R AR, ATRAE H, BT GCM 15
IS BT AR AR . & LTk, 27
OULU-NPU (YA s Rk B S #F CASIA-MFSD,
MSU-MFSD Fl Replay-Attack 452 (15 S TR,
KK GCM A A AR ST 4% (1) 1 S i b

R4 ESNEIREPELENIKE AUC(%)
Table 4 Cross-type testing on the OULU-NPU dataset

. CASIA-MFSD Replay-Attack MSU-MFSD
7 Video Photo Video Printed Photo HR Video Printed video
UNet+GCM 98.2 99.92 99.99 99.43 99.99 90.97
UNet+SFEM 98.07 96.0 99.92 99.2 98.0 92.28
UNet+ASPP 97.02 98.0 97.0 99.2 99.3 91.25

37 HLERER0RE

7E Unet M i 1) 9w 45 7 SCTE kN GCM 5%
Bua, ke s 2k i S A e Moy TR 2
745 B 1 (Central Difference Convolution, CDC). 2
WA 6, Hr o bl Z= 5 s, BRI NG
S A R IS DR O R Nl = v D
OULU-NPU AL MAR T AS[F (1) 6 07 1 B (1) 5%
W, K 8 FiaR, 240> 0.3, uhES M AL
HR(O=0, ACER=3.8%)F I H T 4F I fg, KWK
T CDC M4k AE B A B T NS A AT 4%, A
h0=0.7 B 3RAF B AETERE, BT AASOR v B T
P Nk
3.8 HELSRI

h T B A AR ST AR o i SCIE AR L
2257 2 B DA S AZ SO T 0 (A A e R s b R
K I AR R 5 vl LA AR A R R
OULU-NPU [ 55—ANBUF T T . LRk L,
T AT I R UG U-Net HEZE R it A\ GCM.CDC.
MHCA fit 7 SAEE ML, AR50 GCM+CDC.

GCM+MHCA . CDC+MHCA WM ERAE JR AR HESE
FIYERE, R LEEE T CDC 5 25 i 4 F1 Y Diated
Convolution, DC) Fl ¥ i 1] 43 £ % 1 Y (Deepwise
Seperabel Convolution, DSC) )14 68, 5 i ¥ I 4h
U-Net AIA SO LE .
WK 5 s, FEAIAAEATELI, BEARLRD A i
fi U-Net M5, AXER H, £ A GCM. CDC.
MHCA IO T, A5 FE R AR AR T I i b 2%,

ACER (%)
w

1 l 1 1 ! 1 I I
0 01 02 03 04 05 06 07 08 09 1.0
0

0 1 1

B8 o3t CDC K
Figure 8 Effect of #on CDC
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&5 7 OULU-NPU % 1 THYHRRSLLE MR
Table S Ablation testing on protocol 1 of the OULU-NPU dataset
RL GCM CDC DC DSC MHCA APCER(%) BPCER(%) ACER(%)
2.1 43 32
v 1.8 33 2.6
v 2.0 3.6 2.8
v 2.2 4.0 3.1
4 4 1.7 3.0 2.4
4 v 1.9 3.7 2.8
4 v 1.9 3.5 2.7
v v v 1.1 0.1 0.6
v v v v 1.0 0.8 0.9
v v v v 1.2 0.5 0.8
v 4 4 v 0.9 0.0 0.5

T T AR AR . HAEMIFRI 4, CDC
X} U-Net FILAGEH B0 T DC Al DSC.#R#5 ACER,
I GCM, V3473 AR F LT 0.6%, CDC
1 GCM 43 HIBEAE T 0.4%F1 0.1%. I IS H B
I o6 A 7R A A T, M = AN B i A
ACER [FE 2 0.6%. 4k Z2K [HI)A43 2k RL 7S 0 42 )
Zgfii i, BPCER 1A | AERR, ACER [#(K%
0.5%. ZEIRFTIA, ARSI = AN B H6) A5 7
B BT
39 WESLESHSTRLDH
3.9.1 HEERIFIREMT

YRR AL AUy CDC I, fESEPRih
Sorp, RagINBUAMG 220 B RS BREH % 0
GBI R, HASHINSEEE. 50 GCM 1N
N, e T R A R ) USSR A, B
DU A A i) 5 A6 PRI RS, BRL Ok it T B AN TR, B
NS AR S HeE g, H I Non-Local JF
Je R B[R 2% 3 R 2% B TR 3, e T N ARRAIE
L 1) /N R T8 A, 2 2 1 52 2% SR 10 I3 (1
MEFRV LI E R G RRAE . IS E X MHCA 151N,
H A R T key,value PA . query FITHEE, 1
Wi NIEITERC 256, WIEHE TN 256 x 256 x 3 1544
&, PR ERAE AR RIRE S 1S s 7 2400,
AR AR i Tt . 28 FRTIR, MR G N FRE B
RN DL B B N i O AN [R], A SO F U-Net
A A8 N2 M E R, W R T, £ 6
JERR A AR FE B IR R

wmE 6 P, AAFHTF RIS 5 (Floating
Point Operations, FLOPs)ffif S5 [11 5 44, FFik+
LGSC. CDCN++"| PatchNet fihy%fbl. A5 &
B AT R FE I LU A5, T DA 3% R AH AL 1Y 4 RS B 3R 47 L

8o Wit LGSC 1 [RIFEAS T S b 245 - i 25 110 I 5%
45K, CDCN++HAFH 1 D 20 81, T RAX LG
WD 22 0 A BUAE AN TR Y 4 R R i A IR, T
PatchNet {8 — /Mg EALBERY, 55256 77 1H 2% 5)
AT LA, A3 LU H AT . AMER i, Hrp
LGSC 5 AR AT T U-Net /E 0B T4, {H
SEASCIERL] FLOPs AH T LGSC A e . KA
ATCKE U-Net WA T RAGAEE, 1 Wb T g
T 2 RIS 25 vh I S R A R, A A1 B AR L
SRR AT E L, IS S 19> T 85
JZ I IEE L, AT R 2 B, AT
PRI AT FE

*o6 HETHEXL

Table 6 Model computational complexity comparison

WiRFS FLOPs
LGSC 9.56G
CDCN++ 50.97G
PatchNet 1.82G
AR SRR 19.12G

3.9.2 FEART AL AR

WK 9 FrR e A SGE T -SNEY i 7 OULU-NPU
P 1 B B N AR R VE ARk 1
AEUL. P (@) oR Z4E AT, (b) R = 4EM Al

WKl 7 s, A EREREEAR, WEeRERIKRE
FEAS, AR T M4 i 2 R i A, A HE
i, DA TEAARREAREREE hAE — AR R, K
VEREA N 28 BVEARREA, 10 DU A AT N R VE
BEA T AR REA (G B B PO BB, TR I HBAIE 52 T 3%
PRRE A 1AL AR 2 18] 1R B 33 PR R AR R A 5 R
BEA (20 T 23 i
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t-SNE 3D

t-SNE 2D

B9 HAARLITHIER

Figure 9 visualization distribution

3.9.3 HRVELRIGICHSS

DN T U R AR VR LR R, A A S 4%
Pl 2Rt B R 2804 1% T OULU-NPU il 45
TENIRE S FT BN ISR A0 R AN I 1 RV 2 R o
Bl WK 10 Prow, AR, WEANGRIRVEL R
LS B R 4 0, AN R B0t A IR VEL R AR
LA

E10 HiEZLZRE
Figure 10 Spoof cue map
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