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Abstract Programmable Logic Controllers (PLCs) are integral components of modern industrial control systems, where
their security is crucial for maintaining the safe and continuous operation of industrial processes. However, the unique ar-
chitecture and communication protocols of PLCs pose a significant challenge for their security analysis, as standard
frameworks and procedures are lacking. The Cyber Kill Chain model is a well-established methodology for describing the
tactics and techniques used by attackers to exploit vulnerabilities, and it has been widely adopted in the field of cybersecu-
rity. This paper provides an overview of PLC security in recent years, utilizing the Cyber Kill Chain model to present the
latest advances in this field. The objective of this paper is to provide a technical reference for cybersecurity practitioners
and to facilitate researchers in their understanding of PLC security. Firstly, we introduce the basic architecture, operation
principle, and communication protocols of PLCs, which are fundamental to analyzing the vulnerabilities and attacks on
PLCs. We then use the Cyber Kill Chain model to classify the various stages of PLC attack techniques, which includes
reconnaissance, weaponization, delivery, exploitation, installation, command and control, and execution. For each stage,
we provide a detailed analysis of the techniques used by attackers. Our analysis helps to provide a comprehensive view of
the various stages of an attack and can aid in developing proactive security measures. In addition to the detailed analysis of
PLC attack techniques, we also discuss various techniques for securing PLCs in this article. These include measures such
as protocol security protection, control program verification, execution process monitoring, and PLC forensics technology.
By highlighting these methods, we hope to provide practical guidance for cybersecurity practitioners to better protect
PLCs from threats. Moreover, we also highlight the current research trends on PLC security from different perspectives,
such as embedded devices, industrial controllers, and industrial control network components, which can serve as a road-
map for future research in this field, and promote the security and resilience of critical infrastructure.
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i B AR ligahgl A
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Table 3 Port Numbers of Common Industrial

Protocols
NN e )2 WX B 115
Modbus TCP 502
S7Comm TCP 102
S7CommPlus TCP 102
DNP3 TCP 20000
IEC 104 TCP 2404
CIP TCP 44818
FINS TCP 9600
GE SRTP TCP 18245
MELSEC.O TCP 5006
UDP 5007
PCWorx TCP 1962
OPC UA TCP 4840
Codesys2 TCP 2455
Bacnet UDP 47808
EtherCAT UDP 34980

TS I RAA P PLC JEATHERIN, AE1ET
BEFB) o0 Bl SR 0 0 28 B R A g R A . —
1M 5, PLC {Eilk [FH {2515 BN PR 7 2, —Fb
& B B A] WL B A& B R 45 R, i 5] 6ES7
1214-1BG31-0XB0; V3.0, K/~PH[1¥ S7-1214 PLC,
WAERRAA V3.00 75— FOR [l AMFRIRRE, H 55
E S I BN X NG &R, 77 EEEATHED,
WER AT Z AR AL BARRUS AN (1Y) PLC JE4T
PR T7%

TR PLC s ATIRAS . IR A5
HRCEE S . AR PLC W8 haids 1R
Ao BRI B T Bt R AN B, dd s
Bt PLC #2527 il USRECHAE FH 1) VO s A5 &
PRI AR TR o 0L S SR ANy, B A T2
WHE ST B . WA R IR B AT
AR DI RES, B T ARBU SRR B &
VSRR A, T B OC RARRT A%, B S

IR AR PR, 10 AL P iSO =R - BV LI
RN IEIN T SELAAERE

HATERR PLC A2 AT A (R B A4 A 3= 24
F TP BI7 K 8% AT AR 5 52 4 (Intrusion Detection
System, IDS). Manuel Cheminod®*4 A\ &% Modbus/
TCP Pristde th— N Z oSO R, HAE R IE
mERR . IRERR RN, HRETEE, R
Dheeraj™ 4 \F T AN T R G857 4 AR 10
SCADA [¥j k3, 8 ik R B2 g Al B s G b2 URRAE, I
LA 27 2 ) 5 VLB A5 S0 B K B g R . 2%
BT, IR T I 255 B S IR 815 4 T BRI 3 R
JEIAS T LIRS 21 B i, AH B kB kB
ER, HARH T 6 A U U U FE AT, i A
X 5 Bk HEAT SIS 23 A
42 HBFHE

M PLC WA B JZ IR A FE o0 B, B1% PLC 1)
Bei B vl 3 A . — 2% PLC 52
¥, R PLC [ F
4.2.1 BHIERF

PLC #HIRTIHT. M S A T1E4
(1) Windows. Linux ZRZFEFEY, B 2 w] UG H]
PLC ZmR AT S eI R G R AL, MEEE PLC IR
PR o SRR SZBs 45 R G0 3 8, PLC 0% 1 T4%
HsEhrA = R, VO Mkl 5 FUSEE B S AT N,
2 5 S R s A IR A R b e I /O M
HERIFR AR B, A R BB st A . TR,
MEUEE PLC FEF 70 AN B, B 2 /5 200 ) 4y
1 PLC MEUAGRET, SRGFET Bk fE B H 3y
i PLC ST

X T G R A o S A B D i R
7 EEAE A ) 2 BT A9 B B AG RE e, R U AR
ik, TR D RE.

Sushma Kalle %5 ANPPJF % 7 —ANf ot it i 7
RX630 fidz il #4524 M [ Jw %45, Eupheus. ‘EfE
W RX630 WAL PLC (M IL 454, W 7 FiR.



P S S TORTRERL Y PLC %4200 HT

1L | Hex | Assembly Language
Rung 0
LD %I10.1 7clc BTST I(imm), R12
AND 23 04 BCnd.B 4(pcdsp)
%10.8 #cd: BNC(C==0)
7¢ 8¢ BTST 8(imm), R12
ST %M1 fce6 72 00 00 BMCnd 1(imm), [R7].B
#ed: BMC(C==1)
#dsp: 0x0000
Rung 1
LD %M307 6 73 26 00 BTST 3(imm), [R7].B
#dsp: 0x0026
ST %M498 fcea 72 3e 00 BMCnd 2(imm), [R7].B
#ed: BNC(C==1)
#dsp: 0x003e
02 RTS

7 IL 5L REX AT RX630 12575
Figure 7 IL Instructions and Corresponding RX630
Machine Codes

Header

® Global INIT
[

Sub 1
® Sub 2
. Sub 3
® SYSDEBUG
. StaticLib,

®... .
StaticLib, INIT

® StaticLib,

O asicLib, INIT
-
[

FB,

FB, INIT

® FB

n

® i NT

® picprG

® Memory INIT

® Data

® Symbolic table

® Data

Legend

® Code

@ Data

Offsets information
Initialization of global memory
Support subroutine

Support subroutine

Support subroutine

Debugger handler

Statically linked function 1

Statically linked function 1 initialization

Statically linked function n
Statically linked function n initialization
User-defined Function Block 1

User-defined Function Block 1 initialization

User-defined Function Block n
User-defined Function Block n initialization
Main PLC Program (PRG)

Program memory initialization

Data

Dynamic library functions information

Data
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M [ 3 AT A3 2 IL $8-4 T n 45 B A DA = ik DA
KMAEPIIRefE e JeAb, FEEIEIF R T — DT
kR BT gn e s, REARMESS E IL $84F1 2 X
TN [ B2 AT B BEAE PLC 3847 IR . IEAh,
I T AE A AR BR T 33 i) S 56 1 £ Schneider
Electric Modicon M221, T ] LA+ & BIMEA] GEWS AT
1 | SoMachine-Basic 4 3£ /3 1) PLC 5/ ] RX630
AUV HI 45 % PLC.

Anastasis Keliris 25 \'"*JF % 74Nt CODESYS
v2.3 BRI PRG SO I ) HESE, ICSREF.
YEZ A% ] CODESYS v2.3 44535 PRG X, FLA
WAGO 750-881 PLC A, #3181 T-8hor #4321
PRG iSO i) — Mg i, Wl 8 s, Horpiifa
(K384 ¥ 7~ CODESYS IDE 4ii¥ )53 %01) ARM 45

MOV  RI12,SP
STMFD SP!, {R11,R12, LR}
MOV  RI1,RI2

STR  Ri, [SP, #-4]!
STR LR, [SP, #-4]!
LDR  Ri,=SUB_OFFSET
LDR  Ri, [Ri]
MOV LR, PC
MOV PC, Ri

NOP

LDR LR, [SP], #4
LDR  Ri, [SP], #4
B loc_Y
0xCAFEBABE
0xDEADBEFF

LDMDB RI11, {R11, SP, PC}

0xCAFEBABE
0xDEADBEFF

8 PRG Tt H1ERX
Figure 8 PRG Binary Format
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4. HT PRG U454 ICSREF 2kt —A~ ek ide
g, T ARM REFTI RS, Lo—A 1/0
58, HTRAF VO ARZE; AR5 15 1) radare2 T H %
G L3k ARM HLERD, 1320E] 8 1) ARM 454 #i
Jaai G RO AR AE DA E PLC R4
R o

YT AR E PLC BERET, AR
TR AR T UG R e (R e L v, S — 7 1
SR E ARG PLC P HR A 3B BT .

Stephen McLaughlin 25 A\ PP —Fhdt b 4
PLC £ RS (1) 57 1 Bl v A iti(False Data Injec-
tion, FDI), i ff4% 2 s dm A s e, 2 4
SR e, METON SEBR B 50 AN R RS
B4 1Y) FDI Buh @5 2Bk & Ve T g B 5, i
YEE S M7 EAUKS T PLC &Ry . 1EEE L
F PLC IR o Sk v P i85 &, PRl
FRARESHL M, I Xt M g T XUk o A kK sk A =
TP

Stephen McLaughlin 28 APt T —Fh A0 4E
Ji% PLC & FRFI L H, SABOT. & ¥ 56 il 4t
PLC JRFESY, HE TP v AR g () [ 4 iAo ¢ &,
KI5 10 BT NuSMV FH SR 5 S0 5 H brds
TR RS S, BaERTH PLC FEPAL
5% PLC ¥l AL ks . P9 28 5 (1 st
KR I Ja B TIXFP N X R B E el By, o
A RE H b3 H R GAT N

Constraint NuSMV Model M
VAR x: boolean;
input x ASSIGN
init(x) = L1,

next(x) = {T, L};
VAR y: boolean;

output or local y ASSIGN
c=y<—a init(y) = L;
next(y) ==a;
VAR ¢ Boolean, ¢,: boolean;
ASSIGN
timer t init(r) = L;
c=l—a next(t) =aA(@vVH?T: L;

init(z,) = L1;
next(z,) == a;

9 PLC ZHI&#i5 NuSMV &2
Figure 9 Constraint and Corresponding NuSMV
Model

Naman Govil %5 NPUFR T80 B K L
JPXESR, Rt AR R4 PLC REph, el
AT B S A Ja B R R E R AT . SRR T
SwaT /KAFER G &, #éth 3 Fhdedi Jr =

1) ¥t ADD 74 %2 DoS Biifi, fE3% = ADD

BT IMA—ANTEIRAEER, i PLC &N I [a] 8 H 5
NP

2) Wil 10 o, Bodi ik 76 &R BOR i
& i B, B0 HMIT &% 3] RIO %, PLA
M RIO B HH -

3) i FFL 54 Huid %% 2 SD k.

SCADA = = Historian
e L)
IIIII L1
gi-l (—ﬂ L1 Network
. HHHT |

la. Write ‘0’ to 1b. Write 1” to \@
PLC valve tag PLC valve tag
PLC la PLC 1b
L0 Network
2. Write“1” to
RIO valve tag< Rl

(0]
Attacker

3. High current analog signal Actuators  Sensors

10 PLC Ei{ HMI %S RIO & &
Figure 10 Manipulating Sensor Readings from RIO
to HMI and Instructions from HMI to RIO

Abraham Serhane 25 A\PYR 45T PLC #I)F
JEFHOGIRTR, K 22 0 G 2 1) #8220 B 2 H BT A
R, MK SR, Botid ] DO G s s . an
11 gt sa 4, RO X1 0208 True, it
tmrl TS E I E EL, tmrl.DN &4 True, W] tmrl
%%, tmrl DN X & 4 False tR4E AR tmrl < FHT
TFAGTHIE, X852 Valve0l /KIEANS B 4 Falseo

Timer Delay Timer Delay
X1 tmrl.DN TON
% M/ Ll'f Timer On Delay (EN
Timer tmrl
Preset 5000——DN>—
Accum 0—
Valve 01

El 11 PLCEFPHFHRES
Figure 11 Racing Condition in PLC Logic

422 EH
PLC [ 25 AH He AL B2 1 i N 335 6 [ 41388 o A
TR, BEAAA MRS, EDhRE Lok sz v se
(TSR A0 . A1 PLC 2% [ 2 (A 2 5 L T
PLC (IS RE 04y, W1 /O 456, Hhisukak 755
PLC [} 3 S 4 PR 1 (K R SRR, IRk i
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(AT 55 2 S I ] A1 v 1 SC A R g A AR, il i
1) o A R A, ke e S G SARRS IR A, I
SN AR, SkSEHIAT PLC [AF Bt

Carl D. Schuett 25 AP $Li Allen Bradley
Controllogix 1756-L61 PLC (¥l {4, Zeit [E {4 545
DI RPN & p, AR R LRk PLC

Reverse Attack

Engineering

@ Environment
Setup

® Hardware Analysis
o Firmware Analysis

Development

® Assembly

® Firmware
Modification

® Deployment

® Function checks
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fFIRIBATIE P, BT EmE 12 s, fEEEL
f#H IDA PRO i [a) o At £, H-FNKE RGN
FA5 8, FHEEE B WS EB S o SRt
JTAG Wik 78, AR R 2W . CIP X4
PR SRR, JEAE IR AL I AR R AR,
SIS (1 B i s

Performance
Analysis

® Collect Data
® Compare Times

12 EHESHE—RIE

Figure 12 General Process of Firmware Modification Attack

Ali Abbasi 25 N\ PSR FlEE 56k PLC 51 2 1 1)
Hr Y Rootkit, W LATEAHAT I I HTHE T, Bl aknk
N PLC #HIMYEEFE. /E# T Wago 750-820
PLC, f& B 2 4e ik 2h 68 sl 5K 30 R )3 5K Uiy ) R L
S, X PLC 15 it FEET R 402 I Hook, &
PSP 13 iR o 2 a5 IR 14
ATIERE, W 3 5 | S B AT (R 43 R
P4 Bt i 5 | N A R S 5 5 R v e 2
2, A PLC H2EURIE 29 Rootkit ZLE, 1M fH) PLC 5
UNEAPN @

W kA AE S, A IDA Pro & A7 i A bR 2L
UpdateMemoryFromGPIO Hiuhit, Ffiliit JTAG ik
1 4 A 2 A i N\ B A B B 4, ik A
Ty N E A 2 02 Bk B Ik R A b AT, 2 A
PLC 16 A1 il e 4 tH I 8

Manipulate Read Manipulate Write
1. Put I/O Address 1. Put I/O Address
into Debug into Debug
Register Register

read(I/O, Pin)

write(I/O, Pin)

2. Intercept Read

2. Intercept Write

Operation from I/O Operation to I/0
3. Set Pin to 3. Set Pin to Input
Output Mode (write-ignore)

4. Write Desired
Value to Output

read() continue. ..

write() continue...

"I
UpdateMemoryFromGPIO PUSH {R3-RS, LR}

PUSH {R3-R5, LR} MOVS RO, #0

MOVS R0, #0 MOVS  R4.RO

MOVS  R4RO LDRW RO, =0x4005D3FC ; GPIO Port F
LDRW R0, =0x4005D3FC ; GPIO Port F LDR RO, [R0]

LDR R0, [RO] LSLS. RO, RO, #8

LSLS ) R MOVS RS, R

MOVS RS LDRW R0, =054005C3FC ; GPIO Port E
LDRW R0, =0x4005C3FC ; GPIO Port E LDR RO, [RO]

LDR RO, [RO] b| B loc_2000164E

ORRS R5.RO —

LDRW  R0.=LED Input——— ‘l,

STRH RS, [RO]

UXTH  RS.RS "I

MVNS  RO.RS

MOVS R4, RO loc_2000164E

LDRW  R2,=unk 200032F4 MOVS RS, #0sFFFFFFFC
LDRW  RI =bytc 20003700 B loc_20001E30
MOVS  RO,R4 —

UXTH  RO.RO I

BL sub_200021BA

MOVS  R5.RO

POP {R0, R4, RS, PC}

14 AR EE LI
Figure 14 Implementation of Modifying Input Func-
tion

VEZ AL S HARVEY J5 8, o 75 28 (1 i kA
ARG EXHHHT T VY, UER T HARVEY 7632+
(3 2 AT
4.3 F iR

13 PLC 3IMHZHINE SR
Figure 13  Steps of the PLC Pin Control Attack

Luis Garcia % NP it v 9 2R Gtk 47
ki () PLC Rootkit, HARVEY, fg%7E & 42 % PLC
gy N A A AT RO, TSR B ) WA o A
%1 Allen Bradley 1769-L18ER-BB1B PLC 5z3l T
HARVEY 78, il 14 froR, 1E4158h LM3S2793

P PB ) PLC — M 430 —FPagte: M4
fEh. DR RS .
43.1 WKL

T BSOS i o LUK AL 4, HEE M
@ik, Wik FICW AN PLC RikyEHld S, &
1B PLC P4 R e Al A4, #Rw] LAfE B PLC J8 (%
I T ROk ST .
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L b, BUE N PLC ARIEHRIAR SO — L2
1 PLC IE# BT 5% . Matthias Niedermaier
285 NI 6 AN R 1K 16 R (1) PLC HEAT BRI Bt
f37 AR, RIS PLC % TCP 2 st 4 (1 & 32
Re NAARRZE, Wkl 15 Frx.

VE# ¥R PLC P A 2 53 /NJ8: PLC 4%
1 (Wago 750-831 PLC). I I I (] 341 {H i 5 i 125

(Wago 750-889). I IR [A] 141 {F H % i 25 (Schneider
TM221CE16T). fFH I 6] ) 3 hi(Siemens S7-314).
AHER IS a] B (Phoenix ILC151) TG 5 2 54 M (HiAth 1%
#)o UEAN, M CPU fi#k i fiEH, £HILET RTOS
RGN % CPU Sk sl b, M T Linux R4
(¥ Wago 750-8100 H1 T~ F 4% v by &b 25 o9 255 £, I
IEH P HIPAT B i 1k

10] | T I I T 1T 11 | T T T T TTT]
’ out of operation ‘

Deviation factor of mean cycle time

Hping3 wait in microseconds between packets

—e— Wago 750-889 (1) —m— Wago 750-8100 (2)

—— Siemens S7-1211 (5) o - Siemens S7-1212 (6)

- - Siemens S7-1516F (9) 4~ Siemens Logo!8 (10)
Phoenix ILC-171 (13) = ABB PM554 (14)

- -m - Siemens ET200 (7)

Wago 750-880 (3) —~— Wago 750-831 (4)
--® - Siemens S7-314 (8)
Phoenix ILC-151 (11) —e— Phoenix ILC-150 (12)

o— Crouzet EM4 (15) ®- - Schneider TM221 (16)

15 FRREZES PLC fBIRET A H{ER S
Figure 15 Deviation of Mean Cycle Time on PLCs

432 HOfEH

HB4> PLC SZFF RS 232/485 H3 1EAE . Sl EE
B smiEIRA/ B R LA N REIS WS
Dhfg. ML T RS-232 2 AL s R A%, &%
PR, Prrdiaehz. arLbEs # O PLC &
LAl iy 4 B R4 TR e R

X R R C T SRR PR R (R A ),
H A (1 A S B B A I 2 50, 47 1AL (GR
TN R A7), AR TR

W P PLC #4700 Modbus, {345 Modbus-
RTU 5 Modbus-ASCII W . 4 L 2~ Modbus-ASCIT
HAFF A dibnid, BREw, & T, HhT
RS INHE ASCILF4F, ARSIt —EmMRmTr
XA A
433 MWEMRE

R A B AR M Bt AR v LUl UART.
JTAG #: AT, o Lok o L g R B, Mol
R LUR) I e 1 O\ B R LA T I
P e PLC ) LA R R A o T,

FHBVERREE L T LAG PLC A HEAT S I IR
PN A7 S S 2 ] B o

Thomas Weber 25 A\ i Ff| PCB 3 1 T2 1 572
SAHT T PETTF S7-1211C AR ITAG Wik 0, JF
HEAT I PRI, B2 SEI T [ R Th g . Ak
LRt 1, Ali Abbasi 2 N'HEIGESHTPET 1T $7-1200
PLC Bootloader H #5543, KL T —LEH e AL T
AE. M FH T4E PLC B shidad i R 16 e d 2
R mf i, XSRS RS A S . AT
JGVEHAE PLC bSEil T AT 2 ARRBHAT -
44 JmiAF A

PLC (¥R FH 0] LA 75 T 23K, 7 T
PLC M43l 15 EA77Eieili, 55— 7 H& PLC W& )2
LEAE ] LA e 5 R I R G DD g
4.4.1 MEKE

45 CVE. ICS-CERT %452 4Rk 15 iR, PLC
P 26380 15 P BLBE VT A7 e 2 PP ST (R, R R B
g5 T AE PLC @G B OCIWIRZE Y, Jf41128 T
B3 Ina il o



B A5 BET ORI BRI PLC 2 i

K, IRZ ) A LRIE PLC A5 I MM M
ASEHENE, X PLC A IR PRSI T AIEALA;
BCh T R R [ 1) 22 A o [ 14 0 T A5 TRTIE,
R R R s EIRE R

x4 EIPLC BEMURRER
Table 4 Types of Protocol Vulnerability in PLCs
Il 22 Il 2 5
CVE-2019-6571, CVE-2019-6848,
CVE-2019-9590, CVE-2019-19279,
CVE-2019-20045, CVE-2020-6986
CVE-2016-9159, CVE-2019-6584,
CVE-2019-10920, CVE-2020-15791,
CVE-2020-10628, CVE-2020-10276
CVE-2018-7790, CVE-2018-7791,
CVE-2019-6279, CVE-2019-10943,
CVE-2019-13533

LRSS

i

P S

Haroon Wardak %5 N A T4 #7 T Siemens
S7Comm P13 F T~ 43 il 38 G £ Uy [l AL R R FA A
hnEE. Wkl 16 Frow, RV H I 8 A%
(P1,P2... PR fAj L) XOR izf#e4k )k 8 H7 %
(C1,C2...C8), wAEARSS bt bhits . EBLFERA B, AF
ST &% Siemens S7-400 PLC F 2585 (4 53 B
RGN REP ) T O 5 I B Bk, RS RS BEoR
TR .

|P1|P2|P3|P4|P5|P6|P7|P8|
|

- —l b 4
A
t P
oD v
A
'\_J A 4
D
) 4 Y v
Panoll I B
NZammal >

) 4
>0
U

h 4

y y A 4 A 4 A 4 A 4 A 4
lct | 2|3 | ca|ces [ce|cr | cs]

B 16 Siemens S7-400 PLC 3 47E54/1 %]
Figure 16 The Password Encoding Mechanism of
Siemens S7-400 PLC

Ryan Grandgenett %5 A\ Ui FiT33 1) TR 1109 07
453471 T CIP(Common Industrial Protocol) /i3l {5
MAIERE R, 4k 17 Fros. A 1 Jeiliad i3k Allen
Bradley’s RSLogix 5000 5 Allen Bradly’s Control-
Logix 5573 PLC [H] [Pl {5t i, @0 7B ARG
454 % RSLogix 5000 A1 [ 73 4r, HERT AL
i HI 5T RSA M SHA-1 ik, ¥ PLC K%M
challenge BENLELHL 4% 20 715 1) response 7 B; %
Je /B 1 B 8 b PLC KR EFE /0 Bt it
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ASSCANL A B I 53 A T 40 108 (1 S8, iy ELXS
eSS YEREAT T 2 MR b A A
B g A B B . PRl T BORSEIN 08T« A T 2%
JERESE, XTI A Bt EE R T E .

RSLogix

5000 PLC

Request challenge (‘4B’service)

v

128-bytes challenge

A

20-bytes response (“4C’service)

v

Authentication success or false

A

Commands

Session Release
OK

vYvyy

A

B 17 il bik- R Z A IEHLH]
Figure 17 Challenge/Response Authentication
Machanism

Sushma Kalle 2 ABPYf# T Schneider Electric
Modicon M221 45 HIFE 7 NIEE . M221 PLC
2285 H P BEE ) SHA-256 %0 7 5 BENLEL A 5
BENLE B #HAT B, FEORAE S [ e Hohik, 0 &
18 Fizme R RS IR e IR SR AT, R
KR, EE R T 0-day JiF: BT 2RS4
it B [ e, TR BERHR AR ) A AT 5, il
DUT R B, mgeid A .

Cheng Lei %5 AUt 138 1) TR 7 vE 0000 7141
T S7CommPlus 1p BUE (5L F2 o (1 n 2 s, &1
S7-1200v4.1 PLC. IthA S7TCommPlus #pi3UN % 7
TEPAW B, — e s fE o B, WA T
XOR (AL I EE FAESEH; ) — N A ROE il A
A, A8 — 0B A2 AR AL A N S E S . PR
I SEBURE P #R AR AFAE TIA Portal Hg R . /EE AN
X ANFA N2 LR R S W i, - F th R T
RIS SHE Tk 4

Eli Biham %5 A\ ™M 3 i TR 6 7 VLl T 4
B AAS S7TCommPlus 5 30 H 1 % 573k, 3T
S7-1500 PLC. A 45 T S7CommPlus #pi3 = Fi il
AN J5 %, FEVEAN /b T SR AR IR N 2 7 48,
Wil 19 Pros e EXU7 1€ %81 Session Key Jr, Jrask
TRAEHE AR HMAC-SHA256 S92
(R SRR B 7B, SRR UEEE 16 58 B 1
442 BEE

PLC B T H Tk B, thnl LS HoAl TED ik
AT TCP/UDP A5, A&4mslds . WH - A5 ) #11 E, HF
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ES 1) Request maskl1 PLC

>

2) Send mask1

A

3) Authentication request
(mask2, mask_hash)

4) Authentication response

a) Normal password authentication

CLIK 1) Request maskl PLC
T,

2) Send mask1

3) Write request with new hash
-
4) Write response

5) Authentication Request
(mask2, mask_hash)
-_—

6) Authentication response
—

b) Password authentication while exploit the
vulnerability

B 18 AT AEEMEEIAEDRE
Figure 18 Password Authentication Before and After Exploiting the Vulnerability

TIA |

PLC |

[M1] Hello, seq=1

[M2] Hello, PLC Model, firmware version, serverSessionChallenge, seq=1

[M3] Metadata, securityKeyEncryptedKey, seq=2

[M4] OK, seq=2

Authenticated Request, Integrity=[32 bytes], seq=3

Authenticated Response, Integrity=[32 bytes], seq=3

B 19 S7CommPlus &5 372
Figure 19 The S7CommPlus Session Establishment

FEN T AR IR LS R G e 4, R SIAE 48 1T At

VBRI . RS ST TSR AR FR P AT G R
I A AT RE 4 A2 i, RIS I B AL BRI 28 5
RIIN 2], sCE L IDS X 25 g e Al 1 S s,
Fi3RE) PLC i) 53 54T M

Johannes Klick 2 A\ MO 4 —Fh 4] % Siemens
S7-300 PLC [ 5 5 [ TR, PLCinject, 434 PN
Bto il 20 a)frow, VR T SR IGA S PLCL 1 IP,
St S AT P Huhk, {58 TCON. TUSEND % % 4:
PRI SNMP P4 I 4428, DLIRECE 7 I N A7
(1) PLC. Wil 20 b)i7rw, 1E#AH TCP MG R4
BE PLC HHs2BL 7 SOCKS 5 ACHE 5 1], SKRiERL it
PLC1 A A AREE OG0 21 (¥ PLC BEAT I R 45 o

Ralf Spenneberg 25 A4 —Fh4t %) Siemens
S7-1200 PLC ik dps e, e @ PLC 2 18] H 3))
ARG 2 F - My FoAth A7 3% 1) S7-1200 PLC, 4047 %%
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