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DNTrans: Illicit Domain Name Transformation Genera-
tion Method Based on Transformer

WANG Bo, SHI Fan

College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China

Abstract Currently, many illicit groups, in order to evade regulatory authorities’ domain name blocking efforts, engage
in the mass creation of illegal websites and register a substantial number of illicit domain names. These bulk-registered
domain names exhibit a certain level of similarity, a resemblance that allows researchers to analyze known domain names
and subsequently explore the generation of unfamiliar domain names. This paper’s research approach sets it apart from
previous studies on the generation of illicit domain names. We convert the domain name generation task into a translation
task. Firstly, we employ a Bi-LSTM to convert domain names in the training data into representation vectors, and then
perform hierarchical clustering to group similar domain names together. Additionally, through parameter settings, we aim
to evenly distribute the number of domain names within each cluster. Subsequently, based on the clustering outcomes, we
generate the domain name pairs essential for training the translation model. Finally, we utilize a Transformer model to
automatically grasp the latent alteration patterns between similar domain names, thus generating transformed versions of
illicit domain names. The assessment of domain name generation results incorporates our self-devised two-stage detection
model for illicit websites. The illegal website detection model controls the size of the detection model and the required
data by setting confidence thresholds to balance recognition accuracy and efficiency. Experimental results demonstrate that
among the domain names generated by the algorithm, the proportion of accessible illicit domain names is 19.1%, and the
expansion factor of illicit domain names reaches 359.98. This implies that, on average, nearly 360 new illicit domain
names can be spawned by altering a single illicit domain name. The experimental results demonstrate the effectiveness of
this method in generating transformations for illicit domain names, addressing the challenges associated with controlling
the scope of domain name generation and the presence of numerous invalid domain names in existing illicit domain name
generation methods.
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Figure 3 Differences between illicit domain names and normal domain names
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1
2
3
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6 IF ‘img’ in layerName THEN

7 layer.trainable = False

8 ELSE

9 layer.trainable = True

10 END IF

11 END FOR

12 ELSE

13 FOR layerName,layer in model.layers DO
14 IF ‘text’ in layerName THEN
15 layer.trainable = False

16 ELSE

17 layer.trainable = True

18 END IF

19 END FOR

20 ENDIF

21 IF epoch== | E/2| THEN

22 dev_best loss = float(‘inf”)

23 ENDIF

24 Train model with D

25 ENDFOR

26 RETURN model
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4 IF tRes.confident > Threshold THEN
5 cls = tRes.cls

6 RETURN cls

7 ELSE

8 cls = model( i, ,‘img’ textFeature)
9 RETURN cls

10  ENDIF

11 END FOR
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Table 1 HTML model evaluation results

Model ACC Precision Recall Fl1 Predict-time-60000

RNN 92.33 93.28 92.19 92.27 65s

GRU 96.37 96.37 96.39 96.37 70s

LSTM 96.03 96.03 96.04 96.03 103s
Bi-LSTM 97.53 97.53 97.54 97.53 164s
TextCNN 98.33 98.33 98.33 98.33 64s

5 MNEER)E G AR = CNN BiflE ResNet
ZRYBERL 23524 ResNet18. ResNet34 il ResNet50.
1X 46 ResNet R YA 5 ARSI T MLP 73263k, LA
EHE S BATI D RATSs o BRI AR PEAY 25 1
W 2 Piak. 3 2 Predict-time-6000 1, T {%
A5 TR0 0 MR 28 SR KR I 75 2 0 B TR A, RT3
B “m” RoRDEN, “s” Kontb. fERP AL SR
B A R R, BT S 2, BERY R
MRCR WAL T AH S 0] UG AN [A] 45 2R 51
WA, BIRIUREE /N, BT S H0D R T

60000 A BT i If T1] i K (RS2 o JX A IS TR)AH LG T
TECA TR B ) TextCNN R = 7RI 50 15
AN )48 9 A5 R A E A 4R Lol DL 2 1) . A
B BRI R b, FRATIESE T & PRI
ResNet34 iy,

e AT SCABE AL R MG AR 1) 53 83k Jo
P B ST oy () AR I S RO 20 5 2L 5 o 7 B BB
PIRT B RS AR PEAl o, BRI T 5 RN IR EAR R
SRS o XA EAE LT DA MEA S 1T
LM EHRRFAEREAT YU . HTML SCAHINE 5 £

JER . DN R S R AR ResNetS0 2R i scie gy sk 3 fior.
x2 BEBREFMHER
Table 2 Image model evaluation results
Model ACC Precision Recall Fl1 Predict-time-60000
CNN-7 98.37 98.4 98.35 98.37 31m48s(1908s)
CNN-10 98.73 98.75 98.72 98.73 33m22s(2002s)
ResNet18 99.43 99.44 99.43 99.43 37m21s(2241s)
ResNet34 99.5 99.5 99.5 99.5 42m10s(2530s)
ResNet50 99.57 99.57 99.57 99.57 48m4s(2884s)
x3 FMBRRETEER
Table 3 Two-stage model evaluation results
Model ACC Precision Recall F1 Predict-time-60000
confidence-0.8 99.63 99.64 99.63 99.63 96s
confidence-0.85 99.7 99.7 99.7 99.7 101s
confidence-0.9 99.73 99.74 99.73 99.73 125s
confidence-0.95 99.77 99.77 99.76 99.77 168s
confidence-0.99 99.77 99.77 99.76 99.77 321s
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Figure 20 Total count of successfully crawled web-
pages and illicit website count, along with the propor-
tion, for transformed generated domain names by 6
models
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