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Abstract Moving Target Defense(MTD) is one of the game-changing revolutionary concepts that surpasses traditional
approaches by wresting the asymmetric advantages of the attackers over defenders. The basic idea of MTD is to continu-
ously change the attack surface, thereby increasing the difficulty and complexity of attackers. Choosing the attributes to
switch and expanding the switching space of attribute attack surface are critical problems in MTD research. Currently,
diversification, redundancy and deception are three main strategies for constructing the switching space. However, the
high cost and system incompatibility issues of the first two strategies, together with the limited attack surface switching
space, make the theoretical research and practical application of traditional MTD remain stagnant. Cyber deception strat-
egy provides an opportunity for this challenging problem. It offers diversified deceptive methods, such as honeypots,
honey baits, and breadcrumbs, and has the characters of low cost and easy construction of deceptive properties. Therefore,
cyber deception strategy now is used to expand the attack surface switching space, and becomes one of the most important
approaches and tools for MTD study. In this paper, we first compare the differences between traditional MTD and cyber
deception-based MTD, and identify the important value of cyber deception in MTD. Then based on attack surface theory
given in MTD, we propose the concept of deception attack surface, and present the formalized definition of cyber decep-
tion based moving target defense based on this concept. Furthermore, according to the scope of the deception mechanism
and the cyber threats to be dealt with, we perform a multi-dimension classification towards existing works in cyber decep-
tion-based MTD from four perspectives: network, system, application and data. Beyond that we present the evaluation
methods for deception-based MTD validity from the theoretical and experimental dimensions. Finally, we summarize the
limitations and challenges of existing solutions, and discuss potential future research directions.
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