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Abstract Federated learning, as a new distributed machine learning framework, realizes data sharing and model training
while protecting user privacy, and has gradually become an important research direction in the field of artificial intelli-
gence. This method trains the machine learning model through multiple data providers, which can update and optimize the
model without sharing the raw data. In recent years, federated learning has attracted much attention due to its wide appli-
cation in medical, financial and other fields. However, with the continuous development of technology, the academic
community has also proposed a variety of attacks against the federated learning framework. This paper systematically
analyzes and classifies the common attack methods in the field of federated learning. By deeply studying the different at-
tributes of existing attack methods, this paper proposes a classification strategy based on attack characteristics, and sum-
marizes, generalizes and introduces the existing attack methods based on this classification strategy. For example, accord-
ing to the target attributes of the attack method, this paper divides it into model contamination, data contamination attack,
member inference, reconstruction inference attack and so on. In addition, to address these vulnerabilities, multiple defense
strategies have been developed within the federated learning framework. This paper summarizes a series of defense strate-
gies against various attack models. These defense strategies are mainly based on defense principles, including robust ag-
gregation, model antagonism, differential privacy methods, homomorphic encryption, multi-party computing and other
technologies. By systematically summarizing and analyzing the existing defense models, this paper not only provides a
clear framework for understanding the existing defense mechanisms, but also provides new ideas for future research. For
example, how to implement different granularity defense strategies under limited resources, how to compress the commu-
nication while maintaining the improvement of model training effect, and how to apply unsupervised learning to federated
learning have become the future research directions worthy of further exploration.
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Table 1 Federated learning attack classification
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