105 53 i B %4 %M Vol. 10 No. 3
202545 H Journal of Cyber Security May 2025

EF I 1TEY Android 2B Java £ 5
Native £f Z{HYBRET1R 7l

Wi, R, X F, BFT

DR B R Mg 2t AR AR R g e Sl S E M s s sy P 430072

EE  Native code #) 12N, IF N FHSRAEE B M IHEERII & J5 TH FI{EFE SR, Native code FARIAES EHATIT N4 Android
MBI TR TPk . HTES SREFBITYLHINZE R, 2415 Android N SRR A HT AN G Java EARIBAT 4,
TR 2 43 AT T AT A A BRI B R R RABAT g I LA Z) s S AE Native JZH . FIXEIX— 8, B0 TAESARIE TS i ar
Java 5 Native 2 [ (7 i ISR, MTIANASIE 24T 0 A O s . AR, SR8 RIETCIE N 6] Native JE 7 |32 774 IR H L,
W Z X} Native J57Esh &G0 HURI B . EASCH, TATRE T NativeEmu, —F3E AT 1085 2 05 72508 FH LS 087 T 2.
INativeEmu LS JZ R M E M ARIT N O, FERSUBA TR b 3 A R SR A INT A8, IR S HUTHIS IS, EResHEmg
15 Android MBS EWUE, A Jaskitis ZEARR IR AT SEMSZRE . INativeEmu (177953858 T 5% Native code 5 EHUTAT A
PRI, ook T A EER R TS ORI . AT 50 ANARATI R 1309 > Native JEI 73845 S4B, INativeEmu A%
IEHIRERIAAT HoH 83.2%0 Native - H¥%AG & 2E . 3t—0 i, 7E8)ZS M Native 5 IARNT B Ih %0 L, INativeEmu [R5
GEOLE In-saf 3R T 2.23 1. LN, AT R BTSN Native e A 1 B8 B0 T SCER AR N (RS AR 4P W LRIEAT T BAR M Hr .
KEEIR AHAREY; B5ERETAAT; IRIE; BT

hESESHES TP311.5 DOI S 10.19363/).cnki.cnl0-1380/tn.2025.05.01

Identify the Mapping of Java Method and Native Function
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Abstract Native code plays a crucial role in enhancing the functionality and convenience of mobile applications. How-
ever, the inherent cross-layer execution behavior of native code poses challenges for effective data flow analysis in An-
droid applications. Due to the difference in language and program execution mechanism, data flow analysis for Android
applications in the past often focuses only on Java layer code behavior, and such cross-layer analysis breakpoints allow
privacy leakage and malicious code behavior to be easily hidden in the Native layer. To address this problem, existing
work tries to establish call mapping between Java method and Native function based on static analysis, attempting to com-
plement the breakpoints of cross-layer behavior analysis. Nevertheless, these approaches fall short in handling the wide-
spread protection mechanisms within Native libraries, and lack a comprehensive understanding of the dynamic binding
mechanism of Native methods. In this paper, we present JNativeEmu, a cross-layer call mapping analysis tool based on
simulated execution. JNativeEmu utilizes the cross-layer call registration as the parsing entry point, and complements es-
sential system calls and JNI dependencies during the simulated execution process. Guided by symbolic execution, it is able
to accurately model cross-layer mappings within Android applications, so as to provide reliable support for the subsequent
cross-layer data flow analysis. JNativeEmu’s approach enhances the understanding of cross-layer execution behavior hid-
den in Native code, addressing the cross-layer analysis limitations of existing data flow analysis. Through the analysis of
simulating 1,309 Native libraries from 50 popular apps in the app market, JNativeEmu demonstrates an accurate execution
simulation for 83.2% of these Native libraries without encountering crashes. Further, in terms of the number of successful
parsing of dynamically registered Native methods, JNativeEmu recognizes 2.23 times better results than Jn-saf. In addition,
to provide deeper insights, this paper includes detailed case studies analyzing the implementation of function registrations
in Native libraries and the corresponding program protection mechanisms.
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LT In-saf, INativeEmu JJIA T X 64 457 DL %t
Thumb2 $525 M CHE, KH unicorn RPN ZAFRT
SHATITE, R 2 AR, R EAR T
INT SRR TR ER . RGEII A, A AR dilact 2 B L
B ESSATI R IRAS, RS AT S UETR T,
REME IR /D AT S PAT AR, BRAK IR B A I 1 ik
TE BT 5 AT 1 AT e

HAkHh, W5k 8 Pz, — izt libijkplayer.so
Iz & T WA, Jn-saf 1T Thumb2 54 £ 5



RO 2% B TRIRIBT ) Android N H Java J57%5 Native p& A WG 1R51) 13

B oangr ROICHR VI EE R, 75 AT R AEXS
libBugly.so BEAT /M #TH, In-saf &t FAERIA 4 S
FURAR I ERHT R libpaic_asr new.so H' Jn-saf ¢
A AR qmemepy A8 73 B EMHE BB, T
libgifimage.so, Jn-saf W& fH T 1d sk shayd JHE AR
TIONELMIFAE A ME— PR Native pREHilE, 22
B T R A4 AH SEBRAN [ R UL AC o

% 8 JNativeEmu X7 Lt Jn-saf: B2EY Native FEzh7S0F
it Native 75 /£ fRHTE =
Table 8 JNativeEmu vs. Jn-saf on number of
dynamically registered Native methods resolution for
typical Native libraries

kK Native % JNativeEmu  Jn-saf
libijkplayer.so 38 0
— A libBugly.so 10 0
CER TR libpaic_asr_new.so 6 0
libgifimage.so 23 19
s libfbjni.so 3 0
(NI REMA)  libhce-engine.so 70 0
libSparta.so 2 0

PRI

libwedb.so 107 0
R libyagstub_trade.so 11 11
PR IRE &R libnetsecsdk-4.1.2.s0 3 0
TR libqmp.so 4 0

ZRSzHLH () AC K Native JE, libfbjniso /&
Facebook JrHeftt, LAy F I K Ze e 1 F A5 2 10 H
() 2 P A 2, FRATTAE 585 /8 71 2 401 23 A vp X)X 28
Native AT T 74153 #7; libhce-engine.so J22 1 Il &
FEAE S R S RS R AT A, il it popen $RAT ps
fiir 2 FI W7 2 A5 A7 AE AT 22 WL OCRERE, W R AN
FEAERLIEIE ptrace BINZ] B S PR HABRERE TG
EME AT, IR ARSI A AE gemu 15
LA, KRB WS X AT A S W
JNativeEmu [F4 AT, {2 Jn-saf & [K°4 Native &
()52 % SE BT A5 PAT R I

AR, — o2 A E BRI Native P20 B
B (151 RegisterNatives 11250 3E 1T 3 I Ab 2,
Native £ H il I B4 4E 2545 Native FEIIHIAG1L
BRECT SE . In-saf BIAF S AT IFAE AT, BF
5 1€ Initializer XJJ5%E JNI OnLoad 7] BEiE B I5EM,
TR Fa s, F:3U% N RegisterNatives
sCHAR INTIR I S HOFARE S, BTstds 7 b3
MY Native J5iA45 B A IHAb INT 3 I 24005
B T INativeEmu J& T %7 Native 2203 £ ) BEAE,
i/ Initializer 5¢HEHWBLAUIAT T W U510 A4 38 BRI 2L,

REWSIH AL Native JFE H S5 HHATIZAT IR AR 25 Ab 1
(B VR

* 8 LI T HIMIE . BURIRELL KL
B 11 Native JF . #5911, libSparta.so i H T
FEHI AL, In-saf X T X R LG L T 755 34T
FRRR O T libwedb.so WHEAE init S WIUGEL T
JNI_OnLoad H prifi ek 208155, HT In-saf 200
T init #55, FFEARESEH B R A LI SE R TR
FHAT . EEEIRIE E ) libyagstub_trade.so 1,
JNativeEmu [X #y Native FEHR I T Java )2 J7 140 #E
BT SY SCHIWHE, BT 3 4ULEL, 177 Jn-saf W2
AR i TIE, ARRERCIIRIFIX 3 ZBh &M B
AF R o TEPIRIRIE#A 1 Native FEH, Jn-saf 3£
A, oA P libnetsecsdk-4.1.2.s0 1 (K1 3 A MRAE
55 al i iEEdE, F libgmp.so " B4 #5145
b DL R RS AU AN 56 38 5 B0 AR B A 5 AT I
JNativeEmu W 7] DLARFRIX 2648 00, Hor libgqmp.so )
B AT M B AE WA AT 73 04T T IRV R 2, INa-
tiveEmu FBUHAT Initializer &5 AEMS TN AT 8) & E
WHIF BN SCE R, A A B AGES 7r, WALAS 2
AL .

TET A AR Z 00 AAEAE Tn-saf G
fEHT I INativeEmu JGiEMRENT 1 0, In-saf ToiZAb P
SR SIEL VR NS ) Native FE, 1247 SZPR 8 R A
WIEFIAT -

5.3.2 Initializer 52

i PHAl Initializer %} Native 2 140 FEAAUIAT
()92 T A 8 5 B s O R RE i, AT Ge vt T B 4
TAELE Initializer IR, FAAE ARG
Initializer V¥ 1) Native FEEUE, 45K U13% 9 Fior.

HFAEBIASTEM Native 77141 Native P,
52.9%(1) Native JFEAFAEWIIRHRAE, XLEHTUG10 1
VR AT i 2 A0 2 1 i s KR s W U7 T 52 ) 31 S 22 (1) B)
AEM R . AT I, RegisterNatives 3l 2 1 M e
B 2 H AR B OB I B R FE 205 A A
{E 3 A TE M Native FEIF) 31.9%, JF HAEIX L89G FF
B4 11.8% 2 7E Initializer 35 73 BEAT A% BH5 9
IOPGEE R
5.4 #ISiEM Native 7735 AB1TH

185 240 A B B ek e o wr i) @ vk, 34T
MR T30 1) A0 WA LA Ruggia A 8 () T4,
HE— DR Native F7E M, #28 T7E Native
A ARASAT A, Wi 10 Fros.

7t JNativeEmu 152|182 EM Native 51k,
BAVGE I R p )\, 2 AR T AR
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% 9 Initializer X3 75 E AR AT 2 MR IE44

Table 9 Evaluation of Initializer's Impact on dynamic
registration resolution

S JN(DN) IN(DN) DON IDON
& fil 120(78) 68(46) 17 2
WErk 62(24) 33(12) 1 0
[[ak7] 177(104) 79(43) 23 1
AT 169(84) 89(45) 19 2
A 205(124) 119(67) 8 3
EYN 733(414) 388(213) 68 8

(: IN RIRTEAE INL_OnLoad %K) Native PSR, DN RIR7F
TEBHAVEMT) Native SR, IN K/R{71E Initializer [¥) Native 55,
DON FR/R)& N2 P AR ER R IE 1K) Native FE, IDON £oR
Initializer SR X Native FEH &)

ASAT Ny, WEEhA IR, AT S W
(RIS TR

Mk App ¥ Native [+ 2 FZh 2 2.
PAT CFEEE . WAERST S HERERE PG, K
TRAE App 1224 tt, Fl it fy & P AT SRR SC 2t
FEAE BT SO, B4003g o3 M xe JE 5 P23

A
i %
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fE. e EMES H & Al Re 2 R R Bl 7
Android N 7 EN 1 Source 5 Sink S,

=5

6.1 Native 8]

T2 482 51 App(fL44: com.pingan.paces.
ccms), FATERR]T libreactnative- jni.so. libfbjni.so
#& M Facebook #2 it HI T- 5 Bl Android N H 5
Facebook V-G 2 [A] /A2 B FIEAS 1Y) Native &, %40
libreactnativejni.so #&H T SEHLATH Facebook #2fiLIH)
ReactNative HEZL [ F 5 °F & &2 H . X 2 H
Facebook $ELAIEE =77 Native &, H4—HIIF KA
1 SRR, AR R RV 2 AN H
TE1% Native 7, JNI OnLoad F 3 2 Ih g 540 5L
MHNEGSIE T RERE 513 off B2830 H, it
libfbjni.so H 1R EL facebook::jni::initialize i FHiX />

FIR IR AR BRI 4 facebook::jni::
initialize M) S I BL 0, B A& WA B T 95 &
libreactnativejni.so {1 ff] sub_7B60C pA%Y, fEiZR%

6

% 10 Native FEH 7T Native 7535 BAITH
Table 10 Calling behaviour of dynamically registered Native methods in Native library

9k Native S5
Yk dlopen(436), dlsym(442) dlopen("libopenCL.s0"); dlsym("clEnqueueReadBufferRect")
AT execve(110), system(955), popen(39)... popen("cat /proc/net/tcp |grep:SDSA", "r");
AR open(1326)... open("/proc/%d/cmdline", 0);
HAELRS mmap(643), mprotect(16) mmap(0, 0x1000u, 3, 34, -1, 0);
R kill(19), ptrace, fork(11)... pid = fork(); kill(pid, 9);
I 24 45 1 socket(88), listen(2), connect(22)... fd = socket(2, 2, 0);

__system_property get(72),
WA B __system_property find, _system_property_get)("ro.build.version.sdk",val);
__system_property_set
A —android log print(1541), an- _android_log_print(3,"UKMEDIA", "ijkmp_shutdown_I()");

droid_set_abort_message(113)

libreactnativejni.so

libfbjni.so

jint INI_OnLoad(JavaVM *vm, void *reserved)
f
[}

v6 =V5;

v5[0] = (in)&pFf_B2830;

facebook::jni::initialize(vm, v5);
return v2;
1
)

~N O B W

—
ichar * mfacebook::jni::initialize|(facebook::jni::Environmem *al, int a2)
i)

L}

1
2
3
4
5
6
7
8

v6 = *(_DWORD *)(a2 + 0x10);
if (1v6)

sub_3DBFC(),
(*(void (__fasteall **)(int))(*(_ DWORD *)v6 + 0x18)){v6);
return "char_traitsiwE4copyEPWPKwj";

AR elIPS Ay

. data. rel. ro:000B2830 "|off_B2830| DCD nullsub _10+1

. data. rel. ro:000B2834 DCDj j ZdIPv_5+1
. data. rel. ro:000B2838 DCD sub_7B5DC+1

. data. rel. ro:000B283C DCD sub_7B5F4+1

. data. rel. ro:000B2840 DCD nullsub_15+1

. data. rel. ro:000B2844 DCDj_j_ ZdIPv_6+1
. data. rel. ro:000B2848 DCD |sub_7B60C+1
. data. rel. ro:000B284C DCD sub_7B830+1

. data. rel. ro:000B2850 DCD sub 7B848+1

1
L7
3
4
5
6
7
8

I3
T

1
S

int|sub_7B60C|()

v13 = facebook::react:: CatalystInstanceImpl::registerNatives(v12);
v14 = facebook::react:: CxxModuleWrapperBase: registerNatives(v13);
facebook: :react: . JInspector::registerNatives(v22);

8

BRI EE

Figure 8 Example of a cross-library call
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WH T —F%] INI API, fUf% RegisterNatives 5. [ ]
ik App 1 Native RIS MRS R
G, ZRSEIL S A AR R A B
KT, FRADHTHA Native J42 3 DLW FH 21 5267
6.2 Init FIALIREHEAKH

7t Android N H LK (L4 com.tencent.
portfolio)[J Native FE libgqmp.so H, FA1kIi%
Native [ H1 ¥ eR UK 20 A7 A4 IR AEALTRVE 727
Brys il 4k 5, O INI _OnLoad H2) 257 i

Native J5 ik R FEwE 9 Fion. e sh &M%
AR B A FH 21 1 O B - A Hf 00 (B A v W DG 1k
Java 2R 4 FR A1 ININativeMethods Zh 2373 M Native
JIVEIE B)BIMIRYE, 1F Native [ (1) SE B N 2458 H
R, &I init W A W) UR 1k R i R B
tencent1153202301823848960126 #EAT 7 B AR I I -

INativeEmu AT L P o 58 FE AL T Native J2
TN FR BRI AR A, AT T R IE R 4, e
TN 7 FH IR fiE 8 5 81035 A H50ah A st 11 7 2 W S0 A IR o

.init_array:0001C870
.init_array:0001C870
.init_array:0001C874

AREA init_array, DATA

DCD|tencen t1153202301823848960126-+ 1]
DCD tencent1138255252585306736357+1
DCD tencent837606515270075119752+1

int[tencen t1153202301823848960126()

.init_array:0001C878

U

jint JNI_OnLoad(JavaVM *vm, void *reserved)
{

cls = FindClassAndRef_3278(env,[aVzxApV pADxfeF g);

(RegisterNatives_3608)(env, cls, &off_1D034, 2);

NN RN —

1
s

1

2|

3

4 index = OLL;

5 do

6 {

7 [byte_1D090]index++] = 0xBu;
8 } while (index <0x11);

9 index = OLL;
10 do
11 {
12 aVzxApVpADxfeFqlindex++] "= 0x15u;

13 } while (index <0x18 );

(

.data:0001D038
.data:0001D03C
. data:0001D040
. data:0001D044
. data:0001D048

DCD aOoooiodsdIdkbJ
DCD sub_3358+1

DCD byte_1D090

DCD aHhhhnhctcNcleM
DCD sub_33A4+1

. dataXQ001D070MaVzxA pVpADxfeFq DCB "vzx:ap{vp{a:dxfe:fq~:v:s".0
« M
.data:0001D034| off 1D034 | DCD byte_1D090/«

; "-O000lodsd*idkb*Jgo' fq>lodsd*idkb*Jgo'f"...

; "*HHHHNhctc-ncle-M " hgav9Nhctc-ncle-M hga"...

9 Init LB RBIL IR EE
Figure 9 Example of Init preprocessing data dependency

6.3 Init TRALIRZ K

it FR, FATEE Z RGN A G App(th4:
com.tencent.portfolio) "' f¥] JF 55 — J7 £ i FE HE 42
libwedb.so A7 ERTERAES 3 5% W J5 22 INT_OnLoad i
ENEEEILT

il 10 JiT7, Linit_array HRJAR A R R AH L
Hi i FH e % sub_11DFO, %A 50ah 228 1l T e B0
%13 funclist EJ) dword E8220[0], 1fj dword E822C[0]
it 7 dword E8220[01¥K K& funclist_size, BR
Ky I funclist_item (1) 44 bR 548 B 0 2
sub_11DFO &£ (125 — AN Stk e, 4 sub_12900
PREL. ZHREBH TRESHE —NFERE S
“CursorWindow” Java ZEAHICH) INT #:4E, 1 wiiH A
FindClass Vj NSNS, 2 JRREAT GetFieldID Vi
i) 2& 1 Field I RegisterNatives 2271 F Native /775
1) INLAZ H

BEGIF, PIH R S & R B, 1
JNI_OnLoad AT M#EWM I, 1M In-saf S5
I JCikAfi € INI_OnLoad 1 & #0iJ FH ML hE, AN REMA R
IXAE R KR . INativeEmu WU ] U BT,
PHERF i RO 7 1% Native o

7 BRMESEAEEKRIE

BT TAEBHUHAT T Native FEINEGIRE, 12
BE T8 0 R i a2 HT Native PRI 248 HAT 0 I B
JNativeEmu H §IAIAFAE— 26 S R R it — 5T
ZHk.

R TERAM TG Z Java JZEE, X T
Java XJ G (R by 3 A5 AR e MUK 1) 3 A U7 ik, A7
(F 5% Wi A UL AT 58 BE 1 (1) BT 3, PR 38 Qe b 72 B
I 20 Java X545 BKEXT Native FE 20 B KA
.
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.init_array:000E6264
.init_array:000E6264
.init_array:000E6268
.init_array:000E626C

AREA .init_array, DATA

DCD sub_118DC+1
DCD sub_118F8+1

DCD|sub_118C0+1

U

1| jint JNI_OnLoad(JavaVM *vm, void *reserved)
214
3 if ( (*vm)->GetEnv(vm, (void **)&env, 0x10006) )
4 return -1;

5 index = 0;

6 funclist_item = dword_E8220([0];

7 funclist_size = dword_E822CJ[0];

8 while ( index != funclist_size )

9 {
10 [(fundlist_item + 4)}(vim, env); -
11 funclist_item +=8; ~—_____ e
121
13 ( return 0x10006;
143\

1| int{sub_1 18CO(!
214
3 return sub_11 DF(]("CursorWindow' 0);
413
/
1|int _ fastcall sub_11DF0(int al,/int a2,|int a3)
214
3
4 index = dword_E822C[a3];
5 next_index = index + 1;
6 funclist_item = (dword_E8220[v3] + 8 * index);
7| *funclist item =al;
8 funclist_item[1] = a2;
9 dword_E822C[a3] = next_index;
10
1]}

int__fastcallsub_12900(JavaVM *vm, JNIEnv * env)
(

I

1
2
3
4
5 dword E8244 =cls1_field;
6
7
8

-

cls1 = env->functions->FindClass(env, "android/database/CharArrayBuffer');
cls1_field = env->functions->GetFieldID(env, cls1, "data", "[C");

cls2 = env->functions->FindClass(env, ""com/tencent/wcdb/CursorWindow'");
env->functions->RegisterNatives(env, cls2, off DDECS, 18);

10 Init FANRIZEKBIS B REE
Figure 10 Example of Init preprocessing control dependency

& JNativeEmu [¥1Iia47 UMM 52 48 1 FH 5545
PR SRR, H AT A 2 8 AN E W) R g8 H
DL RUEBRVEFR S, (R SEFRIsAT I R i A AR XA I
FEB, 15 5 B4 7R e 2

SRREBMNCAERE TR 2EN, Y PAT
TH angr ARG HATENE, 5T ies 380217 1
W, X3 INativeEmu [1)3&EH Ve 52 2B . Ak
KT IN5E Native [, angr A7 75 ok IE AR A% =0k
AT INZ PP R
8 L4

AP IRATTSE T B2 T HAUIAT I Native
RS AT A oy M i, A Android N 5 2 B0 U 4
B S FER VAR 5 SR i b BESCHE . i U7 iR I A AT
Native 5 2 AT IS FE, XT Native & B G 47
TR SEARIRE, v LARANES 2 AT 8T o AR T
At TAE, AT TR PURETR = Native 2
AT SEEEVE W [RIINE, REAS SN = R HE I G Native
JEREATRE— BRI

225 3Rk

[1] CNNIC.H [ H I 4 K R Ge TR 5 [R]. 2022.02.25:16-17.

[2] statcounter.[EB/OL].https://gs.statcounter.com/os-market-share/mobile/
worldwide.2021.01.

[3] Java Native Interface.[EB/OL].https://docs.oracle.com/javase/8/
docs/technotes/guides/jni/.

[4] Arzt S, Rasthofer S, Fritz C, et al. FlowDroid: Precise Context,
Flow, Field, Object-Sensitive and Lifecycle-Aware Taint Analysis
for Android Apps[J]. ACM SIGPLAN Notices, 2014, 49(6):
259-269.

[5] Li L, Bartel A, Bissyandé T F, et al. IccTA: Detecting In-
ter-Component Privacy Leaks in Android Apps[C]. 2015
IEEE/ACM 37th IEEE International Conference on Software En-
gineering, 2015: 280-291.

[6] plast_lab/native-scanner[ EB/OL].https://github.com/plast-lab/native-
scanner.

[7] Wang F, Shoshitaishvili Y. Angr - the Next Generation of Binary
Analysis[C]. 2017 IEEE Cybersecurity Development (SecDev),
2017: 8-9.

[8] Wei F G, Lin X W, Ou X M, et al. JN-SAF: Precise and Efficient
NDK/JNI-Aware Inter-Language Static Analysis Framework for
Security Vetting of Android Applications with Native Code[C]. The
2018 ACM SIGSAC Conference on Computer and Communications
Security, 2018: 1137-1150.

[9] Samhi J, Gao J, Daoudi N, et al. JuCify: A Step towards Android
Code Unification for Enhanced Static Analysis[C]. 2022
IEEE/ACM 44th International Conference on Software Engineering,
2022: 1232-1244.

[10] Ruggia A, Possemato A, Dambra S, et al. The Dark Side of Native



RTTUL 2 JETFRIHAT I Android I Java /7725 Native B85S 151 17

(1]

[12]

[13]

[14]

[15]

[16]

Code on Android[J]. ACM Transactions on Privacy and Security,
2025, 28(2): 1-33.

Samhi J, Bartel A, Bissyandé T F, et al. RAICC: Revealing Atypi-
cal Inter-Component Communication in Android Apps[C]. 2021
IEEE/ACM 43rd International Conference on Sofiware Engineer-
ing, 2021: 1398-1409.

Bartel A, Klein J, Le Traon Y, et al. Dexpler: Converting Android
Dalvik Bytecode to Jimple for Static Analysis with Soot[C]. The
ACM SIGPLAN International Workshop on State of the Art in Java
Program Analysis, 2012: 27-38.

Perkins J, Gordon M. DroidSafe[R]. Massachusetts Institute of
Technology Cambridge United States, 2016.

Lee S, Lee H, Ryu S. Broadening Horizons of Multilingual Static
Analysis: Semantic Summary Extraction from C Code for JNI Pro-
gram Analysis[C]. 2020 35th IEEE/ACM International Conference on
Automated Software Engineering, 2020: 127-137.

Fourtounis G, Triantafyllou L, Smaragdakis Y, et al. Identifying
Java Calls in Native Code via Binary Scanning[C]. The 29th ACM
SIGSOFT International Symposium on Software Testing and
Analysis, 2020: 388-400.

Enck W, Gilbert P, Han S, et al. TaintDroid: An Information-Flow

BEML T 2021 EER R E A
LNVERIG T2 1 o AR DO
4% ) 22 A LV U 247 o IF ST A
L A o & 4 KT | e XU LT 7Y
PRd, REws, Ba)%4. CCF &0,

Email: guanhongxu@whu.edu.cn

EF T 2013 FERM A RFEFEEAR
Rl 2 U a2 VAN R (BT W) N L
[ e e LG A B2 VAR | A B W 7
FERRI . FFFOGRAEE: FLARHLNE
FARE 5 4b . CCF 23 bt . Email: yu.nie@
whu.edu.cn

[17]

[18]

[19]

[20]

[21]

[22]
[23]

Tracking System for Realtime Privacy Monitoring on Smartphones[J].
ACM Transactions on Computer Systems, 2014, 32(2): 1-29.

Yan L K, Yin H. DroidScope: Seamlessly Reconstructing the OS
and Dalvik Semantic Views for Dynamic Android Malware Analy-
sis[C]. 21st USENIX security symposium, 2012: 569-584.

Sun M S, Wei T, Lui J C S. TaintART: A Practical Multi-Level In-
formation-Flow Tracking System for Android RunTime[C]. The
2016 ACM SIGSAC Conference on Computer and Communications
Security, 2016: 331-342.

Xu G Q, Wang W Z, Jiao L T, et al. SoProtector: Safeguard Privacy
for Native SO Files in Evolving Mobile IoT Applications[J]. /EEE
Internet of Things Journal, 2020, 7(4): 2539-2552.

Zhang X L, Wang X Y, Slavin R, et al. ConDySTA: Context-Aware
Dynamic Supplement to Static Taint Analysis[C]. 202/ [EEE
Symposium on Security and Privacy, 2021: 796-812.

Compiling, Loading and Linking Native Methods-Resolving Na-
tive Method Names [EB/OL]. https://docs.oracle.com/javase/8/
docs/technotes/guides/jni/spec/design.html#resolving_native method
names.

Android ABL[EB/OLY]. https://developer.android.com/ndk/guides/.
androguard.[EB/OL]. https://github.com/androguard/androguard.

B2 T 2000 fRAERGBURSAFRAF I L
AL o DU EDUR S [ 5% W 28 2 427 e
£, MRS BRTAUEN RG24
Bfbz . WO BARE: Rgge. K
freede. Al%4, Baha4r. CCF &,
Email: jmfu@whu.edu.cn

BRE T 2019 AR ERHAE R
WAL T 2222, BERDOR
T e o G | G [ A = A | S
A R A R A, TIGEE,
. RR LA VA4 . CCF £ 0l «Email:
mfxie96@whu.edu.cn



