$10E 53 i B %2 %M Vol. 10 No. 3
202545 H Journal of Cyber Security May 2025

/

BT 57 REVHH MRS ERKEAH R

1 Ne==a| 2
WA, FigT !, FER

U R Tl K 27 PR 48 25 ) 22 A g, WA R HHE 150001
2 [E BT A WA IRA F ) RHEE L BE, ORIE T E 150001

WE R MRAT R BN ST BOR, R B o3 2 iR . 2R Y F T Ak 2 SUIg v B 23y, A4S e Rl oA
L7 i . VPE RN A S TEEE R, BT HIRRA R BUR, XS BURE BRI AN . BEH EdE i
ARIRE, BT 72N 2 A RIER B AT SR, USRS TiE, X FHZE SRR REEER R &S 507
M BEFA o SRTIT, FAT I B FA CRY SR TTIEAN SN 2~3 N5 5T IR 2L AR SC LB T BRFR % B 3R 2K 772 (Federated Density-Based
Spatial Clustering of Applications with Noise, FDBSCAN). FDBSCAN & 3t T2 72 S HH AR TR L2 S5 71
KRR IS T77% . FDBSCAN HiAHE T DBSCAN Sy206) milf)E X, Mt T 2N RKE, A 20— ML i F A B
BRNIAR M. 7 FDBSCAN W, %2 507 F| AR L s Bl ) oy £ HAb 2 5T TG 2K, B T2 57RAME
JL g 5 v (A5 S R ) . FDBSCAN 384 1Bk 85 3L 2 F0 — b il 3L 52 W B W S T B AR B 4 AR A il 1) o SEHR R,
S I B FACRY SRR FVLAH L, FDBSCAN el SR 2 12 577, I HARSRSEUERI B SRR PRI . 728 WLIK SR K5t
1, FDBSCAN g5 314315 W 3 DBSCAN HyZAN IR (SR RMERAE, JF HAETHSAR ik %) 7l 7K. FDBSCAN SLkAEXUT
BeA KM merh, T O W RAAMRY SR EEE, TR SHSER R T RIE T &8 . ASOEE LRI — N
35t 5B T SR 58 28 5770 (Federated Trajectory Clustering, FTC). FTC fifi ] FDBSCAN HEATERE, JH4ZH T il 24
HIBIERE BT T, AR T B U SRR . SR 45 R WY, FTC HIATERC R R B0 AR T R LA T I A B Bk 2R

ES AT S USHE S HE FE S P
FEESES TP309.2 DOI'S  10.19363/).cnki.cnl0-1380/tn.2025.05.02

Research on Federated Density-Based Clustering Based
on Secure Multi-Party Computation

SHEN Xuhong!, YU Haining!, WANG Xiaoyu?

!'School of Cyberspace Science, Harbin Institute of Technology, Harbin 150001, China
2 Electric Power Research Institute of State Grid Heilongjiang Electric Power Co., Ltd., Harbin 150001, China

Abstract Clustering is a widely-used unsupervised machine learning technique that groups similar data into clusters.
Clustering is used in many areas for data analysis such as financial analysis and medical analysis due to the data privacy
policy. Many of these applications contain sensitive information that should not be leaked when clustering. Moreover, with
the development of data analysis techniques, it is often required to group data from multiple sources to increase the quality
of data analysis, which requires efficient privacy-preserving clustering to preserver each participant’s privacy. However,
existing privacy-preserving clustering only support 2-3 participants clustering jointly and they performs poor effiency on
clustering. In this paper, we implement Federated Density-Based Spatial Clustering of Applications with Noise
(FDBSCAN). FDBSCAN is an efficient privacy-preserving clustering based on Multi-Party-Computation technique that
supports an arbitrary number of participants. The FDBSCAN, based on the definition of points in the plaintext DBSCAN
algorithm, forms multiple clusters and each cluster contains at least one core point and all points that are reachable from it.
In FDBSCAN, each participant uses secret share to encrypt data and share them with other participants for joint clustering
without disclosing private information and intermediate information. FDBSCAN implemented privacy-preserving
conditional control statements based on a hybrid protocol of secret share and binary share. In our experiment, comparing
with existing privacy-preserving clustering, FDBSCAN supports more participants and it shows better performance on
clustering effiency and clustering quality. In common clustering application scenarios, FDBSCAN performs the same
clustering quality as plaintext DBSCAN, and it reaches applicable effiency. FDBSCAN, in the scenario of joint clustering
between two parties, performs higher effiency on real-world datasets compared to existing privacy-preserving clustering.

BIVEE: T, 4L, WP 5, Email: yuhaining@hit.edu.cn.
AL E K B ARRHF I TH (No. 62172123, No. 62302122) ki 4 AR B EHE S5 75 430 H (No. YQ2021F007) %t ) .
WA H 1 2023-09-20; 58 H#: 2023-12-22; €% H#Y: 2025-03-07



HESA 4 He T2 75 2 Atk S IR % R SRR 5T 19

For trajectory clustering, we implement Federated Trajectory Clustering(FTC). FTC uses FDBSCAN to cluster data, and it
proposes efficient privacy-preserving trajectory-distance calculation algorithm and reaches good clustering performance.

In experiment, compared with existing trajectory clustering like TRACLUS, FTC performs better in silhouette.
Key words cluster; federated learning; secure multi-party computation; secret share
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Figure 7 Iteration and accuracy of FDBSCAN in
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Table 3 Distance calculation time cost
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Table 4 Time cost of one-turn clustering
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Table 5 Time cost of privacy-preserving clustering

algorithms
N [SEIRZS AL S NEA7S
itk
FDBSCAN-1 ppDBSCAN FDBSCAN-3
Lsun 322.01s 623.73s 582.39s
S1 523,971.74s 1,110,372.21s 929,710.40s
S2 522,899.92s 1,134,739.34s 921,826.82s
S3 — 1,122,382.47s 922,745.62s
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Table 6 ARI of clustering algorithms

j BRI
Hebs
FDBSCAN-1 DBSCAN FDBSCAN-3
Lsun 1.0 1.0 1.0
S1 0.9757 0.9757 0.9757
S2 0.7824 0.7824 0.7824
S3 0.2182 0.4834 0.4834
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Table 8 ACC of privacy-preserving clustering on UCI

Kl 7 53 6 IR S50 45 AR B, BIVEE BT 0] % 2 ) 5
A BERE e B 240 n S3, FDBSCAN S35 0] LAAE 3
WERA I N ik 5 DBSCAN HEM A I ROR . 4R
M7, FEHd B A (R B 2 7, DBSCAN 592
(PRI R R IR 7% o (A1, DBSCAN Sy (1% H
Y s AT RN IR 2 T A B AR M B 4 . O TR
FDBSCAN HVEAE % 2 18] 75 A5 5 A £ it 2 1 1
W, ANk FE Lsun,S1,S2 = Mk B4 B 8% 1 %5
PAE HEAT IR, JE¥ FDBSCAN [R5 Ik
FEHIE 1R

R7T UCIHEETRARIPREREZNPBR=ERY
Table 7 ARI of privacy-preserving clustering on UCI

dataset
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Table 9 Time cost of privacy-preserving clustering in

UCI dataset
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Table 10 Effect of trajectory predigestion
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Table 11 Effect of trajectory predigestion on

clustering
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Table 12 Cluster result of TRACLUS and
FTRACLUS in data set Hurricane
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