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Abstract With network technology's continuous development, driven by substantial profits, underground market activi-
ties are becoming increasingly widespread, and the practitioners in this clandestine realm employ various Internet plat-
forms, including social media and underground forums, to promote their illicit ventures. Consequently, unearthing a pleth-
ora of underground-market threat intelligence has emerged as a crucial imperative for regulatory bodies to break the dead-
lock between cyberattacks and cybersecurity within cyberspace governance, ultimately promoting more effective cyber
governance practices. However, the existing research uses crawler tools or open source data through passive collection,
making obtaining comprehensive, accurate, real-time threat intelligence information difficult. To this end, we propose an
active underground-market threat intelligence mining method based on target identification and topic-guided dialog, which
can automatically identify underground market personnel from social media group chats and communicate with them
one-on-one in an active-guided dialog to mine threat intelligence information. Firstly, classify the text according to the
speeches of the underground market personnel in the group chat to realize the personnel target identification, and at the
same time, in order to make the model understand the underground market jargon effectively, fine-tune the underground
market domain word vector for text semantic characterization; Secondly, construct a dialogue system to have an active
dialogue with the underground market personnel, and in the course of the dialogue, by identifying the intent of their words,
introduce three strategies based on rule matching, scene memory, and deep learning automatically construct the Q&A con-
tent to guide the underground market producers to expose much more intelligence information that concerned by the regu-
lators. The experimental results unequivocally demonstrate the effectiveness of this method. The accuracy rate of person-
nel target recognition attains an impressive 98.78%, while the accuracy rate of dialogue intent recognition stands at
90.80%. The real-world deployment of the underground-market target recognition module and the intelligent dialogue
module further substantiates the method’s efficacy when applied in practical scenarios.
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Figure 1 Framework of the method
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Table 1 Example of guide speech template
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Figure 2 Framework of target identification
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Table 3 Distribution of target recognition dataset

PNVib WERAE(%%) MHRLE (%) UEER(S%)
S 2746 342 343
R 968 120 120
e} 2098 261 262
EA L) 1752 218 219
s 1 3892 486 486
o 2041 254 255

Oy RBPRAR BRSO, SURKENT 30 A
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Table 4 Examples of subject words

PNIAE Y TR B () F A A
i 20 el NI SN SR
Nz} 15 KR R EME
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Figure 4 Accuracy and loss curve of domain word
vector fine-tuning process
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Table 5 The validity results of different word vectors

iR P@10 P@20 P@30 P@50
Word2Vec 0.31 0.27 0.25 0.20
WOBERT 0.68 0.65 0.62 0.56

Al in] [ == 0.80 0.78 0.75 0.65
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Precision =

Recall = (13)
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Table 6 Experimental parameter settings

ZH i A
learning_rate FRAY 2 3] 2R 5e-6
batch_size — RN ZRIEHURIFE A KL 0.65
epoch IR IR 100
maxlen AL B e KK 256
optimizer HERIARAL S Adam
loss WAL cross_entropy
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GER T A BTN 51 H AR H
BMBEWME 7 iR, N4 RTLUESR, #
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F00; 440 PS80 S A 5
HUE AT, LA TextRNN B EA 5t H
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Table 7 The target recognition efficiency of different classification models

F I TER (%) FEH (%) H B (%) FI (%)
RoBERTa 93.68 94.52 97.17 92.97
RoBERTa_CNN 94.50 94.70 92.29 93.37
RoBERTa_DPCNN 95.11 94.70 93.56 94.05
RoBERTa_RCNN 94.16 94.23 92.26 93.14
RoBERTa_RNN 95.24 94.62 94.34 94.41
RoBERTa* 98.30(+4.62) 97.50 (+2.98) 98.50 (+1.33) 97.98(+5.01)
RoBERTa* CNN 98.23(+3.73) 97.44(+2.74) 98.10(+5.81) 97.76(+4.39)
RoBERTa* DPCNN 97.69(+2.58) 97.27(+2.57) 98.14(+4.58) 97.67(+3.62)
RoBERTa* RCNN 97.62(+3.46) 97.06(+2.83) 97.91(+5.65) 97.46(+4.32)

RoBERTa* RNN 98.44(+3.20)

97.96(+3.34)

98.55(+4.21) 98.25(+3.84)

RoBERTa* T
RoBERTa* CNN_T
RoBERTa* DPCNN_T
RoBERTa* RCNN_T
RoBERTa* RNN T

98.50 (+4.82)
98.55(+4.05)
97.99(+2.88)
98.23(+4.07)
98.78 (+3.54)

97.64(+3.12)
97.44(+2.74)
98.14(+3.44)
97.53(+3.30)
98.37(+3.75)

98.54(+1.37)
98.65(+6.36)
98.70 (+5.14)
98.35(+6.09)
98.74(+4.40)

97.99(+5.02)
97.91(+4.54)
98.37(+4.32)
98.23(+5.09)
98.55(+4.14)
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Table 8 Result of intention recognition
Py RiiA©)  ARIE®%)  F1{EH%)
answer_operator 98.60 98.60 98.60
answer_user 97.20 100.00 98.60
answer_storage 97.70 98.40 98.00
answer_price 97.30 98.20 97.80
answer_location 98.80 96.30 97.50
answer_time 95.00 99.00 96.90
answer_receivePlat 96.90 93.90 95.40
answer_type 90.90 96.80 93.70
answer_cardNumber 97.20 89.70 93.30
answer_platform 87.50 100.00 93.30
answer_use 94.20 92.50 93.30
answer_service 97.60 87.20 92.10
answer_measures 83.00 97.80 89.80
answer_source 97.70 80.80 88.40
answer_saleMode 89.30 83.30 86.20
answer_otherCard 95.50 77.80 85.70
ask_aim 85.70 81.80 83.70
answer_payWay 71.40 88.20 78.90
answer_contactWay 86.70 72.20 78.80
answer_sales 61.90 100.00 76.50
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Table 9 Result of entity identification

AR R (%) 1812 (%) F1 {H (%)
quantity 98.90 98.20 98.60%
platform 94.90 99.50 97.10
location 99.20 94.70 96.90

price 99.20 93.20 96.10
company 98.60 92.80 95.60

phonenumber 98.70 92.60 95.50
time 97.60 93.10 95.30
receivePlat 97.20 90.80 93.90
model 96.60 87.50 91.80
payWay 97.30 85.70 91.10
card 99.10 82.70 90.20

use 97.70 78.30 86.90

user 97.60 61.50 75.50
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Figure 5 Intention recognition confusion matrix
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Figure 6 Entity recognition confusion matrix
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Table 10 Identification and sampling analysis results
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