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Abstract With the advantages of high reliability, low cost, and high speed, decentralized storage network is increasingly
used in various industries, but there are two major characteristics of node curiosity and dishonesty in decentralized storage
network, which lead to two risks that decentralized network nodes may steal user information and users cannot get correct
results when searching, respectively. In this paper, a trusted decentralized storage network based on identity authorization
is constructed by introducing an attribute-based searchable encryption algorithm and a multi-parameter dynamic incentive
model in the decentralized storage network: to avoid the risk of node curiosity, an innovative attribute-based searchable
encryption algorithm is incorporated into the decentralized storage network. The searchable encryption algorithm could
protect the data stored in the nodes; to avoid the risk of node dishonesty, a multi-parameter dynamic incentive model based
on reputation value is proposed to reward nodes that perform honest retrieval while punishing dishonest nodes. The
scheme analysis shows that the trusted decentralized storage network based on identity authorization proposed in this pa-
per can avoid information theft by curious nodes in the process of multi-owner to multi-user data sharing, and can avoid
false results returned by dishonest nodes in the retrieval process; compared with existing results, this paper improves the
efficiency of public key and master key generation in terms of attribute-based searchable encryption algorithm, and the
calculation is concentrated in the Setup stage to maintain the high efficiency of subsequent retrieval. In addition, this paper
also conducts a security analysis on the innovative attribute-based searchable encryption algorithm; in terms of incentive
model, the nodes' reputation value situation is fully considered, and the search nodes and verification nodes in the decen-
tralized storage network are appropriately rewarded and punished to encourage the nodes to perform honest retrieval while
maintaining the activity of the decentralized network nodes. Overall, the trusted decentralized storage network based on
identity authorization has more obvious advantages over the current decentralized storage network.
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x2 HEERESH
Table 2 Time Complexity Analysis

EES 1 %(20] 5 %[28] UESY Jr % [29]
Setup (3+4)E+AP (3+24)E+24P PH2E (A+3)E+E +P
Enc AE+(N+2)M 4E+(N+2)M (QN+4E+M (AN+2)E+P+E,+M, (A+3)E+M
KeyGen  (S+DE+2SM+SM,  (S+1)E+2SM+SM, (2S+2)E+SM Q2SHAEHS+)M (S+1)E
TokenGen 6E+M 6E+M (2S+4)E+M E+M (2S+2)E +SM
Search 4P+E,+3M, 4P+E,+3M (2N+3)P+NE,+(N+2)M (@N+1)P+HN+1)M,+NE, (N+DM + (N +2)P
x3 TEERESH
Table 3 Space Complexity Analysis
VN ES Jr %[20] Jr % [28] VEW Jr%[29]
Setup (4+24)|GHAG H(3+A)|Z | (4+44)|G[+H24|G, [+(3+2n)|Z | 5|GI+31Z,| 3|GHIG,HZ, | (A+5)IGIHGy|
Enc 3| 3|G| (2N+3)(G| (N+D)|GHG,| (N+D)|G|
KeyGen 2|GIHG,| 2|GIHG,| (25+1)[G| (25+2)(G| (S+1)[G|
TokenGen 4|GH G, | 4|GHG,| (25+3)[G| (25+1)[G| (5+2)/G|
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