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Abstract With the continuous development of network technology, cyberspace has become an integral and pervasive
aspect of people’s work and personal lives. However, the increasing dependence on cyberspace has also brought a series of
security challenges. The interconnected nature of the digital field makes it vulnerable to cyber threats such as hacker at-
tacks, data leaks, and identity theft. Ensuring cyberspace security has become a top priority. To address this pressing need,
Academician Wu Jiangxing proposed the theoretical system of Cyberspace Mimic Defense (CMD) based on the theory of
Mimic Structure Calculation(MSC). CMD aims to transform the security landscape of cyberspace, which has long been
plagued by the predicament of being “easy to attack but difficult to defend” Its endogenous security mechanisms have
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revolutionized the capabilities of the mimic defense system, enabling it to effectively counter unknown security threats.
Since the introduction of this concept, numerous scholars have conducted extensive research on the conceptual framework
and practical implementation of cyberspace mimic defense, duly substantiating its principles through rigorous modeling
and evaluation. This paper provides a comprehensive overview of research on Cyberspace Mimic Defense. First, it reviews
the core connotation of mimic defense thought. It introduces the working methods and remarkable achievements in the
dimensions of application scenarios, architecture research, and modeling evaluation. Furthermore, the paper analyzes the
challenges faced by Cyberspace Mimic Defense technology, and provides an outlook on future development directions and
research priorities in the field of Cyberspace Mimic Defense. By summarizing the research work and progress in this field,
this paper contributes to the advancement of secure cyberspace strategies. It serves as a valuable reference for practitioners
and researchers alike, providing insights into the principles, methodologies, and achievements of Cyberspace Mimic De-
fense. The comprehensive overview offered in this article aims to stimulate further exploration, innovation, and collabora-

tion in the field, ultimately enhancing the resilience and security of cyberspace in the face of evolving cyber threats.
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Figure 1 Research framework for Cyber Mimic Defense technology
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Table 1 Heterogeneous approach to key elements of network information systems
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Table 3 Application of CMD technology in SDN architecture
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Table 4 Application of CMD technology in cloud environment
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Table 5 Application of CMD technology in blockchain architecture
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