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Abstract Malware is one of the greatest threats to computer and network security. Despite the availability of numerous
detection methods and tools, under the circumstances of the expanding attack scope, rapid iteration of malware variants,
and explosive growth of code samples, how to enhance the performance of malware detection methods remains a chal-
lenging and hot research topic in the field of network security. With the development of artificial intelligence technology,
deep learning-based methods have gradually attracted the attention of researchers, utilizing a large number of neurons to
fit data features and achieve stronger detection performance. Compared to early methods and traditional machine learning
methods, deep learning-based methods can automatically extract data features and support continuous learning, thus
gradually becoming mainstream in malware detection. This paper reviews and analyzes the recent work on this topic
from 5 perspectives: 1) Entropy information-based methods; 2) Graph-based methods; 3) Computer vision-based meth-
ods; 4) Natural language processing-based methods; 5) Multi-dimensional feature fusion-based methods. Different from
previous review works, on the one hand, this paper classifies detection models in the light of their characteristics, and
summarizes the analysis methods and architectures of each category; on the other hand, it attempts to inspire future im-
provements in malware feature extraction by comparing the similarities and differences among natural image and text fea-
tures with malware features. In addition, considering that generative and adversarial techniques have two sides, which can
promote the detection effects and performance improvements, this paper reviews and analyzes the offensive and defensive
adversarial techniques in malware detection. Currently, malware detection technology still faces issues such as weak gen-
eralization and robustness, imbalanced datasets, and severe concept drift. These will be the main problems for future re-
search on deep learning-based malware detection technology. The comprehensive review of deep learning-based malware
detection methods helps researchers understand the basic principles, technical methods, current challenges, and future de-
velopment directions of malware detection methods, which is conducive to further research and innovation of existing
methods.
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Figure 1 Various development stages Schematic diagram of malware detection methods
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Figure 3 Mainstream analysis framework based on computer vision methods

51 EK[FE

TE o e ECER AR A SR AR s e —
W T, SRR R AR Ak il R T K
Frig 8 ML Lbie s 1 4, AT LI TR R 1T ME R,
8 LLiF A AR 256 P B, 1ELF 0TIV KBS 5 256
ANIRPEEEL o I IXAN T 2] UK S AR A R
BUE, 1EA AR IR o AF X EE R 255 AT,
YR R R ] DU G EAT 202, b 0% AR
AT 32 Btk 2 A, ST E et T HAR
EACE G R R TV, A R4y %5 B Hash

AT 3 ARG PR 15 2 i,
52 MXFEE

Wi Vo A 8 I 28 7 TR 0 SR AT 55 E R B R
#U, {E Nataraj 25 NOOTARRSERE b, VF2 1 1) %%
A IR B R AT R 7 VA gk e th o b o &
Sl (1] 5l 2 A 2 AR 0 28 Y 4% (Convolutional Neural
Networks, CNN)ZEFIS EG AT 5081 Makandar %
N2 ] Gabor /N FT GIST 5 3242 B &I (1 Sr R4y
fiE, 2 J5 8 F A R A 8 9 298 0 Sc BB IR 3E AT 4 25
Zhao %5 NG 18 A JE R 70 A 1 PR X8,



e S TR S IR AR R £ A

AT QORISR I, 2 5 Al 2 )5 AR M 2% ) oy
AEFEAT VIR 2 ] . Gibert 268 NP H T —Ff b5 50 f
TCR IR BE S 2 T, 3 0 A e e Js A (A R AR,
FATH 2 M-SR A G A TR E R I, 28
AR RIS . AL, Kalash 28 A1),
Mourtaji %5 NS0 HI R BE 22 0 2% CNN S F 7R A
B2 B 53 AR5 b, ki s s AR ) 432K

FET CNN BER A A O R B4 T AN PR ARG 2%
R, ESEEEAL RS 2 A BRI R gk — D fe
TE TR R K I P B o Vasan 25 AUME 22 5
ImageNet ™I 1) VGG16 BRI Resnet50 £
Y0158 oA IR A R () 7 920 S AR PR A5 AT )
5. Parihar %5 N\ UM AR ey 21 (0 7 VLB 1% 5
25 4 I, P BE B SR K Resnet500%, Xception™ il
EfficientNet-B4™ W A i 4 700 g Jis il 1] 2 J2 42 3%
BT 3 M AR BT RS . A5 SRR, &
ON RS ERIOE il o Ry SN = SN = IR S o ol
BOR .

B 7 A A R AR AR O AR AR A,
FEE AT AE AN 22 A0 At S AR i A R A1
5 B, BT R I A AR I . NI 2% AU o
ARG Opeode JEo1 A 85, Al TAa & —Fh 44 0
SimHash [ A LT, MSEEACTE HHhEL Opeode ¥
H, Zend SimHash WS 543 205 Ay i) 2, BEm A8 s
Ay ) B AR O N P e, I 2 A S AR A A AR 2
&) R E . Nguyen 25 AP*g i BE—PUM T B3k
s | AV TR < T = R & SR £ 2
B, I EREREA B By, fen i ONN ZEH) ]
BEAT 5250 Yuan 25 NP 2 R ] A 7 R A

*x1

105

BEAUS R RS AL N T, ek
AT AT AR, IR
AR, AT 256 Mo g, W57
T LIRS BERAEFE RN 256 X256, R
FEEAC R IR, AEHT CONIN 28 3t FLadt AT

7K.

B TR ERS O HTE R A BEE AN, TESE AT
SR % B AR I 3 AT AR B A s G It
ATRI AEBH A3 M 757, Tang 2% APM APT 1 ]
JP BV AL S UG AT 08T AT TR APT 1 FH 751 5
Hon A FEBRIIEA, ISAT I AR5 1 n AN XH, 4t
THIF TR ] A APT 2000 e, AR Hiit 2E i
NG #, mARE—K nXn FPERETHIER,
SRIGAEFH CNN W 4555 G 3EAT 42 2K« Tobiyama %%
BT RNN 28 B3R E APT J351 v (3 SRR
ik, fEPeMERFIE S, WA 2 )2k 8= i
IR, K B E R AR A A, PR
CNN 5 2Ra8xt BUR 3T 0 2.

Transformer* 5 5. 1] 1 ML 2S8040, L %
SKVE B HUEL R R T A E E E B, TR
Transformer (3£l I, BERTP?, GPTI®), viTl!a% i
T K PRI RS 280t A 4 B 42t d FH R A8 Bk ok
2 o Yakura %5 NPESR I CNN R4 JE AN T3
BOHLHZ, fext B R i i s X T 2 K
VE, DA B (AR . Seneviratne 25 N1kt
Transform ZEA41a H 205 TR ) v b, A A IR
B VIT BB 2 sl 8 s A0S UG AT 0 28, 5L
by 25 1R UG o AR A L AT S G R R . AR
TAEBE T3 1.

AETHENAREHRRET/EERERT L

Table 1 Performance comparison of partial representative jobs based on computer vision

w3 RBAEG i 7 BIG20151 k- [y & 7E Malimg**) I (R T HERf) %
Nataraj et al. 1% 2011 GIST — 98%
Simonyan et al. [ 2014 VGG-16 97.79% 98.18%
Simonyan et al. [ 2014 VGG-19 97.24% 95.72%
He et al. P * 2016 ResNet50 99.08% 98.93%
Kalash et al. ™) 2018 CNN 99.97% 98.52%
Tan et al. ®3 * 2019 EfficientNet-B4 99.17% 98.93%
Howard et al. (% 2019 MobileNetV3 99.08% 99.36%
Mourtaji et al. ™! 2019 CNN 97.02% —
Gibert et al. 1 2019 CNN 97.49% 98.48%
Vasan et al. 7 2020 VGG-16 — 98.82%
Parihar et al. 15" 2022 ResNet50, Xception, — 99.43%

and EfficientNet-B4

TE: bR 7 IR LAY



106 Journal of Cyber Security {5 S\ %Z 4543, 2025 5 H, 1045, 53 1Y

53 itit

FEF VSR (1) 77 V22 A R s 1) 7 = %
AR DL ILRF AR AR Bl PG, 3 o AR A A gt
7502, SRR A 3T 2. By, ETEE
22 2 EW B 0 AT S e R RIS A, X
P T VEAE S v A W G RO, ARSI A R S A
FRLE 95% LA b o (HIRZ T VA AE S —2e8h i, T
KB4y 3E TV ST 1 Ve s i ik, &

TSRS RACRI I, %M 5 Ik SR BEAT BT B
BRUCLASL, BRI RN 22 o A A A K T B AR AR A
KR RS i I RCR 7 LA FE I S B A A 7 R
A7 LIRS LA i RUBEA T TR PR
SEAMEEEE AREERNERERK. AR
KGR ORI R s, LR 4 o fl, KB
B A Jay A TR 3 A R R O, HEK
W, 2rto. A, PRI E. XTI
M, HEPEEORR, WEIOR K. XS
VR 22, (HREB OIS, B0 R
R BUELE . 3R E &S, MR
FRERMEE, BG LT ik e A R . 1t
HMEEAMEG R RIS A BT Y, g T TR A
KRRAK, WEEARBE ARG, NS E
PR VG B RE MG 3 PRI AR SR IR B A . ]

Jit P

BB A

EPSENS

AR E G

B GV FRAE 2 T HEAT 204, K B AR BB AEE A
MBI EEAR, BREGINTT 700 2482, %A
BB 20 5660, W] UL A R K 3 sh R
SR AE G 5T, E AR EERIC R SEAE K5 1)
A T 1A, AR A HAR A S A
B VAR AE K- 1) PR B i 3 AL 1 e s, JL A 1
7 T R e sl AR H K FLR AN o

Fok, ¥ aREG R Ak, SRS T
BV RO HLIHSE), X ARRERE B RE
(RIS A AN K, ASTEI AR BB A AR R o X
TEREAREEGN S, BRPREMREA, #2
TREBIACRS B ) R o B AN ER AT
Bk, XA A AT 2, R s B
WAREIERAR B, 2R AU B KK sEm, H
UAR BB U B S & 3 B ek IR W iz
170 SN 7S S R R DA R A A A T AR S,
EH A A AR ST TR (L 8 ~17): A HTIE & [
T A ) PO 28 1o A B R T VA 2
AR = BE S T B AR TR S A AR 1 2,
A LASE TSI R (2 AL PR fE

TERFRTAET, B T FUS AR 5 A e
PESL, DA E OR A5 e HERA RO TR T, 19 oA 2 )
ZALRETD, SRR RN PUREAS ORI %, R 3
TSN UL ARG I 7 V5 i R

A7 1) R E Sy nEe]

100 200 300 40 500 600 7 100 200 300 400 500 600

250 250
200 200 |
150

\

| i \ |
'\f”‘fll\"’\ ‘
If ‘M‘.“Jmh\%‘ | ?ﬁ._q\z‘s\’[ Uy

g &

50 100 150 200 250 300 350 400

B4 BRAEGSETERBEGHESR

Figure 4 The difference between natural images and malware images
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truncation length
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