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Abstract Graph neural network (GNN) performs efficient information extraction and feature representation on the edge
and node data contained in the graph, so it has inherent advantages in processing graph structure data. At present, graph
neural networks have been widely used in many fields (such as social networks, natural language processing, computer
vision and even life sciences), greatly promoting the prosperity and development of artificial intelligence. However, exist-
ing research has shown that attackers can launch privacy theft attacks on training data or target models, resulting in privacy
leak risks and even property losses. Therefore, exploring the privacy security of graph neural network has attracted wide-
spread attention, and a series of methods have been proposed to mine the security vulnerabilities of graph neural network
and provide privacy protection capabilities. However, research on graph neural network privacy issues is relatively scat-
tered, and the corresponding threat scenarios, stealing methods, privacy protection technologies, and application scenarios
are relatively independent, and there is no systematic review work yet. Therefore, this article analyzes the privacy security
issues of graph neural networks for the first time. Firstly, it defines the privacy attack and defense theory of graph neural
network. Secondly, it analyzes and summarizes the privacy attack methods and privacy protection methods according to
the ideas of model input, attack and defense mechanisms, downstream tasks, influencing factors, datasets, evaluations,
organizes general benchmark datasets and main evaluations for different tasks. At the same time, the potential application
scenarios of graph neural network privacy security issues were discussed, and the differences and relationships between
graph neural network privacy security and privacy security of deep models such as image or natural language processing
were analyzed. Finally, the current challenges faced by GNN privacy security research and the future were discussed. Po-
tential research directions to further promote the development and application of graph neural network privacy security
research.
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Figure 1 An example of a bank user’s privacy
disclosure
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Figure 2 Schematic diagram of privacy attack threat scenario for graph neural network
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