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Cloud Data Integrity Audit Scheme That Supports Auditor
Replacement and Data Dynamics

YANG Fan, YUAN Yilin, ZHANG Dengfan, LI Zichen

School of Information Engineering, Beijing Institute of Graphic Communication, Beijing 102600, China

Abstract Since users want data in the cloud to not be tampered with or corrupted during transmission and storage, the
integrity of the data in the cloud needs to be audited regularly. In order to facilitate users to break free from the audit bur-
den of cloud data, currently, in research on cloud data integrity verification, auditors are usually used to perform audit
work on behalf of users. However, a single and fixed auditor may fail audits due to resource constraints, service expiration,
security risks, and other reasons, resulting in damage to user rights. In response to this issue, this article proposes a cloud
storage data integrity audit scheme that supports auditor replacement and dynamic data updates. Firstly, this article pro-
poses using fog nodes as auditors. The characteristics of fog nodes such as low latency, high autonomy, and offline support
enable audit services to be unaffected by geographical, temporal, or other objective factors, and can be exited at any time
when the service expires or maintenance malfunctions occur. Secondly, in order to prevent the fog nodes that have exited
the audit service from using the original signatures and keys to initiate improper behaviors, the label and key update tech-
nology is added to regenerate the label and key according to the information of the new fog node that continues to execute
the audit service instead of the original fog node. In addition, ensuring the freshness of cloud data helps to enhance the
user experience. Therefore, the solution introduces a data structure - Adjustable Divide and Conquer Table (ADCT) used to
assist users in completing data dynamic operations. The safety analysis proves that the scheme has security under the as-
sumption of Computational Diffie-Hellman(CDH) and Discrete Logarithm(DL), and realizes the non-forgery of the label
and the replacement of the auditor, and the experimental evaluation shows that the total computing overhead of the scheme
is small, the comprehensive performance is superior, and it has both security and efficiency.

Key words cloud storage; integrity verification; fog nodes; auditor replacement; data dynamics

BITEE: ZEM, 1, YR, Email: yuanyilin@bige.edu.cn.
Wik 1393 2023-09-26; & 31 2023-12-26; 5EFH H 3 2025-04-10



198 Journal of Cyber Security {7 222 2#4)k, 2025 £ 5 H, 10 %, 5 3

i}

1 3]

VSR R TR T SRR, g%
e AFREAS TRV, SROkes P v SR, B
1R WY A A I RE Ty, A P Al
190 28 25 1n) R B DA RN TR Fye, e H 2
P IR YE LR it o W AR I AR IR, i
F 7 et A7 il AVE BRI K, = U SEEORBEHTAT
BT IR E N IR S —— A mAE R
o T AL GEAE ik U5 ST W (A1 22 ) L, 9 A
R AR R AERE . Ok 2 4124
IR R AT it B 25 0, L5528 2 A7l i oK 1) AR
M RE AP AR T e atE. A&
A AEEFA, (T R KR 2 4 LA ey 2o i
TR B AFAEIAEE R 2% 2500 Bt (1 B4 A,
AR I 2 MR 55 F nl e 1R LA 2t (2% 18, I ER
BEL U PR AR et o D 1 X IX 2 4 )
B, R e e R U ROE T A B e e
HU IS5, K IR 2 A7 A o 6 Bt 3R AT AR A A
iE, BORERE . SERMEAUERE, XIBCR
S TS T SE M B S AENLEL, e HAES
L5 (T i P 2 i AR 1) S8 B, A RT AR R B S I
UL ES )R

SCHF U AT B T 5ETH 6 2 R 55 i
TS, T A M R e e v A, L SE R TR )
DAk D DU A P (R 0, DR B oE AR 0 i RAEEA T
BEAb, R A U R T TR AR, B R TN
HLAG R BRI SE 2 1 3 1 A [+
g v R SR, EAEGEH = Bl itk r %,
ST AN [ 5 (0 T3 B T B A 5 = v e
HEAT W VR AR, ey AT A ORI R A — Bk
ARENE. FE, HFBHEIRE S RBIH. 24X
A5 S D, AT RE 2 T I o S AT T BT N
(o - SR Ak 0 B AT A B o AR Y
PAT7 SN2 LR oF S 2 5 18 Il RO o AR
Wy, FEAON T o T B e, LA LR IR o T
R 55 FA) A R AT — SOV, 3 i g RS S Ak i e AT
S R . G5 S U R G D
PRAE BT VR AN A T 3 B0 VT SR A AR 22 5, ]
BE DR o V1 2598 ST P U B, 3 1 s il e
(15 R R B T o H AT 7 SRR R I 25 B
PUEH T, AR e R Bk Bk e, ATEE T
M3 52 RN 2 =5 v, 2 R AT R SRR
PERTRI S0 L, AU S B IR S5 SR AT i
TAEAZH . HIHZ Y ROB A T IRSS I, Brge 1 min]

A N () 50 T B, PRl P Sl (1) e 1 5 2
APk, (RIS T RS I e St 4

SR IS, S 2 i 2 SR ) U T R
Wy T B g at e . BRAR K A B 25 2R 1 XU
Bt 5T AT LS S e P A 2R B L 55 R,
T OR B 1) — S0, BERT (T )5 2R 50 2 2 W 1H I
JEFF, s oT RIS I SR . SR,
TH P R 20 T AEAEAE = o B s 4 IR, AE15 508
PR DMERE R R o A T A B A SR A,
Th— PPl B AR AL R TS SR i e 45
(AP W iR

BT FRFIE, KRR, fh—
Tolt S 455 2 A v 0 B8O BB B o U TR ) e A
P75 FETAEHA A LT =K

(1) PRUE 2 i B8 (P08 6 1 B T $E 7 o4
SATAE RS B B . AH DR I3 AU B 2
M52, 4R A B SO SR INE, dne] DRk £ s
()[R0 BB s B B8 . A T B B M s
(R 3K, AL — o i 04 45 —— ] 15 43
1% (Adjustable divide and conquer table, ADCT)K4i
W 58 i il i 3D A S . A58 T ADCT, 7]
T A0 BB B S AR A, S 2w SO B ST L 4
N5 MR

(2) HEGINHe R w5 25 R
AEHE VT o BT 210 i, AIAEA S8 B TH I e i
B EHE KO8 B = MRS B AR, o E s AL i A R,
() B ARG P AE AN i (1) T4 o M IH 2515 i T 28R
WA T RS I, PR 52 sl R A, mT B R IE
ASHT S R A ORIE S ez k= n T
RS T T S S UE R BT E, T OR IR
THIRSS B IH 55759 RO REIRIS B 224 B 8H, A3
IEAR R Bt B 78 IH 55797 s 2 Ik 55 4 % Hh 0 2k
Pk o

(3) LARMES MR WA T 20 2 IE PR 5 AN ]
Phit e PERE AT RE— 2P AIE B T RR A RN BB BTy
BN T /b & 1 UE 5 500 A5 TR, ] Ak 20 OR v
B A S B e 8, W HAEYE
1.1 AXIIE

2007 4F, Ateniese 25 AR H T “FT Ik B o
45 ” (Provable data possession, PDP) /7%, HESZ FrfE%
YUF, WA RIEA TS 2 g5 b Eds et . A
4, Shacham FI WatersU i i T W]k R MEAIE B (Proof
of retrievability, POR)J7 %, %77 S F X & 1 it
PRI IERR I SCRF A T RAIE . HE T PDP A1 POR
i, R ATFH T AR . 2015 4F, Li 6 A1



Wl 5 SCRPTTHE A BR S A 10 = Bl se vk v &

P MRS T R m e e T R,
5 N%N SecCloud i v SEARTE P b AL = ds
T RS, AHAZ T R0 T B AR
TFAg . AT 2 R A i % b gL RS I 25
At 7RSO ) & e
HOUF T %, il Z o AR B8 = 7 W v B3 (Third
party auditor, TPA)EAT 8 TF RS, (HIXFR 7 X IFEAIE
A 5B AT B 103 5. Yang 25 A\Haad 4
215 AV Be G L 1EAT T U8 B e, ikl
P2 A2 IR 3 A7 A 70 DX B b, B 1 25 S AR TR AS T
AT . Qin & NVRI T % F 5L s $adt
ATFEDL T T3 S 4 1 ), ED6) T4 3 5 £ 1) 3R
B0 2019 4, Xue % N o ) FH X B o (1 Bt L
HOR AN W S P BE LBk, A P R R UE
VAR, AR OR AT 6 75 2 IR Ed 1 e
AT 877 18 35 R B ot DAy s A ok UE 4R LA B FH o

Zhang % NPVRIH X BUBERR, 042 HH A1 i #K 4
ANIEUE R 25 Bl sk B X ik EAS y b, R IX B
FEAE I B) B0 T4 5 UK, AT 45 P RE RS A4S A
THE AR R IS 1) N PRAT IR, By 1B v i e
IEA1, Huang 25 AUk T filt vk Sicdis B A 285 R 25 IR 254
PER 2 B S AR 0 R, S T — R H T = 2l A7 i
(PR T X BREERESE, A A X Bt rp oA 35 3R
USR5 =07 W U AT T U IR SS IR K A
S5, MR b S FLIG o 17 Fan 28 AL #e it
— g B LUK Y B e & AU TPA, ATAHATAT A #Tn]
DA BAR B 3R A 5 v 5 i AN AL O H v e 7
IR HFEFARARUE B T e 55 1 2 = PR 5,
Jia 2 N\ TSR 25 rhca A 10 IX B X 46 3 b a4k
TPA HEATH TF IR 45 [A] ISR F 25 oot B 2307 11
T R R X PR T/ 4. Weng 45 AW g
TR RGN BRFARY W ZIRAA G UE B 7 %,
TN PRAFRAE AR i B SR AR A DL S T B

Wang %5 N\ PO i 8 1 35 X B 1) 28 36 25 476
A ST RE A 20K X BRI TPA, HEL B
JURRRIFH DX BB AR BEAT ¥ T 5 S 4 1) 7 20 4%
FINTE KA HAME T 2= A7 0 Bt 3 AT 3) A FHT

h SRR DA HOE, Wang 25 NPURH T B TR
BREFCIME B AT 15 % o Erway 28 AP
TP 5E AN A U7 A TR Bk R
SEFAF BRI TTIE B B, 2015 4F, Wang 25 AP
EIR TRl B3 T Panda, %7 R FF2AT
Sk, ORI S T AL AR AR L B
JURh SCRFED AT (10 5 S8 b e vk I 4548 FEANE T~ H
FURHATRL A A= AR AN TR . A T R P K&

199

ONFVEHASAR 1 ) 3, Han 28 NP R B 40105
R H P vT B A RS S A7t A 2 A TR 0 =y
%o Ma 2 NPPUR AR (0 Y AER B H Tl () o
T, WL T AR Eh SR E T HA
R 1S T 0 2 IR 45 T I VEAT o Singh 25 AP
PEH PP = H I, s U AR (B
13 55 IE B8 A A 7 2 b (R B AT v 2k ) e R A
L E B 2 H s BT

IR T % BOR RENS AR T M i e 2 A7 R R 1)
e e B ) 8, (U2 B HIE T 2 RS 8T 1EAR
G OL I, JUFA S v T 5 N
LA, R —E B PE . BRIk, Beit—FhsZ
FEECH BB R R e ) B U RO
1.2 B4R

AHATANE W R . 5 2 TAHHEINI,
953 WA AR =T, 4 RO EIIE
Mt F Atk 5 5 WHHMTHERE VI . 5 6 kT
I

2 FEFENR

AN ET I E W RGHA,
FHIR B2 1R
21 RGHER

TR 1 R, A PUANSAE, A

1. Data Owner(DO): H /¥, FrA K==L M
SR, AR EARE B IR SS AR AT A . dEATT
ZH, DO $h 3R AMu B 58 N # UL Rk Bds A%
B RIAEE, IR RS s v B 1 U T
i, DB S Y RN T S At

2. Cloud Service Provider(CSP): #2171 Ik
ZHIARAE AR, CSP FEFTHR 7 b T i ik 55
H DO AN E e, i N 5 IR AR 1) S B Bk
k. Y34h, CSP W'E ADCT, nJN %} DO % 8 #
Mk, & B H P ER RS 5S4, 56
JSCEE B ST

3. Key Generation Center(KGC): FJ {5 524K, KGC
e T P MTTEVIA AT BE A DO (1) 5 4y %
BH 250 RIS [R) 25 5H

4. ZN R AR U SR . AT RTINS
T RAE A AT B uEE, A s
JRSsas A “HEE” , He2 P s &4t e
HUHH B CSP A2 B 58 OB 5o 3V ER IR  Si 4, 55
AT o R SS A AT R A B BL RO A R I
JR LA A RAT bR AE S SO B 44 KT B

PRI AF 5 BA



200 Journal of Cyber Security {5 S\ %Z 4543, 2025 5 H, 1045, 53 1Y

()

f
lw)
°b_

+
:
|
|
|
|
|
|
|
|
|
i
=
Ing
A
=
al
b
:
|
|
|
|
|
|
|
:
|
\ J

HIHEK
AR

1 RBEEBREHE

Figure 1 Overall system structure diagram
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Table 4 Schematic diagram of data insertion opera-

tion
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N, B v, Time
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Table 5 Schematic diagram of data deletion operation
ADCT
N, B, v, Time

Fy<ty>Fy<t;>

Fy<ts>
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Table 6 Experimental operation symbols and mean-
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Figure 2 Calculation overhead of tag generation
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