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Abstract In UAV cluster environment, federated learning can support collaborative learning among UAVs, enabling
flexible processing of tasks with high real-time requirement, such as emergency management and intelligent traffic super-
vision. At the same time, federated learning also provides data privacy protection for UAV clusters, and can improve the
efficiency of intelligent data processing. However, due to the dynamic nature of the working environment, UAV commu-
nication is less stable, and the performance of federated learning will be reduced by this intermittent connection. At the
same time, federated learning systems are highly susceptible to poisoning attacks launched by malicious internal partici-
pants, where attackers can manipulate global model prediction results by sharing wrong model parameters, and existing
defense methods have low applicability in data heterogeneous scenarios. In response to the above challenges, this paper
first proposes a collaborative hierarchical federated learning algorithm (Col-HFL) based on Device-to-Device communica-
tion. UAV clusters achieve distributed edge consensus through D2D communication, and during global aggregation stages,
only one UAV from each cluster needs to upload model parameters to the cloud server, thereby achieving dropout robust-
ness. Furthermore, in response to the model poisoning attack threat faced by Col-HFL, a two-stage robust aggregation al-
gorithm (TSRA) was designed. UAVs and the cloud servers use a robust edge consensus algorithm based on historical pa-
rameters and a robust global aggregation algorithm based on reputation system to protect the global model, respectively.
The use of historical parameters and forgiveness mechanism enables the algorithm to better distinguish between normal
differences caused by heterogeneous data and differences caused by poisoning parameters, thereby achieving highly accu-
rate anomaly detection. Experimental results across various datasets and scenarios indicate that Col-HFL substantially
surpasses current hierarchical federated learning algorithms in terms of model accuracy and energy consumption. When
terminal device datasets are statistically heterogeneous, TSRA can withstand various poisoning attacks launched by up to
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40% of malicious UAVs at different stages, and its defense effect is better than other robust aggregation methods, effec-

tively improving the security of Col-HFL.

Key words federated learning; edge computing; device-to-device communication; poisoning attack; robust aggregation;

model security
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Figure 2 Framework of Collaborative Hierarchical Federated Learning
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Figure 9 Performance comparison of Col-HFL and HFL (125-25-5)
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Figure 10 Performance comparison of Col-HFL and HFL (250-50-5)
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Table 2 Comparison of Col-HFL and HFL in terms of their model accuracy and time cost

\ ) TR e T
. O % I T GS) E&ﬁ}%ﬁ;
125-25-5 250-50-5 125-25-5 250-50-5 125-25-5 250-50-5
FLek 1: HFL( 7,=1) 90.31% 81.14% 574 595 5000 10000

FLsL 2: HFL(7,=20) 88.23% 79.05% 335 343 250 500
Col-HFL(d =1, 7,=25) 89% 79.33% 334 353 40 40
Col-HFL(d =5, 7,=30) 89.69% 79.51% 345 385 35 35
Col-HFL(d =10, 7,=40) 89.79% 79.83% 361 418 25 25
Col-HFL(d =30, 7,=50) 89.82% 79.74% 420 572 20 20
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