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Abstract Named entity recognition is designed to identify distinct entities within a given textual context. The entities
identified through this process serve as valuable components for improving the efficacy of subsequent natural language
processing tasks. Consequently, named entity recognition has evolved into a foundational task in the realm of natural lan-
guage processing. The BILSTM-CRF model, with its integration of the advantages of deep learning and statistical machine
learning, has emerged as a baseline method for addressing this task. However, existing BILSTM-CRF models only support
inference in plaintext domains, leading to potential privacy leakage issues in scenarios where computations are outsourced
due to insufficient resources. To address the privacy issues arising during the outsourcing inference process of
BiLSTM-CRF named entity recognition, SecNER, a secure named entity recognition inference method based on secret
sharing is proposed in this paper. SecNER employs secret sharing techniques to secure the operations involved in the
BiLSTM-CRF named entity recognition model, such as nonlinear activation function, retrieving maximum value informa-
tion from an array and array accessing. The entire inference system is constructed based on these secure operations.
SecNER ensures the security of both the user's uploaded data for prediction and the hosted model parameters during the
outsourcing inference. To further optimize the performance of secure word vector extraction operations, adjustments are
made to the structure of the word vector embedding layer in this paper. The concept of bucketing is employed to reduce the
number of words in each bucket, thereby minimizing the communication overhead during secure word vector extraction. A
simulation-based security analysis is provided and extensive experiments have been designed to demonstrate the feasibility
of SecNER. Results indicate that, compared to the plaintext model on three datasets, the F1 score of the proposed secure
named entity recognition inference method decreases by at most 0.001. Moreover, the time overhead of the inference
process remains within an acceptable range.
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