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Abstract With the widespread application of cloud storage technology and 5G communication, cloud servers have be-
come an important means for users to save local storage space and manage overhead costs. Traditional encryption tech-
niques effectively protect sensitive data stored in the cloud from malicious attacks, but they also result in inconvenience in
data retrieval and utilization. Public key searchable encryption technology allows users to perform data retrieval without
decrypting ciphertext data, thus preserving data confidentiality while providing efficient data retrieval functionality. How-
ever, most existing public key searchable encryption schemes are based on foreign cryptographic primitives, with limited
research on schemes based on domestic commercial cryptographic algorithms. In many existing public key searchable en-
cryption schemes, internal attackers on cloud servers can recover search keywords from given trapdoors through keyword
guessing attacks, thereby compromising data confidentiality. To expand the application of domestic cryptographic algo-
rithms in the field of public key searchable encryption and meet the demand for the autonomy and security controllability
of domestic cryptographic core technologies, this paper proposes a searchable encryption scheme based on the domestic
commercial cryptographic algorithm SM9. In this scheme, termed as authenticated public key searchable encryption, the
data sender needs to authenticate the generated keyword ciphertext, ensuring that the receiver can verify that the keyword
ciphertext can only be generated by the sender. This design prevents internal attackers of cloud servers from guessing
keywords through attacks, thereby compromising data confidentiality. Under the random oracle model, based on the hard-
ness problem assumption, the scheme is proven to satisfy indistinguishability of trapdoors and ciphertexts, demonstrating
its capability to resist internal keyword guessing attacks. Theoretical analysis and experimental results demonstrate that
compared to classical public key searchable encryption schemes, this scheme maintains high security while exhibiting high
efficiency in the generation of keyword ciphertexts. Finally, future research directions in this field are proposed.
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