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Abstract Ransomware attacks are increasingly recognized as a formidable threat to cybersecurity, characterized by their
rapid data hijacking capabilities, a multitude of variants, and sophisticated levels of disguise. These malicious threats con-
tinuously evolve, posing significant challenges to traditional detection methodologies that predominantly rely on long-term
behavioral monitoring. Such conventional approaches often struggle with limitations in real-time monitoring capabilities
and fail to deliver the necessary accuracy. In response, this paper introduces a novel ransomware detection method that
utilizes hardware performance counters (HPC) as distinctive features, ingeniously combining unsupervised and supervised
learning techniques to significantly enhance detection efficiency and accuracy. This method starts by meticulously collect-
ing event data from hardware performance counters at the onset of program execution, focusing specifically on data cha-
racteristics before the actual encryption activities. Hardware performance counters can monitor hundreds of system events,
providing a rich and comprehensive dataset that details the pre-encryption state of the system. However, many events may
be irrelevant to detecting malicious activities. To address this challenge, the Boruta algorithm is employed to intelligently
filter out the most indicative hardware events associated with ransomware behaviors, refining the data for further analysis.
Building on this filtered dataset, the model leverages a sophisticated Transformer network architecture that integrates se-
quence prediction and contrastive learning—two powerful types of unsupervised learning tasks. This integration enables
the model to develop robust data representation capabilities, effectively analyzing and interpreting unlabeled time-series
data. The approach's robustness lies in its ability to capture and learn from the subtle nuances and patterns distinguishing
normal operations from potential threats. Further enhancing the model's efficacy, it undergoes fine-tuning on a carefully
curated labeled dataset, transitioning into the supervised learning phase to refine predictive accuracy. The practical appli-
cation and effectiveness of this method have been rigorously tested on a dataset that includes 27 distinct ransomware fami-
lies. The results from these extensive tests are highly encouraging. They demonstrate that the proposed method not only
effectively detects ransomware but does so with remarkable precision, significantly outperforming traditional detection
methods. The method achieved a detection accuracy rate of up to 98.2% within a 10-second detection window. The per-
formance exceeds that of similar detection methods.

BIEEE: BRA, WL, BI#UZ, Email: swei@njust.edu.cn.
AR A2 T E 5 E AR TR H (No. 2020YFB1804604), 5 [ 4k Rl 3L 4T H (No. 61802186)%5
WA F3A: 2024-02-06; &4 H #H: 2024-04-18; 5 A6 H #H: 2025-10-14



HAER E T BN B KB AR LR

123

Key words ransomware; malware detection; cybersecurity; hardware performance counters; dynamic detection

1 35l5

BE 25 T 2 D I s R R, ) R A i
J5 2R B RE B0 HEBLAE Vs 1), XA BRI 4% 2 4
R T P M o e 2 8 2R A R IR 9% (RaaS ) BE X
P H IR, KR FRAIR T R A e (BRI M, e
R PR H AR,

BB T (0 A% AN TR 18 T, A A
AR IR 2 AT o TR B B RF B I A 43 AT HE DL
Je R AIBH 1. BL LockBit 3 JAyfil, HAForBhn] LA
I 25,000 ANEED, BEARLT 240 R
FAT IR IA) i 1 S bl 5l e R 7 o M 80 K
SERENE, AR T 52 3 5 (R RS A s A s g

AR SO A R G b ) AT B R S AR AN
WSO BN, A AT T AN ) R R A O 2
O REIA T TN A Wy BEFERY . B WAERE AT 4 GB
RAM H1 2.5GHz 4B L Windows H 4t L, Wl
W TS 2321 ANCHEGERTE 27.31 GBI RS . Wl
B 1 R, HIE 74% 008 R AT ZKEAE 3 35 IRTRT
10 BN AR TFAR I, ™ s T R RS ) 28 F AR 1
PG ATI AL o 802 AL I 11 BT I 2 Y 8% 2 4 40
S AN 28 DG T B E A L PR (I AT 45,

100

P (o) *®
(=] (=] S

[\
S

Percentage of Families Started
Encryption (%)

(=]

0 10 20 30 40 50
Time (s)
B 1 #}MERETEN RFE
Figure 1 Ransomware pre-encryption time

WA R AT AN AR 7, AL GER T, 4
T L S G PSR T SO IR R AR B S 45 30
B KA K R AL, R S AR, AT I
VORI AE  AOUIT B T A iR A e

5 R T7EAH LG, A A I ) S A A
(Hardware-assisted Malware Detection, HMD)$ A1
ok B 25 A7 8 B P IO, A AR B AIC T R R
YEITAY, I REIRPUR IR B A A A IR, ARk,
DERF IR S BT 0 3 B A B R R T A
A(Threat Detection Technology, TDT), HAH CPU

(1 222 O 50 s A A A1 B RN TR g o3 AT Ay e 07,
KT WL AR o R G 1 A e A R gL

f£ HMD W55, )2 A H A RE A 1k e v Kods
(Hardware Performance Counters, HPC)fg i 4 1 1
CPU Y] SRAF B R RS IR R R AR L, X
LU R R AT BB LT P00 o a1 2 A 00 49
BRSO R AN & AT T i AT
o SR, HPC FRREURAE I A0 A A i M 3R B¢
SO SN T TR OR Bk

BEXHE [, ASCHRM T Fidk T HPC 1)
RPN Tk % IESK B HPC 350 4 7y
Bt 5, T I IR BEAR Rl 3t B R AR A AR s AT R
IEH AT IS AT IN R 35 22 5, SEBUR R A A R
PERRAF AT X 53 o A SCI) T ZEDTHRA -

(1) XERYAT HPC Bdlaibtr 70 thrdthie, Ji
RFFIESRICRI I, % HPC FfFikAT 2 T,

(2) I Fl A 0] G A ST 55 RN F R AT 550X
PRI R S, AN A A IS T 7 51 R B I 1) 3 471 7
AN SR A JEE 73 99 B IBCHR I 73 SR AR N )RR AIE

(3) Myt 7 A B R AT A I I W AT
(RN APR B MR A S, SEBL 1 S 3 s I iR,
&5 SR BAT e R LRSI

2 HXIME

2.1 MWEHMEREITEEE

B 25 P B U 208 (HPC) 2 DA AL B 2%+ 11 & H
TArAy, TP RGIEE, S 8 A b
PFAZ BRI S o FEIAR I AE 1R 28 v, R4S b3
AZ AL T 2N RE IR BT (Performance Mon-
itoring Units, PMUs), %4~ PMU #B4 M7 (1) % 5 -
Rety S R — RV R I . 3k 1 fis, HPC
RetBId sk 2 M, 42T 20 S A 2217
Yy, IXEEHEIE 73BT AT A ) SRR

£1 HPCEH#
Table1 HPC event
i ik

TR A B 5 — AN URAE AT 58 R T UL
TR F AT RE P I SR A
VT 5 1) 43 S 46 4 o
CPU Vj ) A7 N A7 1R B IR EL
CPU 253k NZZ A7 P A2 PG 22 080 R I H

Instruction Retired
Branches
Brancher-misses
Cache-references

Cache-misses

H M Malone 5 A4 HI LK, HPC C&iF ] HAr



124 Journal of Cyber Security {7 B2 A%k, 2025 45 11 A, #5104, 25 6

W 26 2 A Ak Y AR kg al SE IR BE AR RRAE (R O,
7E S /MU PERERIREM R I,  REAA 250 ¥ RS I ) &
BRI B A ) S iR B, IR S AL A
INAETT ], LA A 0 A B S AN [ 1 2 s n 2
MFEHImRa . MRS R AT A A B
725, QIR EER SR & EAE. Eaanssin. JE
O B AR RN A R B . X SRR ARG i T 4y
SCTRUI HE B B A 5 IR B, hEET HPC [H)
PR AT R SR AL T e

JE HPC $e it T SE N R S AR S R 1R FE AR
K, Rl a5 RS 2 B AL E . R TR
VERGLIRISEM, A7AE & I AR O, BIAE 2 A [R]
FEPAEARIR RS LI HPC Bt vl BEAS R . b Ah, %
Tl W R R B E A, R R IE I
mE U HPC $ds, 75 ZORS I 0 B2 R0 70 42 (R 40 dis
FEAR, DLSE % S A I R v M R %

2.2 ETF HPC BOEREHMRN A%

WTAER, TR e TE E508s 18 B A A
HARCTE T 1) 2 0, X R VAR Al
210 1) R e R R B AE AR o =S 8, 2
WAL G R AT 2 AT I vk A kg Hp @
B IR 22 IR v, it R HPC (PR E
YERERIE, 854 CAmid R TPREAR, KRINGERK
PERIRE R . Demme 2 AMUBGIE T 059 10 T 474
FFURSE T X 2 I T HPC AR TR A I 208 e 3 A A A
75 T (A 0 e Fr e bk . Patel 26 AU 2L T HPC 4y
AT ARSI S S AR AT o0 iy, F8 S v 1
(1) A 289 7 il A S TS 0T 6 T I 25 5 1t BE T B 1) )
B gt NPhET ROP Briti 2 S8 mh X R fir
RS I S H B R R OO R [P i A SR

SR . ok 5 N U3 I A 2 B I HPC %
P RIS 2 AN T M A O A, S5 S HLAE
SVEEVESEEASIN o

TG Mo RS IR Al 7 S R R A 0 v e A gl
FRPLF, o ) A2 7 Ak T 7R o B e A5 AT Ok AR
Jrlil . WF504 Tang 25 NMWRS T 48 I JE W B ik
W ROP Brhi FiAkys th Buki vl Bk, @i 4 2 Ik
P R APERE T HPC A2 4k K R0 B0 - Garcia-Serrano
e N VOV o A0 0= e DR T, R R
Carna 2 NVSEIE VR A /34T HPC SR J5URE UL K 435
W7 2, R T 22 PR A I A T B o X
AT RESE I AT (R ST A BE, ARSI T Al 1 R 5 1k o

SRR, HPC 74 X R i 05 55 SRS I N
LH T 5EKIE ), (HZFE) HPC S LA & HPC ¥

LRI ANS E PEAT SR BRI 5 RSl 25 2
23 ZRAMEIFINDESZE

HPC A gt— BB, iIX R 8 X1 2
P F AR AR HA 18 1 INFIA) 51 o 22 JGINF ) 41) 43 2
(Multivariate Time Series Classification, MTSC) 5 1%
Pl AE AL BE HPC Hodls i @43 0 h E 2

& MTSC HJWF9TH, Transformer 2844 A H H {4
(RS AL LG M B B . Li 2 A
H R4 LogSparse 25N B R 12 ki385
PAE EOF AR A 2 1 . Wu 25 AU T A Ge it
(B8] 50 5 M1 77 7548 ] ProbSparse A & I HL il b 2
AT Nie 2 NP5 NEG A H ) patch
BLH, R 5 Jm as e 50 o — AR A, A Rl
FE T I 18] 51 1) SRR IR o bk, X L2 2J4E MTSC
RN AR T UG 52 B 0GR e ] L s it AH
(PREFIPEETR P 7=y RICO O N NGNS IR €/t npLil e
Saeed 25 NPV b S db A7 2 U, Beit T —A
BEAT R NS5 BT AL, van den Oord 45 A2
T I A A 2 ) e P A SR K ke 2y > A5 Sarkar
285 NPV Bt SR EA T 6 i ok 2 S R Ak

MR, 454 Transformer A5 7Y [F) 51 Ab B e
73, CAROO b2 2] 1) 22 A A, oh 2 o ()
FI oy R4 T M K T A .

g B PTIR, HPC 04 70 0% 2 A A Wl v iy 3
[ =A€7 e =TI & =B N X7 S M E
17 HPC 7E B 2 A F AL TN Hh AR X HPC A o] 3% #%
MBI o X BRI, A SRR T EAE )R
KT Transformer 15 AR, )AL 1) 541
3T R R K ER SR AR RE ), A e ik T HPC
HH A A0 R 5 A P e R o Al FH R TR AR (R R
FERE J73%, XF HPC S A ) 2 B Al 4 3
(0 BEPEEAT 40 B, AT 0 8 tH RO S A, B TS
R .

3 ETREAMRE TSR ERG RS
K77k

ARSCHE B2 T RE AR e HHas (1 R B F A
WIFEHEAR AR 2 Bros, R 0 ol G0 5 B
Btk s = {(x[,yl.)‘xi eRCy, e {0,1}} AR T
HRAE U = {x [, e R7C ) R RESING HPC HE

AEEE, T HINRIPIIREE, CAFPIIYERE, 51T N
IBATI ] T N8 SRR, BRIy S0t
FEISTA] @ ERIAE yy IAEAHRZE, 0 BORPEA N AR



HAER E T BN B KB AR LR

PF, 1 RIS FEAR N R Ao ATHELEE I =
gy Bl R A . HPC R AERE£E LA IR Y ey o A
i R AW B, A R LA 5 $ AT 8 2 e f i
L Perf THURMSC IS T Hudls . 358, X REATH
MIRFIEBEAT RF IR+, BRARTUARRFAE, JF M Kt

125

o d)m, UIRHUE SR U M AA i Ak
R B, 5 e A B R HPC il ()%=
ik, FEREAGRE S AR REFIEXTI
SRR AT O R A A, LU B R B, i3
BB 28 1) B R AT AR A

BER & : HPCHHE 4% oY e
. E 5 R e 2T 4
RES Sl _} o N — > - SYHRFIE pET
Y] JAVAY [Feee ey Transformer y
PP REA =z V2SSl L————~ R i
; ; TS
FEASE HPCHPREAE  HPCHPFAFAE: BHEMIRE R WAL AW %5

RS

2 MR
Figure 2 Detection process

3.1 HUERE&E

ASCRH HPC FEAE AT I ) 2= Bk, i 1-id
SEALBRARIZATIN (1) HPC #H0 . 5 HPC RelE S HF
K FAF R I, ARG Py T H s o A TR,
X R S B 8 9% 7] s M D00 1) A A A2 R X
SenT F g 5 H , 5140 Intel () Nehalem 284442
BT PUAS LA RE 08, Sandy Bridge ZE A4 48 hin
BETH RS BUE 3] )\, Skylake ZEH) TR Intel SIAN T
W L M RE IR A R RO R fE T
A HCRA TR, e o 2 s 2 SRR,
WE A IR B, TEAPAE— 5 RAERS B I 0L
TR RS ASE A B, SIEBOT E A F J B 42

h BEA RS JF 42 ) R W8 e IR, AR 9T A
Linux G55 (1) Windows 7 REFIHL b 1152 = V04 31 855
WAE T R AF HPC s . i A S iA, 4
T 2321 AR BURER /NSO, =t 27.31 GB,
BT P & EIEERE 2 PetE, IR RIFEAR
AT EAR UL T — AN WA B I 85

H SRS 73 AT 2 28 1 B ) 28 04— M o hn %
B BURFSE 10s 2o, WM AR AR 2R 48 sk i 7 i o
B 5 LR RIS A I ) A 2% B, R MR
FFEL a4 20s IS AT I RE, DURAR FIHEER I+ Hoslb
WA T ZRERZUATPAT R KA AL
RAERAREA BN, i T ORAEFE A IO % B B
fiifs HPC FH4E5

MRS — 3k, BRI T KRBT R K
PRI R G HEUEIR IR . BRRAEAZAT 20 BPJE, R4
KRR R R, EE 2 RPATHEAR, L3S S 4
I8 /> HPC BHs g A — Bt s i . 0T
Fl—FEARZIRJG, RGN MA@ X
Tiik, SR T R AT B R AT REAE) HPC

Hnde, KA ME Bl wE 3 pros.

1e7

2.00
1.75
1.50

L, 125

= 1.00

~ 075
0.50
0.25
0.00

- Benign
-= ransomware

10 20 30

Time (s)

40 50

3 Cache-references #{iE
Figure 3 Cache-references data

3.2 HPC 451k

JUE I BE VT B0 1A 2 VT DRAIE R 43 S AL
SR AR I R R X BB A R Bl T LA AN T, 3
T B A T LA A ME T B S A A DG
HHTIES, RS BEINBINEWETTAS . Uhab, Rt
A7 5 22 (1) A SR R A T B o K ) SR () o A A
FARIERAERE [ . HTIRE SR ER, ESprfl
JH Tk 5 e R M A BT A AN IS, O BRI
HPC FRIEMISE AR, $Em REEREE, AR REBEE,
ARSC RS A ff B K, ] Boruta 5
AP B AT 2

Boruta /& 3T BEALARMR O REAEZE$E 715, W LA
A THT VP il R 8 H 5 38 R AR AT b oA SR IR R AE,
T AU 5 MBS R B 2K, AT 4 v A6 I R 1)
HERIPERN R . eIl I BEATLET L R A R AE B i 1
5 1iE(Shadow Features) I 15 i 45 5 1 F 422 75 b e AiE
HEAT BEALARBRUNZE, HAEHA T BENLAR AR LTS
(R E EIEPEDP 2y o ZEIXANIERE T, Boruta AN Wik X}



126

BN R TiIb A e SRR INIC IS d 1B RN S X
I OR B AT I BRAFAIE o B IS 18 T MO R A
BB A R R G E IR IR A L
o P AR AN R, AW 4 s

VAR SRR

WS -

HIEY

& 4 Boruta EXiiiE
Figure 4 Boruta algorithm process

Kl 5 7R T Boruta RFIEIEFERIAR IS R . LL 20s

Journal of Cyber Security {5 B\ 4244, 2025 4 11 H, 5 10 4, % 6 1

IN)AREE AR Al o3 A A ) Lo #5545, MIHS patch J5k
H4 I 1) 2 510 43 0 18 22 AN (0 P 1), 4 I ) 4
JE TR T,, FelEgE N C k2 C- P, b P 2F
A patch (R o P BRI T TR 2% 2] JR A
Xn0aES), IR YE/> T Transformer ¥ token £,
9T s A IR A S R, N T HERD SRR, R
T5% B, Al R TR o v Bt R
SCR T Gt S AR L, AT A AE Y A ) HA 6 Ui AT
A HMEHENRIR. Ba, — MR T 2= [CLS]
aNIES eSS DD S RO E PE =W kI N KSR V@
HELHEA TR AN BN SUE R, T $2 5 451 20 ) B

mm Features
IREEE | | T, Shadow Features

10

Mean Importance

W) HPC Zevh-Hdfs b il ASAF AR AR TP A MR ALE 508885880502 82528222885882
B22pp s 2SS S 203252 RRERLE 2228
5 J 3 o 2 LR L RS SNEEN TSN ELEDS D
E‘]?i@ﬁg r’fE, ﬁﬂkﬁuﬂ—_’l%/ﬁﬁ% HEE‘]CI%:‘?J_.EO ég‘%ééé E}%é%gé_ §%$'§0§~§§§"§§"§ ;é E
S LR T Boruta $73%, fe# ] LMK HPC i SELESRSCETRERTE R iRt
> N N Q M= = E
A AR ) R S B R A A B R B R AIE 38 gg- §° =85 5 £
2 5
3.3 *ﬁf)“\'J *ﬁﬂ*@@ HPC Events 3
BRI 6 BT, JUh B e it 5 Boruta L5
5 x e RTC, KA 52494k (Instance Normalization, Figure 5 Boruta result
------ CLS2 ACLSI
7y A \ A A
4
Timestamp-Predictive ] MLP Conigsss tive [Timestamp-Predictive ]
A 1 Asa R 4 -1 y
z} / Z Predictive
------ CLS2 CLSI S o
R S N N S
[ Transformer Encoder Transformer Encoder ]
.1 1 4 T 1
----------- CLS CLS|-----
C J C J

T—[ Instance Norm+Patching }J

P

AVAVAVAN.

¢

TN PN
NN

AAVAVAVAVAVAVAVERRRRRAVAVAVAVAVAVAVA

&l 6

REIHESR

Figure 6 Model framework



HAER E T BN B KB AR LR

BT T Transformer Encoders [ X, in »
ek RUTCT S A R R

Xene—in =concatenate([ CLS],patch(IN(x))) (1)

SR, x, ., 2kt — AR TR W,

ROCP AL PR B G2 W e R 2

MR s, LUK — R A AT B SAs, X4

B8P 2 B AN z e RO
z= SAS(Wtokcnxcnc—in + Wpos) (2)

Horp, D 7R~ Transformer Faisk 2 I 4ERE .
LEA% ] Transformer Encoders 354515 [6) FB 41 ik A\
z ZJ5, 3 BRI ANFZ TR RN 2, 0 z,:
z; = Z[O,:] 3)
z=z[1:T, +1,] 4)
2 TR R[CLSIIT AR AR P I G [P RN,
DLz T3 B IS TRD R 0 (R HR N o
XTI AR ZOMN RN 2, A8 — AN 2 1E
Sk B 1) 8 79 (Timestamp-Predictive) Sk p, H 125 ik
TR P51 o TR 2K L, A28 Ik v A5 YO0 B HE AL 358 7
(R N S 22 TR R 380 7 iR 2245 I
L, =MSE(x, p,(z,)) (5)
h T RS R A I ) e 91 1) 4 SR R AR, SRR Tk
TORFEE A ) (AR A A SR, A FEOA EE g 2R R A
WP FNHRAE o 1 7 V238 5 43 B[R] — A A A B (1)
AN R I AR B 1) B B, IT A RX A AN [ S
il E AR AL BE HPC KAl Ny, 2% 18 21 2t 1) Bk
P, 28 A 00 25 43 0l i N TR) — AR 1R 9 R AR Hcis
TN EE K, XA e vt 9 4 R N REAE AR BT,
B A5 7 KA Ak /N ke B PRI 0L T B e 4 R — B R A
JPHIRAE, T T BN I 0] 3 41 4 e e AE ) 4l 42
AEJ) .
TR Ik P R[] — A A 1 A (3] B 1 o 2 7 2%
MRl —FEA BN [ B8 A R AR 7] (R AN, 2!

PAK 220 SRJE, SHFREAMRN, $RECHE M E AN
4 B HEAR RN
z; =2'[0,] (6)
z; =22[0,] (7)

3 3o g ) 2 TR SRAS B AR 1) 0 2] B 2] ),
AR AFAE L~ MLP #itk ¢, BEATACEE, Wil 7 B
7N, LA JE SR B A ST AR 5 AN 23 TRk 4 i 2 1
B o 9 1T S SRR B2 ) B (A BRI . eSS R 2]
Mz

127
2 =cy() (8)
2 =cy(77) ©)

=
£
=
S
Z
=
2
>
m

7 MLP &
Figure 7 MLP module

FEVHE LRI, B RS REAE 2] 5 27 AT REA
L, ARAUE ] —FEARTF 2] — B IE . ¥ 27 1 5L
F 9 A IR K, B T TR R S (S T T )
z), MABOR A 27 (B . I AR MK BT i
BN SR SEAALSE, SR HEAT X Lh 2% ) b AR, BREUN
J7HH B IR AE R 7R o SR AR SEAHARLBE VS 4 5K
JR:

S(p.q)=—~L— (10)
el lal,

Hoeh, |, A2 L2 Y65 S T A RO G LA 2] H B

DR R, 5|\ T stop-gradient 4. [RXT Eb 2=
UK s HUE A (14)Prs:

L.=-S (2} ,stop-gradient (zl2 )) (11)

FAHE, KT ARA R, T REXT PR H A A

o, R FRREN T I T 2745 2] 2 I b ok

L.=-S (2,-2,stop—gradient(zl-l )) (12)
BOHAR ML
1 1
Lo :EECI +E£Cz (13)

R, WA I TN AT 55 L RO bE 2 21 AR 55,

HEA BRI [ 40 R
L=L,+Lc (14)

I E MR, GRS AR O 2R LU AT AT A
Bn it . X B BA s 7 AR BEARIN 8] P 91 1) 70
SAFAE AN B I 18] 3 B PR I TRV BRAFAE o U521,
G it 5 PR LR e R 5 DA DR AL BRI E

FEGI & 2 BN T A 12 (R 2 M 2 A5 o 73
FALF I PRIRIR, o0 BEAR fay A2 51 (10 ZR AL ik
OF BITOE S 25 W) $e, JId softmax =K 2k i
J2 B A 4 Ay M, 1% 2 e i B T A
HOPAT, R R AR NP5 & T A B
T IR



128 Journal of Cyber Security {7 B2 A%k, 2025 45 11 A, #5104, 25 6

4 KWHERSHH

4.1 HUEE

I UEAS SR PR3 R AT I 5V R A
7t Cuckoo YPHf_EHJE T Windows7 #4E RGEAE N K
PRI T IR, FEAH] Python BHIASHE ST S G4 47
X H B A 2 Bl R A SR o B R AT AN
Virus-Share KR, EHBGERL 75% 5o #5514\ A )
FI & AR FRZE . IEHEAEACKEAET Ninite 1, i
TR DA WK T H . At
WEAR AR R . AE 10ms FERAEMIBE &, SItlsE
ToRA 27 MRIAFIRK 1561 AMFEAR 5226 41
FEARTFH, LLR 7 Fh2RAL 345 A RAEEAER 5381
MR e fa, R FEA TN = AT
LR BEA LR 80% K 11 4 I 25K, 20% 15 A il
WA . MR EIE AL 2 P, RO VA
K HUERf 2 (Accuracy, Acc). K% (Precision, P). 11
[ (Recall, R)F1 F1 343 (F1 Score, FD)fE AdnifE, LA
A TR SRS D R 4 1) 2K e

F2 HEEEAM

Table 2 Dataset composition

el BMERFIR AR PRI

R AT - 345 5381
Ceber 232 925

Conti 167 667

Cuba 156 625

Pt DemonWare 153 613
Lockbit 83 330

HelloXD 40 152

Other 730 1914

4.2 XFLESRIE S

¥ HPC I[P FIAE BN, 762 AN RAT I
RURPEMERG R . KSR PR RhR N AT LR,
SEIGAE A Python3.7 LA PyTorch FEsIRAT k42,
GPU %55 RTX3090 24GB, KHILL N3 EBEATI
Yr: AETONSGRd R WG4 S 2% B 0.015, JFH.
KH Adam IRAL 85 AT RTINS, R BE IR R 5L
WE N 0.0001, batchsize W H A 64, Y% epoch K
100 75 U RAESS T, VIR ) FwE R 0.0015,
HARBSERFE— 8 A HR B WL 3 iR, 5
B4 Rk 4 s

VE R0 LG IR 77 %5 RDRETES M 0] AT ST A 1) Jit
G AT n-gram FEHURRAE, A8 BEATAR AR
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HASRALEIME A Negative Pair; TS-TCCPha it 43 il
F 3 5 55 PTG SR AL, Ok %% SR AE; DeepWare!™
A3 A2 AT IWIIR) HPC B ek, 5 L8640
%, JHEH CNN RS T 4325, Rapper[miﬁiﬁﬁL
IEH B AT A 1) HPC $icdis i FH 26T LSTM 1 B
Yuhth s AT 2], 10T AR 28 SEIAS N
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Table3 Model parameters

ZH H

patch K/ 20

patch K 10

Transformer [ 2 48 % 384
Transformer 3% 5 12
Transformer k% 6

R4 XLETWHER
Table 4 Comparison of detection results

B Acc P Recall Fl
RDRFT 0.926 0.935 0.937 0.936
SDRLNP 0.923 0.931 0.935 0.933
SimCLR 0.942 0.945 0.940 0.942
TSTCC 0.972 0.977 0.964 0.964
DeepWare 0.937 0.943 0.939 0.941
Rapper 0.940 0.943 0.942 0.942
Proposed 0.982 0.984 0.971 0.978

SEG 45 LB, RDRFT Al SDRLNP J5 L3414 A
ATAT SCAF AT B SRR ARSI, (A R 2 )
AT I ATALRRAE, (PR SRR AE I8 B RS,
Gy AR, RN 2 A R B RoR Ge ik, BTk
3R AEAS 2 DL 58 4 f R B R A, SimCLP L &
TS-TCC Jjikilid x} b2 2 J5idi won 7 X LA 2 7
P& R B R Ak g ) A ek 2 15 ) 5 T R AL #; Deep-
Ware K H CNN /EAHESE, 7EK IS W] 741 73 AT 55
FKIZ IR, BAUEH T EHW ER HPC SR, IF
AN HPC FFAEIEFE Bt 73 #T; Rapper % HPC %
Por A FH 19 Yo B 25 0o R 8 2 R AT R W, AL T 2
SO TR R S AR . VAT, B R R R
IR S T AR B R ARSI A Ak, R A
SRRTRF R 97 26 VT DA i e A M
43 HRLKILOR
43.1 THBEISHES
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Table S Ablation study on tasks

it Acc F1
Proposed 0.982 0.978
FRER 0.932 0.874
ZBRAT ) 0.925 0.861

43.2 HEARIHELR

Transformer 155 7 I ] 37 F14F 45 HH R IR 5+,
WO AEAR ST v, SR AT Transformer HEZE,
FHAE B AE AN [CLS] ) 5 3RAFRAL 7] F o 72N 8] 55471
FAE ) FEALHCOT VA, 1D-CNN, LSTM, Bi-LSTM /&
SR IUBERIAE LS kT R R AL 1) R AR R AN [
HESE b (R I,  J8 ik A B SO 2R SR %) B — e
RUHEZUHEAT T SE6 . 76 1D-CNN Bl b g3t %2 B
BUZ AR )2, RN 73R AF; LSTM AEAY A
FH 35— I (] 20 R BB IR 2 A i HEA 751 ISR AIE
Bi-LSTM #5784 i o e Kt ik 7 ik, %002 Heig ik i)
FU 1] () 8z J RS, UM B B IR dse KA, A
PN TPHNRAE . S0 8E Rk 6 iR,

%6 IEEMESHAELN
Table 6 Ablation study on backbones

HE4E Acc F1
Transformer 0.982 0.978
ID-CNN 0.922 0915
LSTM 0.932 0.926
Bi-LSTM 0.937 0.927

i ] Transformer HEZLHUAS (14 il ML Z
T, 1D-CNN FERIERf 2N BRI B ROR, X2 A
FEUDR 25 0] LA J 30 Bsf o 030 ) 7 B, 4R s Al
FH 33K 256 i PP AR A BT v ) 2 b A R A2 2 (R A
3, X AU IS F T 20 B A A o S 5 ) A,
TR T 7 47 R A S A ¢ &R (0 P 91 I AN B 3
LSTM Al Bi-LSTM ZURAL T 1D-CNN, 1A feill
TR R RIS R AR AR B HPC 8
A . Bi-LSTM 48T LSTM U2 IR A A T
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44 THEYRSH
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Figure 8 Unsupervised effect analysis
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Figure 9 Unknown ransomware detection results
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Table 7 Robustness analysis results

b/ REIWIREA S Acc F1
1% 0.979 0.973

T S0 e 7 5% 0.965 0.959
10% 0.934 0.932

MGG R DU H, Rl e e 75 7K ST R 1S
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P o 3T I T2 A5E 280 26 THT 6T AN [ R 2 110 o e s ) 2
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Table 8 Pre-encryption average time(s)

il pe 4GB 8GB 16GB
2.5GHz 18.2 15.3 12.8
3.2GHz 14.0 11.7 9.9

N T RSB VR A AR R AE AN RS I 2 11K/ IN PR 5,
ABETCRI T Bl R 00518, AR TALS R
Foft M R BN SR T AR () s o A A T I
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Figure 10 Analysis process of detection window sizes
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Figure 11 Detection results with different window
sizes
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Table 9 Feature selection analysis

FRHERCR Acc F1
Top5 0.968 0.970
Top8 0.980 0.970
Top10 0.982 0.978
Top13 0.983 0.977
Topl5 0.981 0.974
ALL 0.865 0.843
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