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Abstract In recent years, the development of quantum computing has had an impact on the classical cryptographic algo-
rithms. Shor's algorithm makes some asymmetric cryptographic algorithms, which are based on factorization or discrete
logarithm, no longer secure. On the other hand, the impact of quantum computing on symmetric cryptography
algorithms is less. There are two main attck methods that can pose threats to symmetric cryptographic algorithms. The
first method is using Grover's algorithm to search the key in the classical query condition. The second method is using
Simon's algorithm to recover the secret information in the quantum query condition. Both of these methods need the
corresponding quantum oracles of the attacked algorithm. Its main component is quantum circuits of symmetric
cryptographic algorithms imple-mented with universal fault-tolerant quantum gate set. This makes the scales of such
quantum circuits greatly influence the complexity of these attacks. Therefore, investigating the quantum circuits of
symmetric cryptographic algorithms can help us quantify the resistance of symmetric cryptographic algorithms against
these quantum attacks. In this paper, the stream cipher ZUC is implemented as a quantum circuit based on the “Clifford
+ Toffoli” quantum gate set. This is the first time that a stream cipher is implemented as a quantum circuit. By
constructing this quantum circuit that consumes as few qubits as possible, we give a lower bound on the number of qubits
that quantum algorithms can attack the ZUC algorithm. When the number of logical qubits that a quantum computer
can support exceeds this lower bound, it may pose a substantial threat to the ZUC algorithm. According to this goal,
our circuit design criterion is to consider reducing the consumption of qubits firstly, and on this basis to optimize the
consumption of Toffoli gates. we give detailed quantum circuit design for

each key component of ZUC, such as the modulo adder over the finite field GF (231 —1), the linear feedback shift register
over GF(2*' -1), and the S-boxes. Based on the quantum circuits of these components, we present the overall
quantum

circuit design of ZUC. According to the design in this paper, 752 qubits, 109770 Toffoli, 348117 CNOT, and 26912 Pauli
X gates are needed for ZUC to complete its initialization process and generate 128-bit keystream.
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Table 1 Single-round resource consumption
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Appendix A Quantum circuits of 2, and L,

Oli]= 0@ Q17 N, LR j+1 A&7l aiilhz, LU i+1 AR 7Lk 32867, A CNOT 17,

Ly [T
Q[27] = Q[27] @ Q[19];
Q[8] = Q[8] @ Q[0];
Q[25]=Q[25] & Q[l];
Q[26] = Q[26] & Q[10];
O[17]1=0[17] @ Q[9];
Q4] = 0[4] @ Q[12];
Q[30]1=Q[30] & Q[22];
Q[31]1=0[31] & Q[23];

Q[0]=0[0] © Q[24];
o[10]1=0[10] © Q[2];
Q[23]=0[23] © Q[7];
O[21]1=Q0[21] & Q[27];
O[2] = Q2] ® QI[8];

0291 =0[29] & Q[13];
O[28] = 0[28] @ O[12];
Q[12] = Q[12] @ 9[20];
O[13]=Q[13] ® O[5];
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0[20] = Q[20] @ Q[10]; o[3]=0[3] ® Q[l1];
O[5]=0[5] @ Q[27]; O[311=0[31] & Q[21];
0[24] = Q[24] @ Q[8]; O[28]=Q[28] @ Q[18];
Q[10]=Q[10] @ Q[0]; o[19]1=0[19] & QI[17];
Q[27] = Q[27]® Q[11]; o] =0r[11] & Q[19];
O[11]=Q[11]® Q[17]; o[1e]=Q[le] ® Q[0];
O[10]=Q[10]® O[18]; O[2]=0[2] & Q[26];
O[18] = Q[18]® 0[26]; 0[26] = Q[26] ® Q[10];
O[19] = Q[19]® 0O[3]; o[19]1=Q[19] & Q[27];
O[18] = Q[18]® Q[8]; O[0]=0[0] © QI8];
O[0] = 0[0]® 0[22]; O[13]=0Q[13] & Q[21];
0[22] = Q[22] @ Q[14]; o17]=0Q[17] ® QI[9];
O[8]=0[8] & Q[l6]; gle]=0[6] © Q[22];
O[3]=0[3] & 0[27]; O[91=0[9] ® Q[25];
O[27]=0[27] © QO[1]; O[21]1=Q[21] & Q[29];
Ol1]=0[1] ® Q[31]; 0[28] = Q[28] @ Q[4];
O[27]1=0[27] © Q[9]; o[71=0[7] ® Q[31];
O[0]=0[0] & QI6]; 0[29]1=0[29] & Qf13];
O[14] = Q[14] @ Q[30]; O[311=0Q[31] & Q[23];
O[14]=Q[14] © QO[4]; 0[22] = Q[22] ® Q[30];
O[8]=0[8] & 0O[30]; O[12]=Q[12] ® Q[28];
0[30]=Q[30] © Q[12]; 0[25]=Q[25] ® QIl];
o[1]=0[1] & QO[17];

o91=0[9] @ 0[7]; L, 51 HL %
O[17]=0[17] ® Q[25]; O[271=0[27]1 ® O[19];
o9]1=0[9] & QO[15]; 0[30] = Q[30] @ OQ[22];
O[15]=Q[15] ® Q[13]; 0[24]=0[24] @ O[8];
or71=0[7] © Q[13]; O[311=0[31] ® Q[7];
O[13]=0[13] & QO[19]; 0[15]1=Q[15] & O[23];
0[30]=0[30] © QI6]; 0[29]=0[29] @ O[5];
0[25]=0[25] © Qf23]; 0o[10]1=0[10] ® QOJ18];
0[23]=0[23] ® Q[I5]; O[13]1=0[13] ® O[29];
o[12]=0[12] ® Qf26]; O[12]=Q[12] ® O[28];
O[15]=0[15] ® Q[31]; 0[22]1=0[22] ® Q[14];
0[23]=0[23] ©® Q[29]; O[211=0[21] ® QJ[13];
O[31]=0[31] & OQI[5]; O[17]1=0Q[17] ® O[9];
gle]=0[6] © Q[4]; 0[9]1=0[9] ® Q[25];
O[4]=0[4] © 0[26]; O[18]1=0[18] & OJ2];
O[26] = Q[26] ® (Q[l6]; 0O[2]1=0[2] @ 0[26];
O[4]=0[4] & Q[20]; 0[25]=0[25] @ OQ[27];
O[5]1=0[5] & Q[29]; 0[26]=0Q[26] ® O[28];
0[29]=0[29] © OQI3]; 0O[28]=0[28] @ Q[30];
o[1e]=Q[le6] ® Q[22]; o[11=0[1] ® Q[27];
0[26] = O[26] © Q[24]; 0[30] = Q[30] @ OQ[6];
0[24] = 0[24] & Q[22]; O[19]1=0[19] ® OQ[3];
0[20] = Q[20] © Qf28]; 0[26]=0[26] ® O[20];
0[22]=0[22] ® Q[28]; 0[6]=0[6] ® QI8];
0[28]=0[28] & Q[2]; 0[6]1=0[6] @ Q[0];
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O[] =Q[11] & Q[27]; 0[29]1=0[29] © Q[21];
O[] =Q[11] & Q[29]; 0[20] = Q[20] ® Q[14];
O8] =Q[8] ® Qf[16]; Q[14] = Q[14] @ QI6];
Q[20] = Q[20] & Q[4]; o9 =0[9] ® Qf[l];
Q[27]=Q[27] & Q[13]; o[6]=0[6] ® Q[22];
O[4]=Q0[4] ® Q[22]; O[18] = Q[18] ® Q[12];
0[22] = Q[22] & Q[24]; O[12]=0[12] & Qf[28];
o[ie] = g[16] & Q[24]; o[]=0[1] & Q[17];
O[13]=0[13] & Q[15]; 0[23]=0[23] ® Q[17];
Q[24] = 0[24] @ Q[0]; Q[22] = Q[22] & Q[30];
OB]1=0[3] ® Q[29]; oM7) =0[17] ® Q[19];
Q[29]1=0[29] & Q[7]; o9]=0[% & Q[3];
0[29]1=Q[29] & Q[23]; 0[28] = Q[28] ® Q[20];
Q[23]1=0[23] & Q[31]; Q[20] = Q[20] © Qf[4];
o[7]=0[7] ® Q[15]; o[19]1=0[19] © Q[l11];
Q[0]=Q[0] ® Q[2]; o171 =0[7] ® Q[25];
Q[27]1=0[27] @ Q[5]; Q[9]=0[9] ® Q[19];
Q[24] = 0[24] & Q[10]; o[19]1=0[19] © Q[21];
Q[5]=Q[5] ® Q[31]; OR211=0[21] © Q[5];
Q[15]1=Q[15] & Q[9]; 0[26] = Q[26] ® Q[18];
o[1e] = Q[16] & Qf2]; Q[25]=Q[25] & Q[17];
Q[31]1=0[31] & Q[9]; 0[0] = Q[0] ® QI[8];
Q[10]=Q[10] & Q[26]; OB]=0[3] & Q[27];
O[2] = Q0[2] ® Q[10]; Q[27] = Q[27] & Q[19];
Q[10]=Q[10] & Q[20]; O[5]=0[5] & Q[29];
Q[4]=Q[4] ® Qf12]; Q[15]=Q[15] & Q[23];
o[12]=0[12] & Q[20]; 0[29]1=0[29] © Q[13];
o[7]=0[7] ® Q[l]; Q8] =Q[8] ®© Q[24];
Q[14]=Q[14] & Q[30]; O[18]=Q[18] ® Q[10];
Q[30]1=Q[30] & Q[8]; Q31]1=0[31] ® Q[7];
O8] =Q[8] ® Q[18]; O[17]1=Q0[17] & Q[9];

M B S, %0 AES Bk S EMTRRTRIFIRIEME R HESTIE
Appendix B The transformation matrix of the element representation(the S-box of AES and S,)
and its derivation
AR (1 41 S S
AES $EM S & K S, IC R B4 RIS GF(256) L, {HETH (AES S5 S &) T 3d A7 BRI AN T 2y
LIRS X +xt +xP x+ 1, MEECS)H TR RIRMA T ZIAIE X+ x" + X+ x+ 1 B BETE A
11 Bk GF(256) Lit—4%EHha’,a®,---,a 1, JG&AEAT IR GF(256) Lit—413E 0 67,0°,..,b 1. IAT1S
d+a'+d’ +a+1=0
{b8+b7+b3+b+1=0
Gl 537'3
b=c,a' +cga® +ca’ +c,a’ +cia’ +cya” +ca+c,

Hofre, e{0,1},0<i <70 WA LLEAEK, TfiTr LUHAS



148 Journal of Cyber Security {5 B\ 4244, 2025 4 11 H, 5 10 4, % 6 1

¢ =0
¢ =1
¢, =0
c; =0
¢ =0
c; =0

¢, =0

¢ =1

WU, BATITLMFRIT 0%, b 1 a’,a’,...,a ,1 FIFR, MIFFSIWGALIEZ 0] 2t G R
TR, K S, T R R K AES 535 S B 3800 38 3R IR G H R

10010110
01 010000
01 001000
11010100
1 1100100
11011100
0000O0T1T10
0001 000 1]

AR, FRATREAF 2K AES Sk S WM R R RN S, B0 3 R I e 4
1 1 1 1 01 1 0]
001 10100
01 101100
01 110100
00010100
1 01001T10
1 0100100
01 11010 1]

fiisg C S, BI=FEI
Appendix C The quantum circuit of S,
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