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Abstract The current password guessing methods are mainly divided into two categories, which are based on statistical
methods and deep learning. The existing password guessing methods based on deep learning have great advantages in the
number and diversity of password guessing compared with the statistical password guessing methods. However, the exist-
ing password guessing methods based on deep learning generate candidate passwords in a character-by-character or
map-sample manner. It is necessary to generate a large number of candidate passwords to get a better guess effect without
using the internal structure characteristics of passwords. When the number of candidate passwords is small, the guessing
success rate is low. Aiming at the above problems, based on the observation and understanding of the mutual independence
between the password structure and the password fragments, this paper proposes a modular construction method to opti-
mize the existing password guessing methods based on deep learning by analysising the characteristics of the password
structure and the basic characteristics of the guessing model. In order to make up for the deficiency of the deep learning
method in the learning and generation of password structure features, and to obtain a new method with higher guess suc-
cess rate and better guess efficiency, some appropriate statistical models are introduced into the password guessing process
as a basic component. Furthermore, it improves the practicability of password guessing method based on deep learning.
The experimental results show that the password guessing success rate of the combined-optimized password guessing
method is up to 215.51% and 176.84% higher than that of the existing password guessing methods based on deep learning
in the same site and cross-site password guessing scenarios. At the same time, the independence between the password
guess modules is conducive to the parallel operation of the password guess process and improves the efficiency of the
password guess process. It shows the effectiveness of combinatorial optimization.
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Table 1 Probabilistic context-free grammar example
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Figure 1 Password guessing method based on LSTM

5%+ Markov B A5 LML, T
LSTM [ 455 7532 B ARAZ O JR BRI AL, H AT A
s FH I T B 3 o BY 9 28 3 22 110 7 A B S S 32
P, DRI AE S HE P9 25 10 =F 8 B T 2L B R
X AR H Az B T E ARE T AR SR AR O
FEFHZ —,

2017 4, Hitaj 25 AFI 2B 55 P 2% (Generative
Adversarial Networks, GANs)HJ B ARSE H T —
() 1455 I 77 9% PassGANU], GAN's A2 —fh DA AE A%,
IR 2% 60 0 1) X 2% 22 (] 1) T 2R A SR I Rt AR R p 2

153

W i 0330, A Rl 2% B4R 7 AR AR x = g(2;0%), T H
T2 UL d (x; 07) SRR HH x H 2 K2 N ELSKE
I R At b BB R T Ao v 2 AR 4 A RS Dy i
B WX 0.5, BHIHm ML 4T
V2R 2 BRI 255 (1 i AT SRR X )T, R A
0 2% 14 4 BRI A D9 LS (AL, . PassGAN Al
H GANs K% 310 B9 FA L /3 A AL A, Jlid A=
Jal i 348 114 R A2 PRI 2% 45 56 ) gk 2 14 PR 530 194 2%
Z I pLse sl gk, TARREWE 2 Bros. Ak
9 28 A5 P B ATL SR 7 2 Bl D i 11 4, 0531 11 2% 2 A i
N 4 ok A I 2 25 F A D 3 11 438 R B
S A BRI T 4 IR 58 A B A2 7 2% Bl R] ELR 7R
JR B A R 2

abcl23. 123456,

password......
ILYI A S
KR P vy
" ji87345. a@iw90,
e
Pl 1144

2 ETF GANs IOSEN A&
Figure 2 Password guessing method based on GANs

2020 4, Wang 55 A@ i A4S 50 H 9w Y 2%
(Variational Auto-Encoder, VAE)K SZB5 1% 14 14
B2, VAE & — Ml AR - HEWT 5 IR B2 2 ) AT 45 &
() A2 AR o i N I 2 0 245 G B LA S5 R O i
fidh 45 A AL R A2 P 21, JE /N TS IR R ) A S
FLSL A MR 2 AT 2 B ) KL R R Se Rl 25, AT
A DV R A 4 AN B0 B A M e A . R T
VAE ] AR 54 B S T A B A Ve Or
H g b2 BN, SN 128 g 5 2 B ST 1) 11 4
AR E], IIZR5e LA G, iR 25 DA ey B R A 1 7
FORF 1208 78 75 (B HEAT fge i, i Hh I 28 )ik 11 4,
TARBE BN 3 s

A4 ELIEE

ez ]

i A4

R EE

3 ET VAE WOSBN5E
Figure 3 Password guessing method based on VAE

T T URE = ST I AS5 I 5 i B S AR N
#iN, 1#i one-hot Z5gmAY 7y A6 AN 14 14T 4b



154 Journal of Cyber Security {5 B 2454k, 2025 4 11 H, 210 4, 25 6 H

TH, 0 5 S5 %) 4 ST A 28 ) 2% 3 AT I R DLAE
B R I A R AE A% 12 B SR I SR B AT
WESMAF 2 FHERERAL, 1434 Bk
P14 TGk B BRAR B SE M R B 26 o BE X Bk )
Pasquini %6 A X 2T GAN Ml VAE [ 1455l 77 1
HEAT O3, $ H—FRR A BNES H 485 I (Dynamic
Password Guessing, DPG)F /¥, 1ZJ7E1E 1445
Tt R R FH A s D A7 U P 114 AN B i 2R 5 2 [ B A
DX 45, 32T ) I AR BT LE R B S (Rl A%, 3T 3145
AR oA B AR BB E 1S5 A

5T 51 OGN A b, BT IR
ST VA5 N D7 VA AR L O A U A 2 6 E A
SRR, BEAE L DA HH KIS 2, HAE AR
SRHE I BRI R T A O AR k.
Ab, PG 2 BRI 2R i R A2 i AR R S LA E
AT B, W R HER AR e T gt i 1 4
BT A B /00121

SRTT, BT N E s Se s B AE A T A,
LSTM. GANs. VAE Z5iRJE 2% SRR DL 78 70 A1 H]
FI & I S5/ RRAE, AL, VR 27 S AL R T B B
HIZ AN, EINGN A2 5w D& I 2R BdE 1E
R E bR, B R T B R I 14 B E D
(< 10° ) BEFRE 2 ST 1 TS5 7 R A5 I il ah 22
SIS DA SH T EAR A BOR Z2RR 014,

3 ETREFINOSHENLENAEE
RAE

3.1 zhH

5 4L G0 1) 3T Ge i 10 104 5 0 77 72071914
P L TV 5 2 =0 1 1245 I 5 v L10- 1317 A Rl ik
A BB Je 22 R 7 T 388 8 3 I H R L3,
B LR BE 78 4 $2 98 A0 ) FH 11 4 BT L 2% 110 45 KRR AE,
— AR R S IR S (108 FLE T £ A R
FRAS O AR PIRE I R Dy 2, AT BRAIR T 28 TR B
ST CVASE M 7V R S . AR & B
LA G R Ao AT 1 A S5 R RFAE, BT 00 114 INFE 4G
FRFAIE 5 B B LB AR 1 0 B AR A, 32 H DA EAE
77 2O B 1 28 T VR B 27 ST ) O A0 I 7 VAT 4
AL, B A GRS R R A 5N
B OAFE ML FE A, DUHAZRAS 5 (47 0 Rl D 22 A1
FEOF BIAE MR, By 2 T IR B 5 ST O A% 0
RS

M4 538 58 i E 2 X HIE T 04 B 4
fik. AP AE O AR AEFEEH Z0 5 02 B

PA— & MR (L tn “ ik 44+ A R “ ik i 7 B+
b4 7 SHHA AR 4. KEH P 04N
X ZEL S b 11 & S 1 B T 14 v B DA R 24
IR R, A5 e DA IEEAESE,
B3 At ak ol b MRS R Ky 17 1 T B )
R o A 2 TR B 2 2T I 11 A0 AR B — Aol
R 1 — 2% T AR — AN B AR B R AT S i Bk
S SR Ab B A, TR DU BT ) DA BRAS 275 D9 R B 1% 7
A ifig s 1A (LSTM) EE L% LA AS AR R A
BT H B a% 14 2E (PassGAN. VAE), T A& LA
P14 g5 48 J 114 v Be e X8 e Ao i 11 4 2,
RAEXT 14 A RHIE AT 20 AR . S T ffok b
TR )RR, ASSCHG A SR NS TR B ) ) A
WM T7 9 08, 78 SR Rl 11 & g4 AT (i
CIA A g o 2B Aot i 10 4 1R Ik R T LAY A 1 9 A
JiTH, — 77 AR A B A 11 4 S5 4,
P HAERRA R ANFRKEREIE L B

FEABE I A S50 A2 i 7 T, — AN A g5 AR
—RIEIE A, BRI DA SR 5 R E R RO 4
FEMINZR o [F, FA5H A5 Fh R 1 EE 1T
N A EE, TSR A 2y 114 65 0 1 AR Rk
R m AN CRETE O A G M A ) RIS (B
AN SE I BT 5T ). BRI, &R
SRR DAL S N GR N REEE H bR, AT EEAR R 1)
ZAYE . DN T RER AT RE AR B IR A P 1 AR
ST ) 1 4 g A Ak /b To s i) 10 & g f B, AR ST
e 5 05 FH 32 A e 59 ) B TH A TR Sl SR 11 4 45 )
FR) 2 S R

TEAE I 14 P B AR i T, B 46 A 38 11 23
BB MR BT H T AR A4
&R A BIEE RN . R4 R Bl
IR F P A3 A B ST, SRS . 2R
BT, RE IR R b . T4 BT LU £ AR 2y
J7 3K, BERT UKL RS X o 7 BB . BT B SRR T
B, A mT DATE DR, 40 K 7 BR B 7 ik 44 B i
BRI AFBCEE . AT ANEZERI 4 B, 1T
DA R 3 HOAR 8 5 B 14 5t SR HOCAS [] PR A5E 2 SR I 5 F0 A=
o LA BEBONGI, T OB — R S
HARE & B MR, B B ARE 5 A FE A ) — 2
FEALGN n-gram. LSTM Zt nf LUR H SRS FH 2 7
BESR A O R o 28 B8 BITR B 2 o) B AE | AR E
5 A BRI AR, DL R AR AR AR 2 R M
Kehb, wTULH SR AR Rl Bl 2 05 H 2 FEME R UF I 7 B
FRAES, HEM R AR R m R L 1 4 A
Hh, 14 A A SRR ) 114 B Bt R AR 5 SE B 7



BB 5 BT IREEE IS5 5 E A A R A &

SRAN 14 Fr B B S5 RS B 453 0 A i A

Zr LPTIR, DN Y OB A TR S ST )
5 T R AFAE I R R T 4 S5 H RS AL 5 204 3
AR I RS R 5 KR 3 11 T Y ) R
AR — PR ) 5 2O TR R A ST 4
G T EBAT A L. flan, S 7 A B2 RS
RHE, FIRERY A B ITAE R A 2510, AT AT LUV RUE
HEMZ S BB R EE 0 S&ES, Eln
LR B KN R AR A IR B, N 1 AERIE F 2
FUREAS KIS AT DI 21 5 s ) 155 M BT R, A i
M4 B2 NS R TGk i C &, JHEH 1
A2 [ (R D) 70 A0 A5 AR 22 [ 8 AT AT PR B v 2
TR, RS A T Fr BOG L AR R A 1 (1 5 4+
H 42 I L 2 a5 AT I 7S, USRS B A A 55 U
BORHMEE 2R E, W 4 P,

‘ BimA ’
[

A

FEIIC

)

El 4 RRUEOSENSGE
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Figure 5 MLPP example
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ASCIGFT WA TFRIEIRI AN 3 A4 4,
rAl7E Gmail F44E. Rockyou H44EH xato 14
£ . Gmail B KBTI RS, T 2014 4F
M ER KA 500 /5 4% 4 . Rockyou s& 4 F PR fILIE
SEPLAR AR S5 R, T 2009 4 FE#E T 3200 77 4550
P - xato 72 H 22 4 78 A\ 52 Mark Burnett 2237 1) K %
= BRI L E GG . 2015 4E, Mark Burnett £F
xato B A T AE LA ) BLRAE S 11) 1000 J3 56 H P
CA5RE, TERCT xato 4%, R 2 /R T LD
L HEAAE .

*2 OCKEERER

Table 2 Password set basic information

3 A FAE TR AR (MR s
Gmail L B 2014 4822930
Rockyou [GEZ % 2009 32 602 882
xato BN 2015 9555952

N AR REE BB RRR T
FrBL R EAT gk, 3.2 WNETR,
G it 45 FoR i E AN R i (o TR Y ) 2 5%
R

B, ASCHAFE N4 7 Butt AT 704, R 3~3%
5 REA AR FREE . BT BRI 45 B
DU B i) 10 AN H . T S BRI AE 12
DB, KI5 77 8 ik R A I E S B,
DRl A SO0t 5 BE BRI B 7 BUREAT Ge it NI K AN
T3 IR

®3 OLEPHMERSESH 10 NFEE
Table 3 The 10 most frequent letter strings
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*4 OLSEPHMERHZESH 10 MF S
Table 4 The 10 most frequent digit strings

Gmail Rockyou xato
123 123 123
123456 123456 123456
1234 123456789 1234
123456789 1234 123456789

12345 101 12345678
007 2007 12345
2010 143 777
12345678 2006 666
666 12345 2000
101 666 2010

x5 OSEPHERSH 10 MIKRFFR
Table 5 The 10 most frequent special strings

Gmail Rockyou xato
@ . _
!
_ !
SPACE @
* @ *
$ * $
# # #
+ / ?
SPACE &

Gmail Rockyou xato
password password password
qwerty love qwerty
abc iloveyou abc
love princess qwe
WSX angel qaz
monkey ever dragon

qwe monkey monkey

dragon com master
iloveyou life alex

qaz babygirl shadow

HR, X OAEEM DA ERIEAT 4T . HREESE I
(1 11 4> &5 1) i [ AR I 7 4 R B AT S 70 I AR i
— LA AR I — 5k 11472 MLPP J7EHI%
OB, O MEE A, BT EE %,
ik AR R R E . N TRNEFE
FeBE, TRENE T O A 2 AR B — A G 3
BRI, 75 A2 2 S A W i Dh 2R ) AT 42 1, 4%
FEad T B A 1) A 5 4 SR v i e 11 A 1 AR kT
B o ASSCfH F S BOR B B D S S5 R RS, &5
FIEGR SR O A F 0T I O 4 B e,
xzh123 MIEEKIBUN 2, xzh123x2zh123 5 HETN 4.
X+ Gmail. Rockyou. xato 4%, HIO44ME
REEFE MG ERUE 6 Fiw, W LA HEAEMECK
T3 504 A RN, BRI, K A SR B
KAEBRBI A 3 B 4, AT LA R AE TR UESRE IR 2 1)
AT A R M ik ik 10 4 A AE s B A R

BEAR, i T4 J 7 114 25 44 1 S Aty 3 [ AH
I ) A R AR A R T ), X SR 1A B
A R TR W0 AR A it 243 11 & TFUR 2 BT 58



158 Journal of Cyber Security {7 B 2424k, 2025 /£ 11 H, # 104, 5 6

£6 OSBMEREELT

Table 6 Password structure complexity statistics

H&4 GHHCRT 2 SHECRT 3 SHEORT 4
Gmail 9.99% 4.51% 2.55%
Rockyou 6.46% 2.09% 1.06%
xato 11.05% 5.45% 3.05%

Ji%, B MLPP Jife s Bolh e A seff B e 1k
LUG A BEIF A6 REAT, P LARS ZEXT AR BRI 12 7 By
TR SRR IR, S, A RO
PiZRALT D17 X ARE RS LB b I BLBER AR AR )
277 B AR PRI ] o FEAS SO, Sl sk
NPT RBL BBl R TR BIR =802
B RE 5 EEBEAT GE it b, 0 I E T A
KERE SRR INE T~ LI PR, WA, #
FRER R RKEREAN 10, B mRKEREN
10, FPRFAF R BROKKE R E Y 3 I HfkiE 045
] BT DL o 26 K 2 B0 1V Hidls, BT AR SO E
TREFRKEBRE N 100 7 B KEBIEDY 10, Rk
TR RKEREN 3.

*®7 OLSEPFHEKESL
Table 7 Proportion of the length of letter strings

144 >7 >8 >9 > 10
Gmail 30.62% 15.72% 8.69% 3.46%
Rockyou 29.65% 16.18% 8.93% 5.07%
xato 22.71% 9.09% 5.69% 3.60%

*8 OLEPHFHRKESLL
Table 8 Proportion of the length of digit strings

144 >7 >8 >9 >10
Gmail 12.45% 7.29% 4.54% 1.36%
Rockyou 17.22% 3.55% 2.22% 1.15%
xato 12.92% 6.54% 4.93% 0.43%

x99 OSEPHHRFARKESLHL
Table 9 Proportion of the length of special strings

H44 >1 >2 >3
Gmail 8.91% 3.23% 1.36%
Rockyou 9.84% 3.54% 1.15%
xato 5.51% 1.93% 0.88%

42 ZHSHY

A LA Gmail. Rockyou. xato Sz 144,
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Figure 10 Gmail — xato
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