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Abstract In recent years, research on audio spoofing detection has primarily focused on improving the generalization
ability of models against unknown spoofing algorithms. Common approaches include optimizing feature extraction archi-
tectures and introducing data augmentation strategies such as random noise and frequency perturbations to enhance model
robustness. However, in real-world applications—particularly in telecommunication fraud scenarios—nonlinear distortions
such as codec compression, network jitter, and device variability can significantly degrade detection performance. The
effectiveness of existing data augmentation methods in reproducing such complex distortions remains uncertain, raising
doubts about their ability to improve detection under real conditions. Moreover, there is a general lack of publicly
avail-able spoofed speech datasets and systematic evaluation protocols that reflect these realistic distortion scenarios. To
ad-dress this gap, this paper proposes a hardware-software integrated simulation system capable of faithfully reproducing
the distortion process in real-world voice communication channels, including telephone calls and social messaging
plat-forms such as WeChat. Based on this system, we construct a large-scale spoofed speech dataset under realistic com-
mu-nication link conditions. On this foundation, we systematically evaluate several state-of-the-art spoofing detection
mod-els and representative data augmentation strategies under transmission-induced distortions. Experimental results show
that although data augmentation provides some improvement on real-link data, model performance still drops signi-
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fi-cantly compared to clean conditions. After incorporating the proposed real-link distorted samples into training, the
mod-el performance was significantly improved: the Equal Error Rate (EER) on the telephone link decreased from 19.16%
to 6.48%, and the EER on the WeChat link decreased from 15.76% to 7.72%. Furthermore, based on the RealLink dataset,
we propose and validate a representation-based anti-distortion detection method, in which a lightweight restoration module
is employed to refine the degraded features, thereby partially recovering spoofing cues obscured by channel dis-tortions
and yielding additional performance gains. This study highlights the critical impact of communication link dis-tortions on
spoofing detection performance, presents a reproducible and open-source high-fidelity distortion dataset, and offers both

data support and methodological insights for building robust detection systems in real-world voice fraud scenarios.

Key words audio spoofing detection; transmission distortion; telecom fraud; spoofed speech dataset
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Table 1 The Composition of the Custom-Constructed
Spoofed Speech Dataset for Real-World Scam Scena-
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Table 2 Composition of Public Speech Datasets Used
for Generating Realistic Scam Scenarios
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Table 3 Detection Performance of the XLSR-AASIST Model on Different Test Sets

XLSR-AASIST w/o augmentation XLSR-AASIST w augmentation

SR AR 4% i : :
min t-DCF EER min t-DCF EER
ASVspoof 2019 LA (Dev) 0.0043 0.18% 0.0325 0.89%
ASVspoof 2019 LA (Eval) 0.0110 0.58% 0.0071 0.3%
ASVspoof 2021 DF (Eval) 0.3623 6.72% 0.2568 3.34%
In-the-Wild - 12.3% 7.55%
RealLink -Clean - 27.9% 20.8%
RealLink -Distorted - 33.3% 24.0%
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Table 4 Detection Performance of the XLSR-AASIST
Model on Different Test Sets
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ASVspoof 2021 DF 0.483 ]7.3% 79.8%
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In-the-Wild 0.521 88.3% 81.3%
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x5 BMIEERBEALBIRERMAESLLIES LA EER R}
Table 5 EER Performance of Various Enhancement Strategies Across Public and Real-World Datasets

Btk ToH RawBoost SpecAugment Add Noise A
ASVspoof 2019 LA (Dev) 0.19+0.01 0.50+0.03 0.82 +£0.06 0.85+0.05 0.87 £0.06
ASVspoof 2019 LA (Eval) 0.58 £0.04 0.36+0.02 0.53 +£0.04 0.63+0.04 0.30+0.02
ASVspoof 2021 DF (Eval) 6.72 £0.47 3.36+£0.23 3.79+0.27 3.47+0.24 3.34+0.23

In-the-Wild 12.3+0.86 7.72 £0.54 9.62 £0.67 8.30+0.58 7.55+0.52
RealLink-Clean 27.9+1.95 222+ 1.55 23.85+1.70 21.87+1.53 20.8 £1.46
ReaLink-Distorted 33.3+2.33 25.6+1.79 26.3+1.84 27.3+191 24.0 +1.68
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Table 6 The Impact of Different Link Types on the
Performance of Forged Speech Detection Models
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Table 7 Impact of Different Communication Links on
Spoofing Detection Performance

I B £ Y5t EER
RealLink-Clean(TTS) - 17.8%
RealLink-Call (TTS) CERRTBTIRTT 24.3%
RealLink- WeChat (TTS) Tk A HLTE 19.2%
RealLink-Clean(VC) 22.3%

RealLink-Call (VC) CERRB AR 26.4%
RealLink- WeChat (VC) AE R 25.8%
RealLink-Clean(Commercial) - 32.2%
RealLink-Call (Commercial) R U 37.8%
RealLink- WeChat(Commercial) A HLT 39.5%
R ARED “RealLink-Clean (TTS)” /R AL BERK L0«
FH T SCAS BT 2 (TTS) S A 0 I 0 O T U S A A 8L, 95
S VC Fl Commercial 430 B 1 8 6 4 8 00 5 i 5 LR
G R D 3G VY o
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(BRI ML R, PR RS X TTS 6%
(P HEO 3NV 59, EER AL EFF2 19.2%. X VC
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Table 9 Impact of incorporating link-distorted train-
ing data on spoofing detection performance
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Table 10 Cross-link generalization performance with
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Table 11 Cross-link generalization performance un-

der complex scenarios with different training set com-

positions
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Table 12 Impact of anti-distortion preprocessing me-
thods on the detection performance of various link test

sets
. MMSE-STSA Demucs
TR Hd e itk - .
I S 4 SRR i S
RealLink-Clean 0.275 5.35 2.89
RealLink-Call 9.7 23.07 19.07
RealLink-WeChat 3.7 19.2 11.1

191
6 MEKEWRMNGZE

6.1 SSL XA EmE B K EIME

S 4 R, A RERR KRB (AT TR . T
15 ) 2 S0l 25 W1 99 A 2R A B0 S 37 st (1) 4 ) e
L G 3T Km0 (K ) 207 B e e — e R L2
AL AR Ak, (R L BE AL 5 AR T 45 e LA 25 S
s ey = N NE e RS R 2 I W = ES RSB R SSUXILEN
WiHE TG o IKFCRRATFLH Y RealLink i £ 1 ARy
[ I i B B T IO RE AR, TRATT 5 B
RAEBRECN SSL KAE MRS, st
— R R S BRI 7 i AE R AE 2 TR X B2 B
AEHAT R RS, FAS t a2 2828 34T 5

B s, = S(x) F R kI T 40 T 2R g i 2
JRIRERR, 5, = S(x) JH PRI SAF(E . 3
MBI NRERER R, (1), LkZETT B IE2
BARAL:

;:Sd +R,(s,) (1)
Hrp, R, A TEGMEEEE Transformer 4 H.
B ) ph 43 2K B S
P=F(s) @)
o, F 42508,
—EUELAG BME s s, [0 R L1/L2
PR, 3SR 1 7

IFRLIH: BMEAEXER L, PRiEDhIE
IR B M8 W i S 3 R A AT R T o
LREURN
E = /’LrecH; _Sc”l + /’Lcls‘ccls (3)

FESEBRAE RN, FATEF I FR 2K SSL %
M5 WEAEIE, TR ah 1 &, B

S R

~F
X >, > S

>V

IR AT VRO T A 138 M B 5 . 1%
BlE A DAL S W I 4 5 e b, e85 7l
LA AT 6 MR SR R . AR DL 2 ]
I O BT D0 5 0 B i R B RROAR R AR AR, A
MAENZRh RERE S it — X B 5 .

FESEIERN b, PRI RE 5 5 5] B HE B R 0
SSL HFIER R GMER AR K, Il — Bk L Aot
ITRZIE o AL AR SR I 9t ) I AU, %07 A
BT ELSEHE R (B GE v R, R B 3 s
(ZNIVAAER 775 2 SR S PP A



192 Journal of Cyber Security {7 B2 A%k, 2025 45 11 A, #5104, 25 6

6.2 SKIGIGUE

F 13 JER TAEA FUNZR A B P et
H o A (Y BT RealLink-Clean Z046 )11 25 3 HLBELE
7= 170" S o ) R W s ol R 52 7
R AE F RS B RIS Y EER 230A
19.16%F1 15.76%, = AR X DL 452 0 0] ik 1% 2K 3L
R IR IR o MZRP MR EREA ST, B AR
WA BREE W, MM S E TR, TR
A T MRS o BRIS 2 6.48% 11 7.72% .

F 13 MEAERNFERIBYMERT L
Table 13 Effectiveness of the proposed module under
full-data training
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Appendix 1 Composition of the RealLink Forged Speech Dataset with Real-World Link Distortion
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